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This contribution proposes how to handle the four editor’s notes in clause 7.3 Analysis for alternative 3 of TR33.812 and adds some editorial changes.
Changes to the introduction that limits the scope of the analysis to UICC based M2ME implementations are proposed which allows deletion of the first Editor’s note in 7.3.   
The second Editor’s note is not very clear but with most natural interpretations it is already covered by the existing threats. It is therefore proposed to be deleted.  
The third Editor’s note is covered by existing threats and can be deleted.  (Revision of risk level results can always be offered and should be subject to normal pCR procedures). 

Regarding the fourth Editor’s note, it is a fact that operators already today download subscriber keys to UICC even if a standardised procedure is not specified yet by 3GPP. It is only a question of what the applications on the UICC allow and how the access rights are set by the MNO. This solution alternative exploits the fact that this is possible so it is certainly consistent with this alternative. A special application for UICC that alleviates this can be specified for M2M applications. Note that it is not requested that the old subscriber key is overwritten; a new subscriber key can be downloaded by the new MNO and be used with a new IMSI, leaving the old subscriber key unused. Consequently the fourth Editor’s note can be removed. 
. 
	1st Modified Section


7. 3
Analysis for alternative 3

7. 3.1 Threats and Suggested Counter-Measures

7. 3.1.1
Introduction

The descriptions of the attacks and the assessment of their likelihood and impact assume the lack of security counter-measures not introduced earlier. The risk analysis will therefore allow suitable counter-measures to be identified.

The alternative analysed here assumes alternative 3 based on the use of UICC or a M2M UICC as defined by ETSI SCP (i.e. including use of new form factor).  If alternative 3 should be used without UICC, threats and solutions involving TrE, described at other places in this TR, would apply. 
7.3.1.2
Summary of Threats and Assigned Risk Levels

The table below presents a convenient summary of the identified threats and the risk levels that have been assigned to them.





	THREAT

#
	BRIEF DESCRIPTION
	RISK

LEVEL

	1
	Original MNO refuses to assist in transferring subscription to new MNO
	minor

	2
	Original MNO attacks old subscribers after they have been transferred to new MNO
	minor

	3
	New MNO eavesdrops on subscribers’ traffic with old MNO (recorded before they were transferred to new MNO). 
	minor

	4
	Users lose access to services, due to malfunctions in transferring subscribers from old MNO to new MNO.  
	minor


7.3.1.3
Threats and Counter-Measures
Threat #1
Description of attack: Original MNO refuses to assist in transferring M2M users to a new MNO that the subscriber has chosen.  The original MNO could claim any motive, like having lost credentials for the actual user.  The effect on the M2ME U/S is difficulty to smoothly change operator. 

Likelihood: 1

Impact: 2

Risk Level: 2 (minor)

Countermeasures:

1. The M2M subscriber must have a tight contract with the MNO to force the current one to cooperate with the new one, when the subscriber wants to change operator. The contract may have clauses to protect the MNO as well. Only under agreed conditions shall MNO change be possible. A standard contract for the M2M area could be developed to support the M2M business area. Liability clauses can be part of the contract.

Threat #2
Description: Original MNO attacks old subscribers after they have been transferred to new MNO.

As the old MNO knows credentials like the subscriber key of the transferred subscriber, he is able to eavesdrop on the traffic for this user in the future.  The old MNO may also use a false base station to attract the user and divert and/or eavesdrop on his traffic. Furthermore the old MNO may masquerade as the user towards the new MNO. 

There is a substantial risk for bad will or repercussions if it should be discovered that an MNO is recording traffic belonging to other MNOs.

Also note that M2M service profiles as a rule are heavily restricted, with typical limitations like: on traffic type (e.g. only GPRS), on volume (e.g. one SM /month), on called number (e.g. only to fixed service center, not international etc.), on serving networks (e.g. roaming not allowed) etc. This heavily reduces the potential for meaningful fraud, thus reducing likelihood for this particular threat.

Likelihood: 1

Impact: 3

Risk Level: 3 (minor)

Countermeasures:

1. The new MNO may change to a new subscriber key by OTA procedure to minimise the risk for eavesdropping and masquerading. 
2. The new MNO may later change IMSI for his new users by OTA procedure to make it more difficult for old MNO to locate and identify the transferred users in the new MNO network. The IMSIs used in the transfer process may thus be regarded as temporary ‘dummies’ used only for the migration period.
3. The new MNO may monitor the new users’ traffic with use of a fraud detection system to detect any anomalies. 
4. Severe rules may be stipulated in contracts to discourage old MNO to keep any records of old credentials. This can be supported by liability clauses and possibly even with third party inspections.  

Threat #3
Description: New MNO eavesdrops on subscribers’ traffic with old MNO (before they have been transferred to new MNO). The attack assumes that the new MNO ‘proactively’ has monitored and recorded users’ (encrypted) traffic with old MNOs. After they have been transferred to the new MNO he may use the now divulged subscriber keys to decrypt and read the previously recorded traffic. It may be a hard problem for the (potentially new) MNO to find in advance the potentially interesting terminals with a current MNO. Historic M2M traffic probably does not have sufficiently interesting content to motivate preparing for ’post-eavesdropping’. There is a substantial risk for bad will or repercussions if it should be discovered that an MNO is recording traffic belonging to other MNOs.

Likelihood: 1 
Impact: 1

Risk Level: 1 (minor)

Countermeasures:   
1. Any recording of competing MNOs’ traffic should already be forbidden by most national jurisdictions. However, it could be further stressed in contracts between M2M subscribers and MNOs that any such recording leading to potential, subsequent eavesdropping, after keys have been transferred, is strictly forbidden. 

Threat #4

Description: Users lose access to services, due to malfunctions in transferring subscribers from old MNO to new MNO.  This could happen if the change of IMSI somehow fails and the modified USIM is not known or ‘reachable’ for either old or new MNO. Also if the new MNO decides to change subscriber key and/or IMSI using the OTA procedure after the transfer a similar problem may result if the process goes wrong. 
Likelihood: 1
Impact: 2 

Risk Level: 2 (minor) 

Countermeasures:

1. The administrative procedures and document for transferring keys between operators must be well defined and secure.

2. A common M2M profile for the Milenage authentication algorithm should be specified and be implemented in all USIMs dedicated for use in the M2M area. (Alternatively old MNO would have  to give his Milenage parameters to new MNO)

3. It has to be specified which USIM parameters, if any, need to be deleted or modified by old MNO in connection with transfer. Likewise it has to be investigated if any USIM parameters must be modified or inserted by new MNO.  Access control conditions for read/write must be set accordingly for all relevant EF and for all USIM dedicated for use in the M2M area. 

	End of modifications


