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***   Start of 1st change   ***
4.1
Usage models

4.1.1
General

IMS media security may serve different purposes and its relevance for different user groups may vary according to its design and features. A first purpose could be to have secure media over all access networks, a second could be to specify an end-to-end media security solution to satisfy the vast majority of users, while a third could be to provide high quality end-to-end media security for important user groups like enterprises, National Security and Public Safety (NSPS) organizations and different government authorities, etc. 

It should be noted that the protocols for the actual media plane protection are uncontroversial as the working assumption is to use well established protocols like SRTP and PSK-TLS. Thus the open issues are with respect to how the key management solution is designed and where the end-points for the media protection are located. Figure 1 gives an overview of the security endpoints that may be involved.
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Figure 1: Illustration of the different types of media security endpoints.

When the IMS network is trusted, transmitted media may be protected only between the UE and a Media Security Function (MSF) at the edge of the IMS. This case is shown as end-to-access-edge (e2ae). The case when one or more network nodes should be allowed to have access to the plaintext media is denoted end-to-middle-to-end (e2m2e). In cases when media should be forwarded over legacy systems we have an end-to-middle (e2m) use case in which the security is terminated in the network. Finally, there is a “true” end-to-end (e2e) security use case in which only the end-point UEs have access to plaintext media. 

To handle these use cases the terminals and the network have to be able to communicate the security capabilities and the desired/accepted security functionality.
***   Start of next change   ***
6
Candidate solutions
6.1
Ticket-Based System (TBS)
 6.1.1
Introduction

This clause describes a framework solution for IMS media security key management in which requirements from different user groups can be accommodated. A "ticket" concept, similar to Kerberos, is used to identify and deliver keys. The solution is described with MIKEY [19] for key delivery, and as such it is based on protocols already standardized with the IETF. Other key delivery schemes could be used, however. In TBS there are two main categories of tickets: protected and unprotected. Use of unprotected tickets gives security features similar to those offered by the SDES solution described in clause 6.4; their use is based on trust in the security of the complete IMS infrastructure. Protected tickets may be used to achieve higher security and provide security independent of the security of the complete IMS infrastructure; in this case a Kerberos-like Key Management Server (KMS) is the trust anchor. The KMS may also provide copies of keys to authorized network functions and middle-boxes and helps in the handling of keys for currently off-line users.
Key management based on a key management service requires a signalling mechanism between parties which allows them to retrieve the common credentials used for the media protection from the key management service. A convenient way to implement such a signalling scheme is to use a ticket based system. The sender requests a ticket from the key management service and sends the ticket containing a reference to the key, or the enveloped key, to the receiver. The receiver then sends the ticket to the key management service which returns the appropriate key.
This solution has a number of advantages. It offers a framework which is flexible enough to satisfy users with a broad range of security needs. Operators can set policies to provide end-to-end security and enable end-to-access-edge and end-to-middle scenarios. By using different MIKEY modes, a KMS can provide protected or unprotected tickets to support different levels of trust in the IMS infrastructure and other system components. Examples of user groups and their likely security expectations include:
· General public: Likely to trust IMS infrastructure and therefore to be satisfied with unprotected tickets.
· Enterprise users: Limited trust in IMS infrastructure. Likely to require protected tickets but with only limited assurance about the recipient’s identity, e.g. recipient is also within the enterprise. 
· NSPS: Likely to require additional protection beyond what is provided by IMS, including protected tickets which are bound to the recipient’s identity.


1. 
2. 
3. 
4. 
5. 
6. 
7. 







Normally key management systems are either based on negotiation between peers (e.g. Diffie-Hellman based schemes), pre-distributed knowledge of user credentials (shared secrets/certificates), or performed with the help of a key management service. In security systems serving large user groups a key management service is often preferred, so that there is no need to distribute credentials in advance but to let the user request keys for any other user at time of need. 

A KMS also provides a central point to enable LI and other requirements for network access to plaintext media.
In the following, the description of the solution has it main focus on use of protected tickets. 
6.1.2
Analysis 

Requirement 52 in clause 5.10 states that the key management solution shall support deferred delivery of protected media, which restricts the types of key management that can be used. In particular, it
 excludes all key management schemes that are based on some type of negotiation between the participating terminals / IMS users and implies that the sender/initiator must have access to media keys before the receiver has been contacted. A consequence is also that the receiver cannot rely on contacting the sender to get access to the keys used. Also note that the requirement on end-to-end protection at deferred delivery is more of a requirement on the media protection protocol(s) used, since deferred delivery of end-to-end protected media would in principle only require that the key management system can establish both an end-to-end security association for application layer security and security associations for channel security.
The best way to design the key management signalling is to have the key information associated with the media, forwarded with the signalling associated with the media set-up in e.g. a ticket. The ticket could be a reference to a key held by the key management system or it could hold the key itself. In the latter case, the ticket of course needs to be confidentiality protected. To have the key itself transported in a ticket is seen as the preferred solution as this would relieve the key management system of the task to keep a record of all keys used for media protection.

There are different alternatives for how the receiver gets access to the key in the ticket. The first is that the confidentiality protection of the ticket is based on a long-term key shared between the receiver and the key management system. With this option, it may be difficult to meet the requirements in clause 5.5.3 on secure multiparty communication. A second alternative is to have the ticket protected by a key known only by the key management system, which seems more favourable. However, this seems to imply that the receiver has to contact the key management system whenever secure media is received, but the KMS could issue base tickets with a certain lifetime from which per-call keys are derived by the users. The key management system could implement some authorization functionality for group key management.

End-to-end security can be enforced by the key management system by only distributing the media keys to authorized end-users. Note here that it is important to distinguish the end-user from the end-user equipment, and that an authorization function in the key management system should be based on end-user identity (IMPU/IMPI) as in requirement 7 in clause 5.4. This authorization function in the KMS could also be used to help solve the key access problem in forking and retargeting scenarios (as in clause 5.5.1). Some network nodes may require plaintext access to all media to perform various network functions, e.g. transcoding. These nodes should have special authorization to retrieve keys for all users. 

The tickets should by preference be generic and their transport should not rely on the type of media they help protect. Thus a signalling plane solution for ticket transport seems to yield the simplest and most general systems solution. 

The detailed design of ticket format and the specification of the interface between the terminal and the KMS are ffs; still, possible approaches are described and discussed in the following. It should be noted that there are different options in the ticket design and that depending on selected features they may influence the statefulness of the KMS.
6.1.3
Solution description 

A precondition for a key management scheme as discussed above is that the users can establish secure connections with the key management server and that mutual authentication is provided. In an IMS environment it is natural to base the establishment of such a trusted and protected connection between the user and the KMS on GBA. In Figure 3, a conceptual architecture for the discussed key management system is depicted.
Note that if GBA is unavailable, other types of credentials like username/password, client certificates, onetime passwords  server certificates can be used for establishing mutual authentication between the user and the KMS. Such credentials may, but doesn't have to, be related to the user's credential used for IMS access.
NOTE: 3GPP should only specify very limited number of solutions.

Also note that the KMS does not have to be operated by the IMS operator. It could be run by an enterprise or organization, which wants to have control of the key management for its media security. This is possible as the design of the KMS user SA establishment can, as described above, be based on any type of credentials that the KMS operator find secure enough.
. 
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Figure 3: Architecture for key management system

The key management when user A wants to establish a secure media session with user B follows the following steps:

1. UE belonging to user A bootstraps with the BSF to be able to establish a secure connection with the KMS which acts as a NAF. This allows the BSF to authenticate the user and the user to indirectly authenticate the KMS.

If GBA cannot be used, the UE connects and authenticates to the KMS and establishes a shared key. The exact procedure for this is ffs but it is a straightforward exercise.
2. The UE engages in a MIKEY exchange with the KMS and requests a key and a ticket to include in an INVITE to user B. This exchange would likely use the yet-to-be-defined PSK-R mode of MIKEY to allow the KMS to generate the media master protection key. The ticket is confidentiality protected and includes the media master key and other information needed like receiver’s identity. In most cases the user identity should be an IMPU but for group key management a group identity or a list of users could be included.

Editor’s Note: This solution may require extensions to MIKEY in the form of IETF RFC. A MIKEY PSK-R mode would be similar to the MIKEY RSA-R mode already defined but be based on pre-shared keys.

3. The KMS generates the media master key and the ticket and sends them to the UE of user A.

4. The UE of user A includes the ticket in the INVITE and sends it to the UE of user B. 

5. The IMS core detects the INVITE and handles the ticket in such a way that a network function, if authorized, can get access to the master media key. To get the key, the network function sends the ticket to the KMS with a request to receive the plaintext key.
6. The UE of user B receives the INVITE including the ticket. 

7. The UE of user B connects to the KMS using GBA based MIKEY. The KMS gets an authenticated user identity this way.

The comment in step 1 applies here as well.
8. The UE of user B sends the ticket to the KMS and requests the master media key contained in the ticket.

9. The KMS retrieves the master media key and other information from the ticket and checks that user B is an authorized receiver of the master media key.

10. The KMS sends the master media key and the other needed information to the UE of user B.

11. 
12. The UE of user B accepts the invitation and use of media security.

If user B is unregistered and INVITEs are retargeted to a media mailbox, the key in the associated ticket would still be valid and the ticket should be stored together with the encrypted media in the mailbox. When user B later wants to retrieve the media from the mail box, the ticket is first sent to the UE of user B, which then performs, in principle, steps 8 to 12 as described above, before the media is received.

Editor's Note: The following observations are made regarding the solution:
 

-
The signalling for the key management is in general a SIP signalling issue and should be developed in cooperation with the IETF.

-
The applications/enablers relying on the key management system are in many cases OMA specified. The key management functionality should thus be developed by or in cooperation with OMA.

***   End of changes   ***
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