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Abstract of the contribution:

This contribution resolves some Editor’s note and NOTE in the current TR, some editorial corrections also are made.
1. Introduction
In this document, some Editor’s notes and NOTEs in the current TR were removed or revised in the current TR. Additionally, some editorial corrections are made.

2. Resolution of Editor’s notes and NOTEs
The details of the resolution for Editor’s notes and NOTEs are shown as following:

1) In Section 4, page 8: 
Editor’s Note: “This chapter describes the security architecture of 3GPP network with H(e)NB.”
Proposal: remove 

Reason:  the security architecture has been explicitly addressed in sections of this document. 
2) In Section 4, page 8:

Editor’s Note: “LS from RAN3 (S3-080147) should be taken into account.”
Proposal: remove
Reason:  the security architecture in this section has considered this LS.
3) In Section 4.2, page 9:
Editor’s Note: “This section describes the security architecture of UMTS network with HNB.”
Proposal: remove
Reason:  the UMTS HNB security architecture is described in this section.
4) In Section 4.2, page 9:
Editor’s Note: “There are two cases for HNB. One is that ciphering  is terminated in HNB; another is that ciphering  is not terminated in HNB. The security implications of collapsing certain Core networks related functionality (e.g. SGSN or GGSN) )in the HNB should be studied”
Proposal: remove
Reason:  only the case “ciphering is terminated in HNB” exists and the core networks related function also will not be collapsed.
5) In Section 4.2, page 9:
Editor’s Note: “There may be a Home Gateway in the architecture at the customer premise (cfr LS from RAN3, S3-080147).”
Proposal: revised to NOTE “There may be a Home Gateway in the architecture at the customer premise. If such a Home Gateway is a physically and logically separate entity than the HNB, such a Home Gateway should not be present in the architecture since the security of the HNB should not rely on the security of the Home Gateway. However, if such a Home Gateway is physically or logically integrated with a HNB, it should be studied if security aspects (e.g. device security) of the Home Gateway may impact that of the HNB. ”
Reason:  the security of the HNB should not be dependent on the security of the Home Gateway if the two are physically and logically separate entities. However, if they are not (i.e., integrated either logically or physically), then the impact of the security aspect of Home Gateway to the security aspects of the HNB need to be studied. 
6) In Section 4.2, page 9:
Editor’s Note: “It is FFS where Firewall could be placed in architecture and who controls these entities.”
Proposal: remove
Reason:  the firewall has been explicitly addressed in the respective sections of this document, e.g. threat 14 in section 5.1, security requirement 11 and 13 in section 6.
7) In Section 4.3, page 10:

Editor’s Note: “This section describes the security architecture of EPS network with HeNB.”
Proposal: remove
Reason:  the LTE HeNB security architecture is described in this section.
8) In Section 4.3, page 10:

Editor’s Note: “There may be a Home Gateway in the architecture at the customer premise (cfr LS from RAN3, S3-080147).” 

Proposal: revised to NOTE “There may be a Home Gateway in the architecture at the customer premise. If such a Home Gateway is a physically and logically separate entity than the HeNB, such a Home Gateway should not be present in the architecture since the security of the HeNB should not rely on the security of the Home Gateway. However, if such a Home Gateway is physically or logically integrated with a HeNB, it should be studied if security aspects (e.g. device security) of the Home Gateway may impact that of the HeNB ”
Reason:  the security of the HeNB should not be dependent on the security of the Home Gateway if the two are physically and logically separate entities. However, if they are not (i.e., integrated either logically or physically), then the impact of the security aspect of Home Gateway to the security aspects of the HeNB need to be studied. 
9) In Section 4.3, page 10:

Editor’s Note: “It is FFS where Firewall could be placed in architecture and who controls these entities.”
Proposal: remove
Reason:  the firewall has been explicitly addressed in the respective sections of this document, e.g. threat 14 in section 5.1, security requirement 11 and 13 in section 6.
10) In Section5, page12:

Editor’s Note: “This chapter analyses the threats caused by introducing H(e)NB to 3GPP network. Possible solutions to these threats are listed in chapter 7.”
Proposal: remove
Reason: the threats and the possible solutions have been explicitly addressed in the respective sections of this document
11) In Section5.1, page12:
Editor’s Note: “Threats which are in common to H(e)NB are clearly indicated in this chapter.”
Proposal: remove
Reason: the common threats of H(e)NB have been explicitly addressed in section 5.1.
12) In Section5.1, page15:
Editor’s Note: “It may be possible that introducing device authentication or binding removable token to certain H(e)NB can also mitigate the risk, which may need a combination of a removable token and an onboard token.”
Proposal: revised to the text as a mitigation for this threat
Reason: This Editor’s Note describes the mitigation for the threat.
13) In Section5.1, page16:
Editor’s Note: “In case of UICC, mutual authentication between H(e)NB and Security Gateway is ffs.”
Proposal: remove

Reason: this authentication method has been explicitly addressed in the respective sections of this document.
14) In Section5.1, page17 and page20:
Editor’s Note: “Whether there are requirement for H(e)NB to work in the open mode shall be verified”
Proposal: revised to “SA1 has agreed the requirements of the H(e)NB can work in open access mode, closed access mode and hybrid access mode.”
Reason:  SA1 has agreed the requirements of the H(e)NB can work in open access mode, closed access mode and hybrid access mode in TS 22.220.
15) In Section5.1, page22:
Editor’s Note: “The users privacy solutions should not interfere with the identity confidentiality mechanisms provided by the core network.”
Proposal: remove
Reason: the description of this Editor’s Note has been explicitly addressed in requirement 30 of section 6.
16) In Section5.1, page27:
Editor’s Note: “The above table contains a preliminary threat matrix.”
Proposal: revised to the text “The above table contains a preliminary threat matrix”
Reason: The table contains a preliminary threat matrix and there is no need to explain through the Editor’s Note.
17) In Section 6, page27:
Editor’s Note: “This chapter shall address the security requirement to H(e)NB.”
Proposal: remove
Reason: this chapter has been addressed the security requirement of H(e)NB.
18) In Section 6, page27:

Editor’s Note: “SA3#51: Some requirements/threats might needs to be merged”
Proposal: remove
Reason: some requirements/threats have been merged in the past several meetings.
19) In Section 6, page28:

Editor’s Note: “It is ffs whether user plane traffic to be integrity protected.”
Proposal: remove
Reason: user plane traffic has been integrity protected for S1 and X2 interface.
20) In Section 6, page28:

Editor’s Note: “Requirements of security domain to be defied later in this TR.”
Proposal: remove
Reason: the TRE and HPM have been defined to address security domain in this document.
21) In Section 6, page28:

Editor’s Note: “It is ffs how user gets notified of camping on closed or open type H(e)NB.”
Proposal: remove
Reason: the description in this Editor’s Note is the security mechanism and not the security requirement.
22) In Section 6, page28:

Editor’s Note: “The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011 i.e. a check against the different H(e)NB identifiers should be made”
Proposal: remove
Reason: SA1 has identified the requirement of “HNB/HeNB shall have a unique equipment identity” in Section 5.1 of TS 22.220. 
23) In Section 6, page28:

Editor’s Note: “The above requirement might be of SA1 relevance and should be reviewed by SA1”
Proposal: remove
Reason: SA1 has identified the requirement of “Subject to network operator and HNB/HeNB owner agreement, the network operator shall be able to configure the HNB/HeNB with open access mode or closed access mode. It shall also be possible to configure the HNB/HeNB to provide a combination of both open and closed access mode at the same time, a hybrid access mode.” in Section 5.3.1 of TS 22.220.
24) In Section 6, page32:

Editor’s Note: “This may not be a full mitigation depending on the interpretation of the requirement.”
Proposal: remove and the description of “The authentication credential in the H(e)NB is unique, TRE can ensure the credential can’t be cloned” is added.
Reason: Since the authentication credential in the H(e)NB is unique, TRE and TPM can ensure the credential can’t be cloned. So this Editor’s Note is removed and the additional description of authentication credential is added.
25) In Section 7.3, page37:
Editor’s Note: “The table of “Comparison of H(e)NB authentication Methods” should be added to this section.”
Proposal: removed and the description of “The detailed comparison of H(e)NB authentication methods can refer S3-080623, S3-080707, S3-080782 and S3-080949,” and a NOTE of “The referred Tdoc are only for information and not be agreed in SA3.” are added here. 
Reason: some Tdocs about H(e)NB authentication Methods comparison are added here for information.
26) In Section 7.6.1.2.1, page 43:
NOTE: “Depending on operator needs, existing HLR/HSS element and interfaces may be used for this purpose.  Allocation of IMSI ranges and possible restrictions for these IMSIs in HLR attributes should be considered.”
Proposal: revised to “The allocation of IMSI ranges and possible restrictions for these IMSIs in HLR attributes are out of scope of this technical report.”
Reason: It is out of scope of this technical report for the allocation of IMSI ranges and possible restrictions for these IMSIs in HLR attributes
27) In Section 7.6.3.2.1, page 49:

Editor’s Note: “EAP support in HPM is ffs.” 
Proposal: revised to “NOTE: EAP support in HPM is optional.” and a NOTE: “If HPM do not support EAP then the H(e)NB will run EAP authentication method as the above step 12, the messages between H(e)NB and HPM in step 12 and 14 will not exit.” is added below step 14
Reason: Both H(e)NB and HPM all can support EAP, so the call-flow which show an EAP-AKA auth exchange between the H(e)NB and the AAA server should also be described.
3. Editorial corrections
In addition, some editorial corrections are made in this p-CR and parts of them are shown below:
1) In Table 1 “Threats/Asset Correspondence”, some threats to the H(e)NB, the user and the Operator are not consist with the description in the corresponding threats. The inconsistent are corrected..
2) In Table 3 “Requirements and countermeasures mapping”, the sections of security mechanisms which corresponding to some requirement in the column “the section be referred” are added. 
3) In figure 5 “EAP-AKA-based authentication”, message 4 “Access-Request (EAP-Response/Identity(NAI))” is revised to “Access-Request (Identity(NAI))” and HSS is added to the figure.

4) In figure 7 “Combined certificate and EAP-AKA-based authentication”, message 8 “Access-Request (EAP-Response/Identity(NAI))” is revised to “Access-Request (Identity(NAI))”.
4. Proposal

It is proposed to include the revision in above section 2 and section 3 in the current TR.
5. pCR

The following pCR is against 3GPP TR 33.820 V1.2.0 (2008-11).
*********************************BEGIN OF CHANGES*************************************
4
System architecture


Editor’s Note: Several 3GPP working groups are conducting work on the system architecture. Related work on other working groups should be taken into account.


4.1
General

On the architecture we assume that 

a) A kind of access concentrator function (e.g. Gateway) maybe the first contact in the core network (i.e. within a secured domain) for the H(e)NB.

b) Home access point (like H(e)NB are normally connected to the Internet via some access device (e.g. ADSL, cable modem). In these cases, such access device could be integrated with the H(e)NB, or be in a separate box.
c) A software distribution centre or O&M centre is supposed to be located in a secured domain.

H(e)NB terminology:

Regarding the UP encryption, three cases have to be differentiated:

a) HNB: UMTS case where UP encryption does not terminate in HNB

b) HNB: UMTS case where UP encryption terminates inside HNB

c) HeNB: LTE case

Where applicable the difference in consequences will be described.
Authentication scheme and terminology
Different solutions are possible for authentication of H(e)NB towards the core network. We distinguish these solutions by

a) the device authentication scheme

b) type of secure credential storage.

This results in considering following cases:

Table 1: Different authentication token variants
	
secure credential storage
	device authentication scheme

	
	shared key
	Certificates

	Irremovable
	Case 1
	Case 2

	Removable
	Case 3
	Case 4


NOTE 1: This does not exclude combinations of the above solutions: Example, a removable token combined with an onboard certificate.

NOTE 2: The threats section uses the term 'authentication token' to denote the collection of the above cases. Where needed a certain property of the authentication token (e.g. row, column above) may be under attack in the threat analysis.

4.2
System architecture of HNB
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Figure 1: System Architecture of HNB

Description of proposed system architecture:

· Air interface between UE and HNB should be backwards compatible air interface in UTRAN;

· HNB access operator’s core network via a Security Gateway. The backhaul between HNB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with HNB. Mutual authentication may need support of authentication server or PKI.

· Security tunnel is established between HNB and Security Gateway to protect information transmitted in backhaul link.

· Secure communication is required to Operation, Administration and Maintenance (OAM). This becomes even more important if OAM is placed outside the operator’s network.

NOTE: There may be a Home Gateway in the architecture at the customer premise. If such a Home Gateway is a physically and logically separate entity than the HNB, such a Home Gateway should not be present in the architecture since the security of the HNB should not rely on the security of the Home Gateway. However, if such a Home Gateway is physically or logically integrated with a HNB, it should be studied if security aspects (e.g. device security) of the Home Gateway may impact that of the HNB.

4.3
System architecture of HeNB
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Figure 2: System Architecture of HeNB

Description of proposed system architecture:

· Air interface between UE and HeNB should be backwards compatible with air interface in E-UTRAN;

· HeNB access operator’s core network via a Security Gateway. The backhaul between HeNB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with HeNB. Mutual authentication may need support of authentication server or PKI.

· Security tunnel is established between HeNB and Security Gateway to protect information transmitted in backhaul link.

· Secure communication is required to Operation, Administration and Maintenance (OAM). This becomes even more important if OAM is placed outside the operator’s network.

Editor’s Note: The security implications of collapsing certain Core networks related functionality (e.g. Serving GW) )in the HeNB should be studied  
NOTE: There may be a Home Gateway in the architecture at the customer premise. If such a Home Gateway is a physically and logically separate entity than the HeNB, such a Home Gateway should not be present in the architecture since the security of the HeNB should not rely on the security of the Home Gateway. However, if such a Home Gateway is physically or logically integrated with a HeNB, it should be studied if security aspects (e.g. device security) of the Home Gateway may impact that of the HeNB

4.4
Overview of Security Architecture
Figure 3 gives an overview of the complete security architecture of H(e)NB.

**********SKIPPED**********
5
Threats analysis


NOTE 1:
A reference to certain implementation platform mentioned in this TR is for illustrative purposes only. Such examples are by no means exhaustive and are not to be construed as threat-mitigating solutions. 

Editor’s Note: It has to be checked whether there is any bias in the threat formulation with respect to the implementation in the future (cfr. mentioned examples).
**********SKIPPED**********
3) Inserting a valid authentication token into a manipulated H(e)NB.

Prerequisites: H(e)NB authenticates to the network with a removable token (e.g. a UICC) or an embedded UICC or TPM that can be physically removed (i.e. case 3 and 4). 

Description: User inserts/installs valid authentication token into a fake H(e)NB.

Impact: A device (manipulated H(e)NB) with some other functionality (re-flashed H(e)NB, or an H(e)eNB from another, incompatible manufacturer), can identify itself to the operator using a valid credential, and proceed with any kind of security violation. The consequences on the unknowing user are due to manipulations of the H(e)NB.

Threats to assets: 

1) Threats to H(e)NB: Introduce malicious configuration changes

2) Threats to user: eavesdropping, impersonation of legitimate user due to H(e)NB manipulation.

3) Threats to operator: Attacks to the infrastructure (radio, core), misuse of user channels, changed signalling. 

Mitigation: A non-removable authentication token is helpful to mitigate the risk. Also new users could be required to explicitly confirm their acceptance before being joined to an H(e)NB. This way an H(e)NB owner could only perform eavesdropping/masquerade attacks against those who join the H(e)NB. This approach relies on additional access control being enforced in core network, not just only at the H(e)NB.
It is possible that introducing device authentication or binding removable token to certain H(e)NB can also mitigate the risk, which may need a combination of a removable token and an onboard token.
4) User cloning the H(e)NB authentication Token. 

Prerequisites: The token used to authenticate H(e)NB can be cloned and is inserted in a genuine H(e)NB.

Description: Attacker clones authentication credentials of legitimate H(e)NB and installs credentials into another H(e)NB. The cloned H(e)NB is activated near the legitimate H(e)NB. The difference to Threat 3 is that the attack is mounted using an unmodified, legal H(e)NB.

Impact: very harmful. 

Threats to assets: 

1) Threats to H(e)NB:  --

2) Threats to user: Ability to eavesdrop/spoof GSM/3G/LTE calls would have serious and wide-ranging impacts. If the H(e)NB works in an open mode and UP ciphering terminates inside H(e)NB, the impact of the attack is worse since the attacker could eavesdrop or spoof any mobile terminal, not just those authorized to use the cloned H(e)NB.
3) Threats to operator: Issues appear in case a bill would be related to the H(e)NB owner based on H(e)NB identity. H(e)NB owner may be billed for attacker’s calls which is routed by cloned H(e)NB.
Mitigation: the authentication credentials of the H(e)NB should be difficult to clone. Also new users could be required to explicitly confirm their acceptance before being joined to an H(e)NB. This way an H(e)NB owner can only perform eavesdropping/masquerade attacks against those who join the H(e)NB. This approach relies on additional access control being enforced in core network, not just at the H(e)NB. Multiple instances of the same H(e)NB should not be allowed simultaneous access to the core network. Some forms of location locking (e.g. to DSL line) may also help to mitigate this threat.

5) Man-in-the-middle attacks on H(e)NB first network access

Prerequisites: H(e)NB does not have unique authentication credentials, pre-installed at the factory or inserted into the H(e)NB.

Description: H(e)NB makes a first contact to the operator’s network. During this contact, operator’s endpoint cannot reliably identify the peer. An attacker on the internet can intercept all traffic from H(e)NB and later get access to all private information, impersonate the H(e)NB and so on. If the authentication data is not unique to the H(e)NB, a replay attack can be possible.

Probability: Possible.

Impact: Very Harmful.

Threats to assets: 

1) Threats to H(e)NB:  --

2) Threats to user: Such attack allows for eavesdropping of all the data, passing between the H(e)NB and the network, and also for sending any data on behalf of any party.

3) Threats to operator: If the attacker get in the possession of non-unique initial contact credentials then an attacker may try to obtains network access for whatever H(e)NBs..

Mitigation: H(e)NB shall have authentication credentials already during the very first contact with the network. These credentials shall be recognized at the operator’s side. Un-authenticated traffic should not be accepted even at the “first-contact” phase. Either USIM on a UICC, or vendor certificates could be used for this. The logistical consequences could be different. UICC could be inserted in the H(e)NB by the point of sales or customer. Vendor certificate has to be inserted in the H(e)NB at stage of manufacture. 

For certificate based solution, mutual authentication is performed between first contact node (i.e. Security GW) and H(e)NB. 

For UICC-based solutions, mutual authentication is between HSS and UICC. Certificate of first contact node (i.e. security GW) may be used to authenticate itself toward H(e)NB if necessary.


6) Booting H(e)NB with fraudulent software (“re-flashing”)

Description: Boot software at the H(e)NB is modified by the attacker.

**********SKIPPED**********
9) Eavesdropping of the other user’s UTRAN or E-UTRAN user data

Prerequisites: H(e)NB leaves user traffic unprotected in some part of the H(e)NB; this refers in particular to the HeNB and HomeNB where UP ciphering terminates inside HNB. 

Description: an attacker purchases H(e)NB, installs it, and configures to the open access mode. Data, which is neither available unprotected on air-interface, nor with IP-interface security, is read (for example, by inserting a card in the bus of the H(e)NB, where that data flows). Victim is using normal air interface, but camps to this H(e)NB without knowledge. All data, flowing between the victim and the network, could be read.

Probability: Possible. First, reading data from wires (e.g. memory bus) is still difficult. Second, manufacturers are strongly recommended (or even requested) to run the processing inside one chip. If a manufacturer cannot provide this, then at least some obfuscation or encryption with a secret key would be applied to the open data. 

Impact: (very) harmful, dependent on sensitivity and value of communicated data.

Threats to assets:

1) Threats to H(e)NB: The threats of physical tampering are described in Threat 8.

2) Threats to users of H(e)NB: Privacy of users can be seriously harmed without them ever knowing about it. Such H(e)NB can be used as a “general air interface sniffing device”, unless users, concerned about their privacy and suspecting that they are eavesdropped, choose to select network manually on their devices. If the H(e)NB works in an open mode, the impact of the attack is worse since the attacker could eavesdrop any mobile terminal, not just those authorized to use the H(e)NB.

3) Threats to operator: --.

Mitigation: Unprotected user data should never leave a secure domain inside H(e)NB. The user could be notified when the UE camps on a closed or open type H(e)NB.  User could be notified (or give his/her explicit acceptance) when he/she is added to the access list of a closed type H(e)NB.
NOTE 1:  The H(e)NB can work in open access mode, closed access mode and hybrid access mode.
NOTE 2: The threat not only applies to open mode, but to closed mode as well. See following scenario: Suppose members of the same family, who once added their numbers to the access list. Later, Marc installs a sniffing device, and records everything what Bernhard is talking with his friends. This is not acceptable. And explicit adding does not help: Bernhard still expects that his calls are private.

10) Masquerade as other users

Prerequisites: H(e)NB leaves user traffic unprotected in some part of the H(e)NB;  this refers in particular to the HeNB and HNB where UP ciphering terminates inside HNB.

Description: an attacker purchases H(e)NB, installs it, and configures it to the open access mode. Victim is using normal air interface network, but camps to this H(e)NB without knowledge. All data, flowing between the victim and the network, could be read. The difference with Threat 9 is that that in 9 the 'attacker' only listens, while in threat 10 attacker also injects spoofed traffic.

Threats to assets:

1) Threats to H(e)NB: The threats of physical tampering are described in Threat 8.

2) Threats to user: Attacker can eavesdrop the victim’s data or spoof calls from H(e)NB towards core network masquerading as victim without his/her knowledge. In LTE spoofing calls might be difficult due to NAS security between UE and MME, but spoofed calls would be possible in 3G if encryption function has been collapsed into HBTS/HNB. Even if spoofed connection set ups are not possible in LTE, then packet injection type attacks would still be possible even with NAS security in place.

3) Threats to operator: --.

Probability: Possible, but probably more difficult than eavesdropping threat. 

Impact: (very) harmful. Ability to spoof 3G/LTE calls would have serious and wide-ranging impacts. If the H(e)NB works in an open mode, the impact of the attack is worse since the attacker could eavesdrop any mobile terminal, not just those authorized to use the H(e)NB.

Mitigation: Unprotected user data should never leave a secure domain inside H(e)NB. The user could be notified when the UE camps on a closed or open type H(e)NB.  User could be notified (or give his/her explicit acceptance) when he/she is added to the access list of a closed H(e)NB.
NOTE: The H(e)NB can work in open access mode, closed access mode and hybrid access mode..

11) Changing of the H(e)NB location without reporting

Description: Customers may relocate the H(e)NB and make the provisioned location information invalid.
**********SKIPPED**********
18) User’s network ID revealed to H (e)NB owner

Prerequisites: The owner of a H(e)NB is able to add / delete users to / from the to the H(e)NB related Closed Subscriber Group (CSG).

Description: IMSI may be revealed to the owner of the H(e)NB during CSG management.

Probability: High

Impact: Breaking users privacy

Threats to assets:

1) H(e)NB: none

2) Users: Privacy issue

3) Operator network: none (tracking of subscribers may be possible)

Mitigation: A link between IMSI and owner given user ID is stored in the network or secure stored in H(e)NB.


19) Mis-configuration of H(e)NB

Prerequisites: The attacker has access to the H(e)NB configuration. Access can be both wired or wireless.
**********SKIPPED**********
Table 1 maps threats to assets.

	Threat/Asset correspondence
	H(e)NB
	User
	Operator

	Threat-1
	X
	X
	X

	Threat-2
	X
	X
	X

	Threat-3
	X
	X
	X

	Threat-4
	--
	X
	X

	Threat-5
	--
	X
	X

	Threat-6
	X
	X
	X

	Threat-7
	X
	X
	X

	Threat-8
	X
	X
	X

	Threat-9
	X
	X
	--

	Threat-10
	X
	X
	--

	Threat-11
	--
	X
	X

	Threat-12
	X
	X
	X

	Threat-13
	X
	X
	X

	Threat-14
	--
	X
	--

	Threat-15
	--
	X
	--

	Threat-16
	--
	X
	X

	Threat-17
	X
	X
	X

	Threat-18
	--
	X
	--

	Threat-19
	X
	X
	X

	Threat-20
	X
	X
	X

	Threat-21
	X
	X
	X

	Threat-22
	--
	X
	X

	Threat-23
	--
	X
	X

	Threat-24
	X
	X
	X

	Threat-25
	X
	X
	X

	Threat-26
	X
	X
	X

	Threat-27
	X
	X
	X


Table 1: Threats/Asset Correspondence

Table 2 normalizes threats in matrix format.


	Threat
	Threat Likelihood probability
	Impact
	Risk-Level
	Comments

	1
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	2
	Unlikely-Very Likely (0.1 – 1.0)
	Medium (0.25)
	0.025 – 0.25; Low-Medium
	

	3
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	4
	Possible (0.25)
	High (0.5)
	0.125; Medium
	

	5
	Possible (0.25)
	High (0.5)
	0.125; Medium
	

	6
	Very Likely (1.0)
	Very High (1.0)
	1.0; High
	High

	7
	Possible (0.25)
	Very High (1.0)
	0.25; Medium
	Medium

	8
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	9
	Possible (0.25)
	Medium-High (0.25-0.5)
	0.0625-0.125; Low-Medium
	

	10
	Possible (0.25)
	Medium-High (0.25-0.5)
	0.0625-0.125; Low-Medium
	

	11
	Very Likely (1.0)
	Medium (0.25)
	0.25; Medium
	Medium

	12
	Unlikely (0.1)
	High (1.0)
	0.1; Low
	

	13
	Unlikely(0.1)
	High (1.0)
	0.1; Low
	

	14
	Possible (0.25)
	Low (0.1)
	0.025; Low
	

	15
	Possible (0.25)
	Low (0.1)
	0.025; Low
	

	16
	Possible (0.25)
	Low-Very High (0.1-1.0)
	0.025-0.25; Low-Medium
	

	17
	Possible (0.25)
	Very High (1.0)
	0.25; Medium
	Medium

	18
	Likely (0.5)
	Medium (0.25)
	0.125; Medium
	

	19
	Possible (0.25)
	Low-Medium (0.1-0.25)
	0.025-0.0625; Low
	

	20
	Possible (0.25)
	Low-Medium (0.1-0.25)
	0.025-0.0625; Low
	

	21
	Possible (0.25)
	Low-Medium (0.1-0.25)
	0.025-0.0625; Low
	

	22
	Possible (0.25)
	High (0.5)
	0.125; Medium
	

	23
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	24
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	25
	Unlikely (0.1)
	Medium (0.25)
	0.025; Low
	

	26
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	27
	Likely (0.5)
	High (0.5)
	0.25; Medium
	


Table 2: Threat Matrix
The above table contains a preliminary threat matrix.
Further work is needed to validate the assignment of threat likelihood probabilities and impact levels to the threats. Even after this validation has been performed, the threat matrix provides indicative results only, and shall not be the only method used to prioritize the threats.
5.2
Specific HNB Threats

Editor’s Note: This section analyses the threats caused by introducing HNB to UMTS network. Possible solutions to these threats are listed in chapter 7.1.

5.3
Specific HeNB Threats

Editor’s Note: This section analyses the threats caused by introducing HeNB to EPS network. Possible solutions to these threats are listed in chapter 7.2.

6
Security Requirements



Based on this threat analysis, the security requirements for H(e)NB can be summarized as follows:

1) Only strong authentication algorithms shall be used for (Threats 1, 12).

2) Link protection mechanism between the Security Gateway and the H(e)NB shall be of adequate cryptographic strength. All traffic shall be integrity protected and should be confidentiality protected.  (Threat 1, 5).


3) H(e)NB authentication credentials shall be stored inside a secure domain i.e. from which outsider cannot retrieve or clone the credentials (Threats 2, 3, 4, 12).
4) 
5) The UE should indicate to the user when it camps on H(e)NB. User should be notified (or give his/her explicit acceptance) when he/she is added to the access list of a closed H(e)NB (Threats 3, 4, 9, 10).
6) 
7) H(e)NB and the Security Gateway shall mutually authenticate each other, including the first initial contact (Threat 1, 5, 12).

8) The booting process of the H(e)NB shall be additionally secured by cryptographic means (Threat 6).
9) Software updates and configuration changes for the H(e)NB shall be cryptographically signed (by operator or H(e)NB supplier) and verified configuration changes shall be authorized by H(e)NB operator or supplier (Threat 7).

10) Unprotected sensitive data should never leave a secure domain inside H(e)NB (Threats 8, 9, 10).

11) It shall be possible for the operator to lock the H(e)NB service to a specific geographical location. It shall be possible to disable the H(e)NB if it has been detected to be located at an unauthorized location. (Threat 4, 11)
Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011. 

.
12) UE's shall, unless performing an emergency call, be authenticated and authorized by the user home network before receiving service from the H(e)NB (Threat 5, 13). 
13) The security solution shall be compatible with common network address and port translation variations, as well as support firewall traversal (Threat 14). 
14) Unauthorized traffic shall be filtered out on the links between the Security Gateway and the H(e)NB (Threats 15, 16).
15) H(e)NB should be run with minimised network services (disabled or firewalled), and test regular for a securely verifiable system state (Threat 17)

16) Access to H(e)NB remote management interface by the operator, shall require authentication and authorization and shall not allow modification to user controlled information unless the user gives their permission (Threat 19). 

17) ACL (Access Control lists) should be created and modified by authorized party only (Threat 20).

18) The operator shall have means to control the CSG configuration (Threat 22).

19) It shall not be possible to override the operator’s policy at a H(e)NB (Threat 23)

20) It shall not be possible to manipulate location information of a H(e)NB (Threat 24).

21) The authentication credential(s) of each H(e)NB shall be unique (Threat 5).


22) A mechanism shall be provided to restrict the number of simultaneous connections between a specific H(e)NB identity and the H(e)NB home Network. (Threat 4)

23) Only authorized end-users shall be able to request modifications to membership of the Closed Subscriber Group. Operator checks those requests and implements changes if accepted.  Only the H(e)NB operator shall be able to enable “open mode” (if supported). (Threat 3, 4, 9, 10)


24) Enforcement of H(e)NB access to Closed Subscriber Group members shall not rely solely on access control methods implemented within the H(e)NB itself.  Instead the core network shall be able to check that only mobile users in the relevant Closed Subscriber Group can access services via a specific H(e)NB. (Threat 12)

25) Access to H(e)NB local management interface by the H(e)NB owner if allowed by the operator, shall require authentication and authorization and shall not allow modification to operator controlled information, e.g. H(e)NB licensed radio interface parameters. If the operator allows local management access by the H(e)NB owner, The H(e)NB owner shall be able to select the authorization password. (Threat 6, 7, 21) 

Editors Note: The above requirement might be of SA1 relevance and should be reviewed by SA1: TS 22.011. The study/need of audit logs may influence this requirement.

26) H(e)NB enclosure should provide indication of physical tampering (e.g. visual or audible). (Threat 8)

27) IMSI of users connected to H(e)NB connected users must not be revealed to the Hosting party of the H(e)NB (Threat 18)

28) a. Communication between time server and H(e)NB should be provided adequate protection. (Threat 25)
b. The TrE should be able to verify both freshness and integrity of time information from the network. (Threat 25)

Editors Note: Addition of requirement 26b is FFS. This requirement needs to be revisited once the TrE definition is agreed. 
29) The implementation of a H(e)NB must be robust against Environmental attacks (Threat 26)

30) Confidentiality and integrity protection shall be provided to OAM traffic between H(e)NB and the OAM Server in the operator network. (Threat 27)
31) OAM server and/or operator network should be able to assess the trustworthiness of the H(e)NB’s state and its capabilities for secure communication with OAM. (Threat 27)
32) IMSI request over the air in clear (without encryption) should only be performed when no other means are available to fetch UE identity. (Threat 18)
Based on these requirements, the countermeasures can fulfil the requirements can be summarized as follows:
1) Mutual authentication and Security tunnel establishment mechanisms

2) TrE of H(e)NB 

3) Access Control mechanisms

4) Location Locking mechanisms

5) Clock Synchronization Security mechanisms

6) Security mechanisms for OAM

7) Protections mechanisms for Environmental Security of H(e)NB

8) User authentication mechanism

9) HPM authentication (If used)

Table 3 shows matrix of requirements and countermeasures mapping. 
	Security requirement
	Countermeasures
	How to fUlfIlL
	the section be referred

	1. Only strong authentication algorithms shall be used.
	Countermeasure 1
	Certificate-based authentication and EAP-AKA-based authentication can provide this.


	7.5 Authentication Implementation Options

If the description in the TR is not enough, some text should be added to this section.

	2. Link protection mechanism between the Security Gateway and the H(e)NB shall be of adequate cryptographic strength. All traffic shall be integrity protected and should be confidentiality protected.
	Countermeasure 1
	The IPsec tunnel between the SeGW and the H(e)NB provide this.
	7.6.2 Backhaul Traffic Protection for H(e)NB

	3. H(e)NB authentication credentials shall be stored inside a secure domain i.e. from which outsider cannot retrieve or clone the credentials.
	Countermeasure 2
	Both HPM and TrE are secure domain in H(e)NB. 
	7.2 Secure Storage and Execution

	4. The UE should indicate to the user when it camps on H(e)NB. User should be notified (or give his/her explicit acceptance) when he/she is added to the access list of a closed H(e)NB.
	Countermeasure 3
	This can be provided by the Access Control mechanisms.
	The countermeasure not described in the TR and should be included in an appropriate section o f chapter 7.

	5. H(e)NB and the Security Gateway shall mutually authenticate each other, including the first initial contact.
	Countermeasure 1
	Certificate-based authentication and EAP-AKA-based authentication provide this. 

For EAP-AKA, authentication is based on an appropriate AKA credential for H(e)NB and network certificate for the SeGW. For Certificate-based authentication, authentication is based on device certificate for H(e)NB and network certificate for the the SeGW.
	7.5 Authentication Implementation Options

	6. The booting process of the H(e)NB shall be additionally secured by cryptographic means.
	Countermeasure 2
	The boot software can be stored in a TrE in the H(e)NB. 
	7.2 Secure Storage and Execution

	7. Software updates and configuration changes for the H(e)NB shall be cryptographically signed (by operator or H(e)NB supplier) and verified configuration changes shall be authorized by H(e)NB operator or supplier.
	Countermeasure 6
	All software updates and configuration changes should be cryptographically signed, and H(e)NB should have means to verify the signature.
	7.10 Security Mechanisms for OAM

	8. Unprotected sensitive data should never leave a secure domain inside H(e)NB.
	Countermeasure 2
	The sensitive data can be stored in a TrE in the H(e)NB.
	7.2 Secure Storage and Execution

	9. It shall be possible for the operator to lock the H(e)NB service to a specific geographical location. It shall be possible to disable the H(e)NB if it has been detected to be located at an unauthorized location.
	Countermeasure 4
	The operator can lock the H(e)NB service to a specific geographical location.
	7.7 Location Locking mechanisms

	10. UE's shall, unless performing an emergency call, be authenticated and authorized by the user home network before receiving service from the H(e)NB.
	Countermeasure 8
	UEs with valid subscriptions accessing the operator's network via H(e)NB are authenticated with their own credentials by the network (e.g. USIM contained in UE).
	7.9 Access Control Mechanisms for H(e)NB


	11. The security solution shall be compatible with common network address and port translation variations, as well as support firewall traversal.
	Countermeasure 1
	The IPsec tunnel between the SeGW and the H(e)NB is setup based on IKEv2 mechanisms which support network address and port translation.
	7.6.2 Backhaul Traffic Protection for H(e)NB

	12. Unauthorized traffic shall be filtered out on the links between the Security Gateway and the H(e)NB.
	Countermeasure 1
	The IPsec tunnel between the SeGW and the H(e)NB provide this.
Editor’s Note: This may not be a full mitigation depending on the interpretation of the requirement
	7.6.2 Backhaul Traffic Protection for H(e)NB

	13. H(e)NB should be run with minimised network services (disabled or firewalled), and test regular for a securely verifiable system state.
	Countermeasure 1
	H(e)NB can run minimized network services.
	It depends on the configuration of H(e)NB and out of scope of the TR.

	14. Access to H(e)NB remote management interface by the operator, shall require authentication and authorization and shall not allow modification to user controlled information unless the user gives their permission.
	Countermeasure 2
	The H(e)NB configuration information can be stored in a TrE in the H(e)NB, the TrE can provide the secure access to configuration of H(e)NB.
	7.2 Secure Storage and Execution

	15. ACL (Access Control lists) should be created and modified by authorized party only.
	Countermeasure 3
	This can be provided by the Access Control mechanisms.
	7.9.1 ACL for UE accessing to pre-R8 HNB

	16. The operator shall have means to control the CSG configuration.
	Countermeasure 3
	This can be provided by the Access Control mechanisms.
	7.9.2 CSG for H(e)NB

	17. It shall not be possible to override the operator’s policy at a H(e)NB.
	Countermeasure 2
	The implementation and deployment information can be stored in a TrE in the H(e)NB, the attacker can’t get the information.
	7.2 Secure Storage and Execution

	18. It shall not be possible to manipulate location information of a H(e)NB.
	Countermeasure 2
	The location information can be stored in a TrE in the H(e)NB.
	7.2 Secure Storage and Execution

	19. The authentication credential(s) of each H(e)NB shall be unique.
	Countermeasure 1
	Both AKA credentials and vendor certificates could be used for this and these credentials shall be recognized at the operator’s side. 
	7.5 Authentication Implementation Options

	20. A mechanism shall be provided to restrict the number of simultaneous connections between a specific H(e)NB identity and the H(e)NB home Network.
	Countermeasure 1
	A specific H(e)NB identity is bound to a specific device authentication credentials. Both certificate-based  device authentication and EAP-AKA-based authentication can 

authenticate the specific H(e)NB identity. 

The authentication credential in the H(e)NB is unique, TRE can ensure the credential can’t be cloned

	7.5 Authentication Implementation Options

	21. Only authorized end-users shall be able to request modifications to membership of the Closed Subscriber Group. Operator checks those requests and implements changes if accepted.  Only the H(e)NB operator shall be able to enable “open mode” (if supported).
	Countermeasure 3
	This can be provided by the Access Control mechanisms.
	7.9.2 CSG for H(e)NB

	22. Enforcement of H(e)NB access to Closed Subscriber Group members shall not rely solely on access control methods implemented within the H(e)NB itself.  Instead the core network shall be able to check that only mobile users in the relevant Closed Subscriber Group can access services via a specific H(e)NB.
	Countermeasure 3
	This can be provided by the Access Control mechanisms.
	7.9.2 CSG for H(e)NB

	23. Access to H(e)NB local management interface by the H(e)NB owner if allowed by the operator, shall require authentication and authorization and shall not allow modification to operator controlled information, e.g. H(e)NB licensed radio interface parameters. If the operator allows local management access by the H(e)NB owner, The H(e)NB owner shall be able to select the authorization password.
	Countermeasure 2
	The radio resource related parameters can be stored in a TrE in the H(e)NB..


	7.2 Secure Storage and Execution

	24. H(e)NB enclosure should provide indication of physical tampering (e.g. visual or audible).
	Out of scope
	It depends on the manufacture of H(e)NB, H(e)NB can provide indication of physical tampering. 
	It depends on the manufacture of H(e)NB and out of scope of the TR.

	25. IMSI of users connected to H(e)NB connected users must not be revealed to the Hosting party of the H(e)NB.
	Countermeasure 2
	The IMSI of users can be stored in a TrE in the H(e)NB.
	7.2 Secure Storage and Execution

	26. a. Communication between time server and H(e)NB should be provided adequate protection.

b. The TrE should be able to verify both freshness and integrity of time information from the network.
	Countermeasure 5
	Clock synchronization messages can be protected by IPsec tunnel between the SeGW and the H(e)NB. 

The built-in security protocols of the Clock Synchronization Protocols also can be used to protect the communication between time server and H(e)NB.
	7.11 Clock Synchronization Security Mechanisms for H(e)NB

	27. The implementation of a H(e)NB must be robust against Environmental attacks.
	Countermeasure 7
	It depends on the manufacture of H(e)NB, e.g. the protections mechanisms to monitor power supply and temperature can be provided to H(e)NB when H(e)NB is manufactured.
	It depends on the manufacture of H(e)NB and out of scope of the TR.

	28. Confidentiality and integrity protection shall be provided to OAM traffic between H(e)NB and the OAM Server in the operator network.
	Countermeasure 6
	OAM traffic can be protected by IPsec tunnel between the SeGW and the H(e)NB or TLS between OAM Server and H(e)NB.
	7.10 Security Mechanisms for OAM

	29. OAM server and/or operator network should be able to assess the trustworthiness of the H(e)NB’s state and its capabilities for secure communication with OAM.
	Countermeasure 6
	OAM traffic can be protected by IPsec tunnel between the SeGW and the H(e)NB or TLS between OAM Server and H(e)NB.
	7.10 Security Mechanisms for OAM.

	30. IMSI request over the air in clear (without encryption) should only be performed when no other means are available to fetch UE identity.
	Countermeasure 3
	This requirement may happen when the pre-rel-8 UEs access to a H(e)NB.
	7.9.1 ACL for UE accessing to pre-R8 HNB


Table 3: Requirements and countermeasures mapping

**********SKIPPED**********
7.3
Comparison of H(e)NB Authentication Methods
The detailed comparison of H(e)NB authentication methods can refer S3-080623, S3-080707, S3-080782 and S3-080949.


NOTE: The referred Tdoc are only for information and not be agreed in SA3.
7.4
Authentication Method Selection
7.4.1
Authentication Methods

It is agreed that in H(e)NB we will have mandatory device authentication and optional hosting party authentication. Authentication can either be done by certificates based solution or EAP-AKA. This brings a few combinations of authentication methods:

**********SKIPPED**********
7.6.1.2
EAP-AKA-based Client Authentication

7.6.1.2.1
General

This solution may be used for device authentication (step a1 according to section 7.1) or for hosting party authentication (step b1 according to section 7.1).

The H(e)NB is provided with an appropriate AKA credential enabling to use EAP-AKA, e.g. within IKEv2 for authentication and set-up of IPsec security associations between the SeGW and the H(e)NB. The SeGW is authenticated by the H(e)NB with the SeGW certificate during the IKEv2 protocol run. Afterwards the SeGW is acting as EAP authenticator and forwards the EAP protocol messages to the AAA server, which retrieves an authentication vector from AuC via HSS/HLR. By completing the EAP-AKA authentication successfully, H(e)NB and core network (via AuC) are authenticated mutually.
NOTE 1: For this authentication concept it is possible that the appropriate AKA credentials could be stored in a removable or irremovable Trusted Environment (TrE). However, a removable TrE if used for storage of device authentication credentials does not by itself lead to the authentication of the H(e)NB device. Consequently, any, possibly illegitimate or compromised, device would be able to access the operator's IP network with a valid AKA credential, unless additional measures are taken (see 7.3).
NOTE 2: Depending on operator needs, existing HLR/HSS element and interfaces may be used for this purpose. The allocation of IMSI ranges and possible restrictions for these IMSIs in HLR attributes are out of scope of this technical report.
7.6.1.2.2
Assumptions at H(e)NB

Appropriate AKA credentials must be provided to the H(e)NB.

If EAP-AKA is used for device authentication, then the related credential has to be provided to the Trusted Environment (TrE) of the H(e)NB. If used for this purpose, to allow mutual authentication as required for device authentication, either the inherent properties of AKA to also authenticate the home network may be used, or for the authentication of the SeGW, the root certificate of the operator should be installed at the H(e)NB.

If EAP-AKA is used for authentication of the hosting party, the related credential may be stored on a Host Party Module (HPM), or some other credential appropriate for EAP-AKA authentication and stored in a TrE. For the removable case the requirement for device integrity check needs additional considerations (cf. 7.3).
**********SKIPPED**********
7.6.1.3.6
Certificate Management

The certificate management has to cover cases of authorized changes of H(e)NB owner or operator. This includes:

· Private sale of H(e)NB without involvement of vendor or retailer

· Change of operator

NOTE 1: It is out of scope of this technical report how to handle certificate management for authorized changes.

The certificate management also has to handle compromise of certificates.

NOTE 2: No revocation could be chosen, if the trade-off between loss caused by compromise of certificates and CAs and additional cost for revocation methods suggests this. Note, that for this case still the whitelists mentioned above allow the disabling of single H(e)NBs.
NOTE 3: It is out of scope of this technical report to decide if revocation is needed and, in case revocation is needed, how it is handled. 

The certificate management has to cover certificate lifetime since the expected lifetime of a H(e)NB may be longer than the validity periods usually chosen for certificates.

NOTE 4: It is out of scope of this technical report how long the expiry times of certificates may be and how to handle expired certificates, if expiry may be expected..
**********SKIPPED**********
7.6.2 

Device Authentication 
EAP-AKA and certificate both can be used for device authentication.

7.6.2.1 
General

A pre-requisite assumption here is that H(e)NB validation and device authentication should be performed sequentially. At power up, the H(e)NB validation should precede device authentication. 

It is also assumed that the H(e)NB’s TrE should compute within itself the RES and AUTH parameters needed for the IKE_AUTH request messages that the H(e)NB needs to send to the SeGW during the device authentication procedures. 

If certificate of the SeGW needs to be verified by the H(e)NB, the computations required for such verification should use the SeGW’s and the certification authorities’ public key(s) for root certificate(s), as well as any other data required for such verification. To prevent manipulation of public key material or any other required data on the H(e)NB, by which a malicious party could be enabled to impersonate an SeGW, the public keys and their certificates, as well as any other required data, such as certificate revocation lists, need to be protected both when they are provisioned to the H(e)NB and during the H(e)NB’s operational lifetime. Therefore, such keys and other data should be stored in the H(e)NB’s TrE. Further, the cryptographic operations using them should preferably be performed entirely within the H(e)NB’s TrE. 

7.6.2.2 
EAP-AKA based
This authentication, which represents step a as described in section 7.1, is based on EAP-AKA for H(e)NB. EAP-AKA is run within IKEv2 between H(e)NB and SeGW for mutual authentication of H(e)NB and core network. The IKEv2 EAP-AKA authentication will follow the 3GPP TS 33.234 specification [10].

In order to bind the AKA credential to the device identity, which is essential for device authentication, the AKA credential has to be provisioned in the Trusted Environment (TrE) of the H(e)NB.

The call-flow on Figure 5. shows the EAP-AKA based mutual authentication between the H(e)NB, the SeGW, and the core network.
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Figure 5: EAP-AKA-based authentication

1.
The H(e)NB sends an IKE_SA_INIT request to the SeGW.

2.
The SeGW sends IKE_SA_INIT response.

3.
The H(e)NB sends its identity in the IDi payload in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. AUTH is omitted to inform the SeGW that the H(e)NB want to perform EAP authentication. Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically.  The H(e)NB also requests a certificate from the SeGW.

NOTE: The user profile selected by NAI presented in the IDi payload enforces the choice of authentication (certificate, EAP-AKA, or certificate-EPA-AKA multiple authentication).

4.
The SeGW sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the identity received in IKE_AUTH message sent in step 2.
5.
If necessary, the AAA Server should fetch the device profile and authentication vectors from HSS/HLR.

NOTE: It is out of scope of this technical report to decide whether the appropriate platform for device authentication is an HSS/HLR or a different authenticating entity is needed to be defined is FFS.
6.
The AAA Server initiates the authentication challenge.

7.
The SeGW send IKE_AUTH response to H(e)NB. The EAP message received from the AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2. The SeGW’s identity, a certificate, and the AUTH parameter which is used to protect the previous message it sent to the H(e)NB (in the IKE_SA_INIT exchange) are included in this message in case that the H(e)NB need to authenticate the SeGW based on the certificate of the SeGW.
8.
The H(e)NB responds to the authentication challenge. The only payload (apart from the header) in the IKEv2 message is the EAP message. The H(e)NB checks the authentication parameters in case that the H(e)NB need to authenticate the SeGW based on the certificate of the SeGW. Computation of the EAP-AKA RES parameter should be performed within the H(e)NB’s TrE. The SeGW’s root signing public key and any other data required for such verification should be stored in the TrE. Optionally, the verification itself could be performed in the TrE.
9.
The SeGW forwards the EAP-Response/AKA-Challenge message to the AAA Server.

10.
When all checks are successful, the AAA Server sends the Authentication Answer including an EAP success and the key material to the SeGW. This key material should consist of the MSK generated during the authentication process. 

11.
The MSK should be used by the SeGW to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages.

12.
The EAP Success message is forwarded to the H(e)NB over IKEv2.

13.
The H(e)NB should take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The H(e)NB then forwards the AUTH parameter is sent to the SeGW. Verification of the EAP-AKA parameter AUTH should be performed within the H(e)NB’s TrE.

14.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The SeGW should send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter is sent to the H(e)NB together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

15.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.
7.6.2.3 
Certificate-based
This authentication, which represents step a as described in section 7.1,
 is based on device certificate for H(e)NB and network certificate for the core.

IKEv2 with certificates used for authentication is run between H(e)NB and SeGW to mutually authenticate the H(e)NB and the SeGW. 

The IKEv2 certificate-based mutual authentication is executed according to IETF RFC-4306 [11].  The certificate handling and profiles will adhere to 3GPP TS 33.310 [12].  
NOTE: The precise mechanisms which are to be used for verifying the validity of SeGW and H(e)NB certificates (e.g. CRL, OCSP, whitelist) are out of scope of this technical report.
Certificate-based authentication does not require additional measures to ensure the binding between the device identity and the authentication credential. The credential (private key) must be stored in a TrE.

The call-flow on Figure 6. shows the simple certificate based mutual authentication between the H(e)NB and the SeGW. 
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Figure 6: Certificate-based authentication

1.
The H(e)NB sends an IKE_SA_INIT request to the SeGW.

2.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB. 

3.
The H(e)NB sends its identity in the IDi payload in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The H(e)NB sends the AUTH payload, its own certificate, and also requests a certificate from the SeGW.  Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically. Computation of the AUTH parameter is performed within the H(e)NB’s TrE. 

NOTE: The user profile selected by NAI presented in the IDi payload enforces the choice of authentication (certificate, EAP-AKA, or combined authentication).

4.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.

NOTE: The mechanism for the SeGW to verify access authorization (e.g. checking against a whitelist) is FFS.

5.
The SeGW sends the AUTH parameter and its certificate to the H(e)NB together with the configuration payload, security associations, and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates. The Remote IP address is assigned in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST.

6.
The H(e)NB verifies the SeGW’s certificate with its stored root certificate. The SeGW’s root signing public key and any other data required for such verification should be stored in the TrE. Optionally, the verification could be performed in the TrE.

NOTE:  It is optional, but not required for the H(e)NB to further validate the SeGW’s certificates, as it is under control of the operator.

7.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.
7.6.3
Hosting Party Authentication 

7.6.3.1 
Bundled with the Device Authentication
The authentication of the hosting party is bundled with the device authentication, i.e. there is no additional authentication step after the device authentication.  This authentication represents step b2 as described in section 7.1.

EAP-AKA and certificate both can be used when the authentication of the hosting party is bundled with the device authentication. The authentication flow of the bundled authentication is similar to the device authentication.

7.6.3.2 
Stand-alone Hosting Party Authentication
7.6.3.2.1
Device Authentication based on Certificate and Hosting Party Authentication based on EAP-AKA
Device Authentication may optionally be followed with an EPA-AKA-based Hosting Party Authentication exchange.  This authentication represents step b1 as described in section 7.1. The IKEv2 certificate-based mutual authentication is executed according to IETF RFC-4306 [11], followed by IKEv2’s multiple authentication procedure defined in IETF RFC4739 [13]. The certificate handling and profiles will adhere to 3GPP TS 33.310 [12], although certificate enrolment and certificate revocation are not required. The IKEv2 EAP-AKA authentication will follow the 3GPP TS 33.234 [10] specification.

As in the case of device authentication, a pre-requisite assumption is that H(e)NB validation and device authentication should be performed sequentially. At power up, the H(e)NB validation should precede device authentication. 

It is also assumed that the H(e)NB’s TrE should perform within itself all computation of the AUTH required for certificate based device authentication, and the HPM is responsible for computing the RES and AUTH parameters for the EAP-AKA based hosting party authentication.  

The call-flow on Figure 7. shows the certificate based mutual authentication between the H(e)NB and the SeGW, followed by an EAP-AKA auth exchange between the H(e)NB/HPM and the AAA server. 

[image: image6.emf]H(e)NB SeGW

1. IKE_SA_INIT request

HDR, SA, KE, Ni

8. Access-Request

(Identity(NAI))

AAA-Server

2. IKE_SA_INIT response

HDR, SA, KE, Nr, CERTREQ, 

N(MULTIPLE_AUTH_SUPPORTED)

3. IKE_AUTH request

HDR, SK{SA, TSi, TSr, IDi=NAI, IDr, 

CP(CFG_REQUEST), AUTH, CERTREQ, CERT, 

N(MULTIPLE_AUTH_SUPPORTED), 

N(ANOTHER_AUTH_FOLLOWS)}

UE

10. Access-Challenge

[EAP-Request/AKA-Challenge]

(RAND, AUTN)

11. IKE_AUTH response

HDR SK{EAP-Request/AKA-Challenge (RAND, AUTN)}

15. IKE_AUTH request

HDR SK{EAP-Response/AKA-Challenge(RES)}

16. Access-Request

[EAP-Response/AKA-Challenge]

(RES)

17. Access-Accept

(MSK, [TiA,] EAP-Success]

19. IKE_AUTH response

HDR SK{EAP-Success}

20. IKE_AUTH request

HDR SK{AUTH}

21. IKE-AUTH response

HDR SK{AUTH, CP(CFG_REPLY), SA, TSi, TSr}

5. IKE_AUTH response

HDR SK{IDr, AUTH, CERT}

7. IKE_AUTH request

HDR, SK{IDi=NAI[, IDr])}

HSS

18. AUTH payload is calculated by 

key material 

 9. AV retrieval if needed  

19. Delete old IKE SA 

4. Verify H(e)NB’s certificate 

6. Verify SGW’s certificate

HPM

12.EAP-Request/

AKA-Challenge (RAND, AUTN}

13. Runs EAP AKA

14. EAP-Response/AKA-Challenge



Figure 7: Combined certificate and EAP-AKA-based authentication

1.
The H(e)NB sends an IKE_SA_INIT request to the SeGW.

2.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB.  The SeGW indicates that it support Multiple Authentication by including the MULTIPLE_AUTH_SUPPORTED payload.

3.
The H(e)NB inserts its identity in the IDi payload in this first message of the IKE_AUTH phase, computes the AUTH parameter within its TrE, and begins negotiation of child security associations. The H(e)NB then sends the AUTH payload, its own certificate, and also requests a certificate from the SeGW.  Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically.  The H(e)NB indicates that it support Multiple Authentication and that it wants to do a second authentication by including the MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS attributes.

NOTE: The user profile selected by NAI presented in the IDi payload enforces the choice of authentication (certificate, EAP-AKA, or combined authentication).

4.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.

NOTE: The mechanism for the SeGW to verify access authorization (e.g. checking against a whitelist) is FFS.

5.
The SeGW sends the AUTH parameter and its certificate to the H(e)NB.
6.
The H(e)NB verifies the SeGW’s certificate with its stored root certificate. The SeGW’s and the  root CA’s public key and certificates, as well as any other data required for such verification should be stored in the TrE. The verification should be performed entirely in the TrE.

NOTE:  It is optional, but not required for the H(e)NB to further validate the SeGW’s certificates, as it is under control of the operator.

7.
The H(e)NB sends another IKE_AUTH message with the AUTH payload omitted to inform the SeGW that the H(e)NB want to perform EAP authentication.
8.
The SeGW sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the identity received in IKE_AUTH message sent in step 2.
9.
The AAA Server should fetch the user profile and authentication vectors from HSS/HLR.

10.
The AAA Server initiates the authentication challenge.

11.
The SeGW send IKE_AUTH response to H(e)NB. The EAP message received from the AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2. The SeGW’s identity, its certificate, and the AUTH parameter which is used to protect the previous message it sent to the H(e)NB (in the IKE_SA_INIT exchange) are included in this message.
12.
The H(e)NB forwards the EAP message to the HPM. The only payload (apart from the header) in the IKEv2 message is the EAP message. The H(e)NB checks the AUTH authentication parameters in the IKE AUTH response message. Verification of the AUTN parameter in the IKE_AUTH response message from the SeGW should be performed within the H(e)NB’s HPM.
13.
The HPM runs EAP authentication method (see ETSI TS 102.310 [14]). The HPM verifies that AUTN is correct and hereby authenticates the network. If AUTN is incorrect, the HPM rejects the authentication. If the sequence number is out of synch, the HPM initiates a synchronization procedure. If AUTN is correct, the HPM computes the Master Session Key and Extended Master Session Key and checks the received MAC with the new derived keying material. If a temporary identity (pseudonym and/or re-authentication identities) is received, then the HPM stores the temporary identity for the next full or fast authentications. This temporary identity should be deleted after the next authentication procedure.

 NOTE: EAP support in HPM is optional.
14. The HPM sends to the H(e)NB the EAP respons to the EAP-AKA authentication challenge. 
NOTE: If HPM is not support EAP then the H(e)NB will run EAP authentication method as the above step 12, the messages between H(e)NB and HPM in step 12 and 14 will not exit.
15. The H(e)NB sends to the SeGW the EAP responds over IKEv2.

16. The SeGW forwards the EAP-Response/AKA-Challenge message to the AAA Server.

17.
When all checks are successful, the AAA Server sends the Authentication Answer including an EAP success and the key material to the SeGW. This key material should consist of the MSK generated during the authentication process.

18.
The MSK should be used by the SeGW to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages.

19.
The EAP Success message is forwarded to the H(e)NB over IKEv2.

20.
The H(e)NB should take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. Computation of the AUTH parameter should be performed within the H(e)NB’s HPM. The AUTH parameter is sent to the SeGW.

21.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The SeGW should send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter is sent to the H(e)NB together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

22.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.

The basic IKEv2 multiple and EAP-AKA authentication will conform to 3GPP TS 33.234 [10] and IETF RFC-4739 [13]. 

Editor’s Note: It is ffs how certificate used will affect the architecture.

*********************************END OF CHANGES****************************************
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