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Introduction
At SA3#53, S3-081271 was submitted, then revised to S3-081573 and was approved. In that pCR, methods for authentication method selection were reviewed. 

In this present document, the co-signers also propose that selection of authentication method can also be augmented using information regarding the HeNB’s ID. 
PCR text follows.
*********************************FIRST  CHANGE*************************************
7.4.3
Authentication Method Negotiation
The selection of the authentication mechanism follows the following principles:

· It is mandatory for a H(e)NB to support device authentication using either certificate or EAP-AKA
· It is optional for a H(e)NB to support the combined authentication using certificate or EAP-AKA for device authentication and EAP-AKA for hosting party authentication
· Which of the above two will be there in practice is a deployment-specific decision
· The SeGW has knowledge of operator policy and is capable of dictating to the H(e)NB whether multiple authentication is required of it or not in an unambiguous manner. This implies that either all SeGWs are capable of multiple authentication, or, if some SeGWs are not capable of multiple authentication then the operator’s policy for those SeGWs will clearly indicate that support of multiple authentication of H(e)NB by these SeGWs is not required or possible
Based on the criteria given in previous section the authentication method selection  solution is proposed in the Table 5. Essentially, only cases 1, 6, 11, and 16 result in ambiguously valid requirement / response pairs. All other cases result in cases where the SeGW’s decision on outcome should depend on operator policy. 
Editor’s Note: Whether support for HPM is mandatory on either the HeNB or the SeGW for authentication method selection is FFS
Editor’s Note:  Some of the cases other than cases 1, 6, 11 and 16 may be considered as “error cases”, depending on operator’s policy.  

	
	SeGW includes MULTIPLE_AUTH_SUPPORTED  and CERTREQ payload in the IKE_SA_INIT response
	SeGW includes MULTIPLE_AUTH_SUPPORTED  but not CERTREQ payload in the IKE_SA_INIT response
	SeGW does not include MULTIPLE_AUTH_SUPPORTED but includes CERTREQ  payload in the IKE_SA_INIT response
	SeGW does not include MULTIPLE_AUTH_SUPPORTED or CERTREQ payload in the IKE_SA_INIT response

	H(e)NB includes AUTH, MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS notification payloads in the first IKE_AUTH request message
	Case 1: Certificate based device and EAP-AKA based hosting party authentication  done
	Case 2: 

SeGW required the EAP-AKA based device and EAP-AKA based hosting party authentication but the H(e)NB responds with a cert-based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy. 
	Case 3: SeGW required only cert-based device authentication but H(e)NB responds with an attempt for both  device and hosting party authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy. 
	Case 4: SeGW required H(e)NB to perform only EAP-AKA based device authentication but the H(e)NB responds to perform both device and hosting party authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.

	H(e)NB does not include AUTH but includes MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS payloads in the first IKE_AUTH request message
	Case 5: SeGW message requires  certificate based device authentication but H(e)NB indicates, by skipping the AUTH, that it does not support cert-based device authentication  

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 6: EAP-AKA based device and hosting party authentication is done
	Case 7: SeGW requires the H(e)NB to perform only device authentication with certificate but the H(e)NB attempts to perform both device authentication AND hosting-party authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 8: SeGW requires H(e)NB to perform only device authentication based on EAP-AKA, but H(e)NB attempts to perform both device and hosting-party authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy. 

	H(e)NB includes AUTH but not MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS notification payloads in the first IKE_AUTH request message
	Case 9: SeGW requires  cert based device authentication and a hosting-party authentication but H(e)NB attempts to perform just cert-based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 10: SeGW required the EAP-AKA based device and EAP-AKA based hosting party authentication but the H(e)NB attempts to perform just cert-based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 11: cert-based device authentication


	Case 12: SeGW requires H(e)NB to perform device authentication based on EAP-AKA, but H(e)NB attempts to perform cert-based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.

	H(e)NB does not include AUTH, MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS notification payloads in the first IKE_AUTH request message
	Case 13: SeGW requires  cert based device authentication and a hosting-party authentication but H(e)NB attempts to perform EAP-AKA based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 14: SeGW requires both EAP-AKA based device authentication and EAP-AKA based hosting party authentication but the H(e)NB attempts to perform only EAP-AKA based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 15: SeGW requires the H(e)NB to perform cert-based device authentication but the H(e)NB attempts to perform EAP-AKA based device authentication. 

If this happens, SeGW’s decision on outcome should depend on operator policy.
	Case 16: EAP-AKA based device authentication 


Table 4: Authentication Method Selection.
The policy decision may in addition be based on the SeGW’s knowledge of the authentication profile of the H(e)NB.  For example,  based on the H(e)NB ID provided by the H(e)NB in the IKE_SA_INIT request message or in the first IKE_AUTH request message, the SeGW can derive the authentication capabilities profile of the H(e)NB from a H(e)NB AAA server which stores the H(e)NB authentication information profile, e.g. the authentication type of the H(e)NB. The SeGW can decide whether to request certificate based device authentication or EAP-AKA based authentication, based on the authentication profile.
Note: The H(e)NB AAA server is not necessarily implemented as a physical server, but may be co-located with other functions.
The flow shown in the figure below shows the authentication flow of case 9 in Table 4. 
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Figure x H(e)NB authentication flow

In step 2, after it receives the first IKE_SA_INIT request for authentication from the H(e)NB , the SeGW makes a preliminary decision on whether it will require just device authentication or both device and HPM authentication. Initially, it could ask for multiple authentication, with cert-based device authentication and EAP-AKA based HPM authentication, as a default option based on a general policy.  This is shown in the step 3 description. 
In step 3, the SeGW reqH(e)NB indicates that it requests the H(e)NB to perform 1) CERT based device authentication as well as  2) EAP-AKA based HPM authentication. 
In step 4, by sending the AUTH (for HPM authentication) and CERT (for certificate based device authentication), the H(e)NB indicates that it will comply to the previous request from the SeGW. At this point of time, the SeGW may still not 1) trust this indication from the HeNB, or 2) be certain that this is the best overall decision to perform multiple authentication with CERT-based device authentication and an EAP-AKA based HPM authentication. 
In step 5, the SeGW sends the H(e)NB_ID it receives from the H(e)NB to the AAA server and requests for authentication profile for that particular H(e)NB.  
In step 6, the SeGW receives from the AAA Server the authentication profile for this particular H(e)NB.

 In step 7, SeGW makes a final decision on which type of authentication it will perform with the H(e)NB, based on the input in step 4 as well as the input from 6. 
There are two possible final decisions:

(1) SeGW compare the authentication which indicated by the H(e)NB in step 4 with the authentication type derived from authentication profile received in step 6. If they do match, the SeGW will perform the certificate based device authentication, they do not match the SeGW will consider the H(e)NB is a rogue H(e)NB and reject the authentication request from H(e)NB.

(2) SeGW takes the authentication type derived from authentication profile received in step 6 as the final decision. Since the H(e)NB attempts to perform just cert-based device authentication in step 4, so if the final decision is certificate based device authentication or certificate based device authentication follow with HPM authentication,  the SeGW will perform the certificated-based device-authentication and inform the H(e)NB to perform HPM authentication. If the final decision is EAP-AKA based device authentication, the SeGW inform the H(e)NB to perform EAP-AKA based device authentication.

In step 8, SeGW optionally perform the certificate based device authentication based on the decision in step 7.

In step 9, SeGW will inform the H(e)NB what should do for the for the subsequent procedure according the result of step 7and  step 8.

(1) For final decision 1: SeGW may return an IKE-AUTH response message to H(e)NB and continue step 6 and step 7 of the certificate based device authentication procedure shown in figure 6 of the TR, or return an authentication reject message to H(e)NB to end the authentication procedure.

(2) For final decision 1: SeGW may return an IKE-AUTH response message to H(e)NB and continue step 6 and step 7 of the certificate based device authentication procedure shown in figure 6 of the TR,  or inform the H(e)NB to perform HPM authentication and continue step 6 to step 22 of Combined certificate and EAP-AKA-based authentication procedure shown in figure 7 of the TR, or inform or inform the H(e)NB to perform EAP-AKA based device authentication and continue step 3 to step15 of EAP-AKA-based authentication procedure shown in figure 5 of the TR.
An alternative method for using the HeNB profile from an AAA server can be also considered. In this alternative method, The ID of the HeNB may also be indicated in the very first message from the HeNB to the SeGW in the IKEv2 protocol, which is the IKE_SA_INIT message. The Notification message element of the IKE_SA_INIT message could be used to carry the HeNB_ID. Since this message is unprotected, however, the ID here may need to be protected, e.g. by using a pseudonym. Another option is to use a previously established Security Association and keys established during such previous SA to protect the HeNB_ID information carried in a Notification message. Once the SeGW receives this HeNB_ID (either a pseudonym or a cryptographically protected ID), it could either decrypt it and forward to the AAA server, or it could just forward it to the server. The AAA server then can look up its database and find out the information about the HeNB with the received ID. It can either recommend the most appropriate method for HeNB authentication for this HeNB, or it could simply furnish raw information about this HeNB to the SeGW which itself then may make the selection of the HeNB authentication method to follow. The AAA Server could also send the SeGW what its records show as the true ID of the HeNB, i.e., the HeNB_ID. 

When the HeNB and the SeGW has finished up the IKE_SA_INIT phase and have mutually established new shared keys (using Diffie Hellmann, as according to the IKEv2 protocol), the HeNB re-sends the proper HeNB_ID using the NAI field of the IKE-AUTH request message. After receiving this, the SeGW can decide if this received ID matches with the earlier ID information about the HeNB that it had received from the AAA server. If they match, the SeGW can go ahead and decide whether to accept or reject the authentication method that the HeNB sends also in the same IKE_ AUTH message. If they do not match, the SeGW may just reject the request and bar this HeNB from further accessing the network for the current session and/or ask the HeNB to re-authenticate.  The flow of these steps is depicted in the next figure (where a pseudonym is used in the IKE_SA_INIT request message’s Notification field). 

[image: image2.emf]H(e)NB SeGW H(e)NB AAA server

1. IKE_SA_INIT request

HDR, SA, KE, Ni, N(Pseudonym of HeNB)

5. IKE_SA_INIT response

HDR, SA, KE, Nr, CERTREQ, 

N(MULTIPLE_AUTH_SUPPORTED)

6. IKE_AUTH request

HDR, SK{SA, TSi, TSr, IDi=NAI, IDr, 

CP(CFG_REQUEST), AUTH, CERT,

N(MULTIPLE_AUTH_SUPPORTED), 

N(ANOTHER_AUTH_FOLLOWS)}

2. Sends received Pseudonym and 

requests HeNB profile 

4. SeGW  preliminarily determinewhich type of device 

authentication to request

8a. only device authentication: 

IKE-AUTH response

HDR SK{IDr, N(NO_MORE_AUTH)}

8b. Do both device and HP authentication

IKE-AUTH response

HDR SK{IDr, N(DO_HPM_AUTH)}

3. HeNB profile 

(incl. true HeNB_ID)

OR

7. SeGW sees if HeNB_ID from 3. and 6. match.

8c. Re-request device auth using EAP-AKA

IKE-AUTH response

HDR SK{IDr, N(DO_EAP_AKA_DEVICE)}

OR


The following describes some of the details on the interactions show in the figure. 
(1) Since the AAA server could send the SeGW the true ID of the HeNB in step 3, if the SeGW can compare the ID in step 3 and the ID it obtained in step1,  the SeGW may reject or continue  the procedure according to the result of the comparison.
(2) In step 4,  the SeGW knows which authentication method  the H(e)NB can perform, based on the profile from the AAA server. Therefore, only if a certificate based device authentication is to be followed by HPM authentication should the SeGW include the CERTREQ in step 5. If, on the other hand, an EAP –AKA based device authentication is to be followed by HPM authentication, the SeGW should not send the CERTREQ in step 5
(3) If the two IDs of the H(e)NB match (in step 7) but if the authentication method indicated from the H(e)NB in step 6 and the one indicated from the profile in step 4 do not match for any reason, the SeGW should decide what to do according to the operator’s policy. 

The AAA server should also send SeGW, as part of the H(e)NB profile information, information elements regarding the authorization of the H(e)NB to connect to the core network. The following are examples of such information elements:  

- Device type y from vendor x may connect
- H(e)NB IDs x to y are allowed
- H(e)NB IDs x to y are NOT allowed
- H(e)NB IDs a,b,c are marked as stolen and rejected
After obtaining the authorization-related information from the AAA server, the SeGW should also use such information to decide whether and how it will authorize the H(e)NB to connect to the network after a successful authentication of the device (and optional ly the hosting-party). 
*********************************END  OF  CHANGE*************************************
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