Replies by 3GPP SA3 to comments by ETSI TC INT on 3GPP TS 33.203
Clause 7.1:

Quote:

The P‑CSCF associates two ports, called port_ps and port_pc, with each pair of security assocations established in an authenticated registration. … 

      UDP case: the P‑CSCF receives requests and responses protected with ESP from any UE on the port port_ps (the"protected server port"). The P‑CSCF sends requests and responses protected with ESP to a UE on the port port_pc (the "protected client port").”
…

The UE associates two ports, called port_us and port_uc, with each pair of security assocations established in an authenticated registration. …

      UDP case: the UE receives requests and responses protected with ESP on the port port_us (the"protected server port"). The UE sends requests and responses protected with ESP on the port port_uc (the "protected client port").”

Comment:
We assume that the protected REGISTER is sent from port-uc to port-ps and that the 200 OK response is sent from port-pc to port-us. Is this correct?

SA3 answer: 
For the UDP case, this is correct. For the full coverage of all scenarios with respect to transport protocols, ports and other aspects, see also the answer to the last question.
Clause 6.2 paragraph 2:

Quote:

As a result of an authenticated registration procedure, two pairs of unidirectional SAs between the UE and the P CSCF all shared by TCP and UDP, shall be established in the P CSCF and later in the UE. One SA pair is for traffic between a client port at the UE and a server port at the P CSCF and the other SA is for traffic between a client port at the P CSCF and a server port at the UE.

Comment:
Why is the document referring to two _pairs_ of security associations. Does this mean 2 or 4 security associations in total?

SA3 answer: 
There are 4 security associations required in total. It should be noted that IPSec security associations are unidirectional in nature, so that two pairs or four single security associations are required to cover the communication flows involved, taking into account TCP and UDP scenarios.

Clause 7.1, clause 7.2:

Quote:

The SPI is allocated locally for inbound SAs. The triple (SPI, destination IP address, security protocol) uniquely identifies an SA at the IP layer. The UE shall select the SPIs uniquely, and different from any SPIs that might be used in any existing SAs (i.e. inbound and outbound SAs). The SPIs selected by the P CSCF shall be different than the SPIs sent by the UE, cf. clause 7.2. In an authenticated registration, the UE and the P CSCF each select two SPIs, not yet associated with existing inbound SAs, for the new inbound security associations at the UE and the P CSCF respectively.

…

SPI_U is the symbolic name of a pair of SPI values (cf. clause 7.1) (spi_uc, spi_us) that the UE selects. spi_uc is the SPI of the inbound SA at UE’s the protected client port, and spi_us is the SPI of the inbound SA at the UE’s protected server port.”

…

SPI_P is the symbolic name of the pair of SPI values (cf. clause 7.1) (spi_pc, spi_ps) that the P CSCF selects. spi_pc is the SPI of the inbound SA at the P CSCF’s protected client port, and spi_ps is the SPI of the inbound SA at the P CSCF’s protected server port.

Comment:
Why in both cases is an “inbound SA” associated with a port for sending? (see marking)

SA3 answer: 
In case the UE uses TCP as transport protocol to send a request towards the P-CSCF, the corresponding response is typically sent from the P-CSCF to the UE on that same TCP connection. This means the response goes from port_ps to port_uc. Therefore, at port_uc (associated with spi_uc) also inbound messages can occur.
The same holds for the other direction: if the P-CSCF sends a request towards the UE using TCP as transport protocol, the response will go from port_us to port_pc and thus inbound to the P-CSCF protected client port (port_pc, associated with spi_pc).

These scenarios do not occur if UDP is used as transport protocol (see also the answer to the last question).

Figure 9 

Comment:

This figure shows an example of message exchange where two SAs are used.

Which of the 4 SPIs identify SA1 and which identify SA2? This should be clarified in the figure.

SA3 answer: 
The SPIs mentioned above are associated with the inbound ports, so that the following relations hold:

· SA pair 1 consists of

· One SA (call it SA 1a) representing the flow from port_uc to port_ps and associated with spi_ps

· One SA (call it SA 1b) representing the flow from port_ps to port_uc and associated with spi_uc

· SA pair 2 consists of

· One SA (call it SA 2a) representing the flow from port_pc to port_us and associated with spi_us

· One SA (call it SA 2b) representing the flow from port_us to port_pc and associated with spi_pc

It should be noted that the figure refers to the use of TCP. For a complete picture of the SA usages, see also the answer to the next question.

Clause 7.4.1a:

… The UE then sends its response (SM7) to the P CSCF, which shall be protected with the new outbound SA. …

… The UE receives an authentication successful message (SM12) from the P CSCF. It shall be protected with the new inbound SA. …

… For further SIP messages sent from UE, the new outbound SAs are used ...

Comment:

Which SA is used when?

Are there any rules, e.g. 

-
requests from the UE use SA1 and requests from the P-CSCF use SA2

-
messages sent via UDP use SA1 and messages sent via TCP use SA2?

Which SPI identifies the outbound SA?

Is an outbound SA of the UE identified by the inbound SA’s SPI of the P CSCF?

An example message flow with registration and session establishment (incoming and outgoing call) including port numbers, SA numbers, and SPI identifiers in use for each message would clearly help to better understand the whole procedure in this document.

SA3 answer: 
The following table summarizes all possible communication relations indicating message types (requests, responses and their direction), transport protocols, ports and SPIs used. There is also a numbering of the SAs given which is in line with the answer given in the previous question. It should be noted that there is no normative numbering of SAs, it is just for illustration purposes.

	Message
	Transport
	Source Port
	Destination Port
	SPI
	IPsec SA #

	Request UE to P-CSCF
	UDP
	port_uc
	port_ps
	spi_ps
	SA1a

	
	TCP
	port_uc
	port_ps
	spi_ps
	SA1a

	Response P-CSCF to UE
	UDP
	port_pc
	port_us
	spi_us
	SA2a

	
	TCP
	port_ps
	port_uc
	spi_uc
	SA1b

	Request P-CSCF to UE
	UDP
	port_pc
	port_us
	spi_us
	SA2a

	
	TCP
	port_pc
	port_us
	spi_us
	SA2a

	Response UE to P-CSCF
	UDP
	port_uc
	port_ps
	spi_ps
	SA1a

	
	TCP
	port_us
	port_pc
	spi_pc
	SA2b


It should be noted that some SAs are used for both, UDP and TCP.
The table should answer all questions asked above. 

It should also be noted that an SA is always uniquely associated with an SPI. The SPI is selected during the SA management process by the inbound side. It has to be unique at the inbound side because it is used to identify the correct SA in the SA database when an IPSec protected packet arrives. Consequently, there is no inbound or outbound SPI in that sense but only one SPI which is the same for a specific SA in the SA databases on both ends. 

