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At its meeting in November 2008, GSMA SG discussed an earlier request from SA3 to consider if SIM/USIM control of the device based ciphering indicator feature should be retained. SG is grateful for the opportunity to consider this matter and the conclusions reached at SG#69 are set out below.

The majority opinion of the GSMA SG members is that the essential functionality of the ciphering indicator should remain i.e. the facility should exist for a handset to display a warning when there is no ciphering but operators should have the option to suppress this warning for their customers if they so choose.

However, SG believes it is important that customers who want to be able to see the warning can do so, independent of operator settings. So even if an operator may initially configure the control to "suppress", an informed customer should be able to change it to "show".

Inevitably, it remains to be worked out how a user could be given this control. An initial thought was for the customer to change the existing SIM flag file but on further consideration this does not seem feasible because it forms part of the "Administrative Data" on the SIM and could only be changed after presentation of the ADM key. However, SG sees a number of other ways that could work:

1. Ignore USIM file – introduce new function entirely on handset

2. Keep existing USIM file, but introduce handset menu option to override it

3. Introduce new USIM file, changeable by the user - the handset reads and obeys the new file if it's there, the old file otherwise

These options have various pros and cons and GSMA SG has not taken a stand on which one is preferable.

SG thanks SA3 for the opportunity to consider this issue and now encourages SA3 to develop a mechanism whereby informed users can choose the case "show indicator", independent of operator settings.

If assistance or clarification is required on any aspect of this document please contact James Moran (jmoran@gsm.org) at GSMA.
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