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This contribution is a counter-proposal to the S3-090006, which provides modifications to the title, introduction and scope of TR33.812 v1.1.0. It is generally accepted that the title, introduction and scope of TR33.812 need to be clarified.
The title and various other text elements are changed to reflect the fact that the TR is a feasibility study focused on security aspects of remote management, as instructed by the study WID agreed in SA plenary (SP-070702). The change from “USIM/ISIM” to “MCIM” is also changed as it does not conform to the original Work Item description in document SP-070702.
** start of changes**
3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Feasibility Study on the Security Aspects of RemoteManagement for M2M Equipment;

(Release 8)

** next change**

Introduction

Machine to Machine (M2M) Communication is seen as a form of data communication between entities that may have no human interaction while operating. One of the challenges with M2M communication is that deployed M2M equipments are managed remotely sometimes without any direct human interaction with the device.

This Technical Report considers the M2M topic in a 3GPP perspective. It assumes the M2M equipment is a 3GPP UE that could be a fully self-contained device with interfaces to attach, for example, sensors and on-site service equipment. It also assumes that the M2M equipment will access the core network via a 3GPP access. The current 3GPP system defines the use of a USIM/ISIM application in a UICC as a means of protecting users and network operators efficiently from fraudulent use of the network. 
TR 22.868 presents a study on facilitating machine-to-machine (M2M) communication in 3GPP systems. This Technical Report goes along with the TR 22.868 evaluating in a security perspective the solutions that might address the M2M use cases. 
.

1
Scope


The scope of this Technical Report is to study the security aspect of remote management for M2M equipment (M2ME) when the  USIM/ISIM application resides in the UICC. The remote management includes tasks such as remote provisioning and change of USIM/ISIM parameters and other customer specific applications.
The scope of this study includes the definition of a trust model for remote management for M2ME. Security threats and security requirements also need to be identified in order to evaluate the defined solutions.
The security implications of the following requirements are within the scope of the study (based on section 5.2.2 of TR 22.868): 

1. Tamper safe/Theft proof M2ME including a UICC.
2. Possibility to change subscription for M2M equipments out in the field (e.g. after contract expiry).
3. Possibility to allocate the M2M equipment at initial power up to a network operator.
Furthermore, this Technical Report includes the following items: 
-
an investigation of candidate security solutions/architectures that allow remote management for M2ME to take place in a secure manner;


-
an identification of current USIM/ISIM functionalities thathas to be covered by remote management for the M2ME;
-
an identification of functionality in the network or in UICC or M2ME that may need to be added due to the remote management method. 
· the possibility to provision or change M2M customer specific applications.

** end of changes**
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