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Introduction
The "Proposal for way forward for IMS media security" from Nokia Corporation and Nokia Siemens Network compares SDES with TBS. However, the comparison is sometimes misleading as it doesn't take the flexibility and intended usage of the different options in the TBS framework into account. 

To summarize, the analysis in S3-090189 treats TBS as two different solutions, rather than one framework solution with two “modes” which can be selected depending on the scenario. When comparing to SDES, the analysis is also somewhat selective by picking the mode of TBS that demonstrates a possible disadvantage against SDES. Moreover, the analysis uses “existing terminal deployment” arguments as favoring in SDES but neglects that inside the 3GPP sphere, there is no wide SDES deployment and outside the 3GPP sphere (IETF), DTLS-SRTP is the currently promoted solution. 
In the latest description of the TBS it is pointed out that TBS is a framework which is flexible enough to satisfy users with a broad range of security needs. Operators can set policies to provide end-to-end security and enable end-to-access-edge and end-to-middle scenarios. It allows use of protected or unprotected tickets to support different levels of trust in the IMS infrastructure and other system components. Examples of user groups and their likely security expectations include:

•
General public: Likely to trust IMS infrastructure and therefore to be satisfied with unprotected tickets.

•
Enterprise users: Limited trust in IMS infrastructure. Likely to require protected tickets but with only limited assurance about the recipient’s identity, e.g. recipient is also within the enterprise. 

•
NSPS: Likely to require additional protection beyond what is provided by IMS, including protected tickets which are bound to the recipient’s identity.
Terminals should support use of protected as well as unprotected tickets; which type of ticket that is used is up to user policy and network support. It is conceivable that the network only supports unprotected tickets for e2access edge protection. Another possibility is that the network supports/allows unprotected tickets for e2e protection as well. Yet another option is that the network also supports use of protected tickets by providing a KMS for all or special groups of users.  
2
Comments
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Situation in 3GPP SA3 standardisation

•

Feasibilitystudyin TR 33.828 nearingcompletion

•

No singlesolutionwill emergefrom feasibilitystudy

•

Start of normative workin early2009 desirable

•

Decision on way forwardneeded


Comment: We agree that a decision on the way forward is needed
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Solution candidates

•

Two solutions usable for e2e and e2m documented and 

discussed in considerable detail

–

Ticket-based solution (TBS, also called Kerberos-like solution), 

described in clause 6.1 of TR 33.828

–

Security Descriptions (SDES), described in clause 6.4 of TR 33.828 

•

MIKEY-basedsolution(clause6.3) and Otway-Rees-based

solution(clause6.5) 

–

May beconsideredto bevariantsof TBS as theyalso usea Key 

Management Server

•

End-to-accessedge(e2ae) solutionin clause6.2

–

Has notbeenworkedon lately

–

Isdifferent fordifferent IMS authenticationschemes

–

Providesno functionalitynotprovidedbyanyof theotherschemes

–

Isthereforenotfurtherconsideredin theseslides



Comments: 
1. The MIKEY based solution should be removed from the TR as it has been integrated in TBS. 
2. Although there has not been any work on the end-to-access edge solution lately, it still is relevant and it does provides a feature which is not offered by SDES, nor by TBS with unprotected tickets. Namely. the proposed e2ae solution does not require protected SIP signaling between the terminal and the P-CSCF. Yet, the e2ae solution has only a slightly higher implementation complexity. 
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SDES (RFC 4568)

–

Isas secureas SIP signalingbecausekeysareselectedbythe

sendersand transmittedin theSIP messages; canbeinterceptedby

everySIP proxyon thesignalingpath

–

Signalingpathmustbesecuredhopbyhop(e.g. IMS accesssecurity

mechanismslikeTLS, and Za/Zbinterfacesin thecore)

–

Has someproblemswithSIP relatedcallfeatureslikeforkingand 

earlymedia (ideashowto overcometheseproblemsin 33.828)

–

Theonlywidelyimplementedmechanismtoday(seee.g. reportof 

SIPitinteroperabilityevent)


Comments: 
1. It should be noted that when SDES is used the incentive to attack SIP proxies handling SDES crypto objects is increased. 

2. It should also be noted that even though SDES is the only widely implemented security mechanism today the IETF promotes DTLS-SRTP. Thus the argument of wide deployment should have very limited influence in the selection of an IMS media security solution. 
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Ticket-based solution (TBS) – (1)
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No comments.
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Ticket-based solution (TBS) - (2)

–

Main differenceto SDES: requiresuseof Key Management Server (KMS) 

–

UsesGBA orpre-establishedsharedkeys/passwordsto establishSA between

UE and KMS

–

KMS encapsulatesmedia keyintoa ticket thatcanonlybedecryptedbythe

intendedreceiver

–

GenerallymoresecurethanSDES in e2e scenariosas onlyKMS, notSIP 

proxiesmustbetrusted

–

Has also problemswithforking: underusualassumptionson forkingmadeby

theIETF SIP WorkingGroup, TBS has to relyon SIP signalingsecurity

becausethekeysmustbemadeavailableto recipientsa priori unknownto the

sender(cf. Ed. notein clause6.1.5.2 of TR 33.828)

–

Requiresadditional roundtrips(UE -KMS) per session

–

IfUEsarein different networks, communicationand trustbetweenKMSsin 

thesedifferent networksareneeded


Comments: 

1. This slide only considers the protected mode of TBS.

2. Tickets can be generated for single users or groups of users, see updated description of TBS (S3-090073). Thus the third bullet should be phrased: KMS encapsulates media key into a ticket that can only be decrypted by the an intended receiver.

3. TBS in protected mode is generally more secure than SDES in any scenario as it doesn't require SIP signaling security as tickets are protected independently and keys will not be exposed in SIP proxies.
4. In the updated description of TBS (S3-0900074) a detailed description of how forking can be handled is given. Thus, forking is not an issue for TBS
5. It is true that TBS with protected tickets in its simplest form requires per call interactions with the KMS. However, it is not to be compared to “roundtrips in a SIP environment”, which is suggested by the phrase “roundtrip … per session”. The communication with the KMS would not need to impact the call set up procedure in the same way as an additional SIP signaling roundtrip would. It should also be noted that the description of TBS includes procedures which limit the need for per call interaction with the KMS.
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Variant of ticket-based solution - unprotected

tickets

–

Thisvariantusestheformatof ticketsinsteadof SDES cryptoobjectsin SDP 

to send keysbetweenendpoints

–

Otherwiseitworksthesameway as SDES



itrelieson SIP signalingsecurity



thereisno Key Management Server

–

Claimedadvantageof unprotectedtickets: 



betterupgradabilityto fullticket-basedsolution



but: footprintof SDES on terminalisquitesmall, so additional supportof ticket-

formatnotdecisive

–

Disadvantageof unprotectedtickets: 



therearemanyterminalsimplementingSDES alreadytoday(cf. interoptests)



no interoperabilitywithterminalsimplementingSDES, butnotIMS Release 9+


Comments:

1. Note that this slide only discusses unprotected tickets

2. It is not only a better upgradability to full ticket based solution that is claimed for TBS but also that 
a. Tickets will be designed to include policies for usage (which in this case have to be enforced by a "trusted" IMS infrastructure). 

b. Tickets will be designed to allow key management for other protocols than SRTP.
c. It is of course simpler to have only one key management solution implemented than two, i.e. it is simpler to only have TBS than both TBS and SDES in the terminal. Still, it is acknowledged that SDES has a small implementation footprint.

3. Regarding the bullet on disadvantages:

a. It is hardly a disadvantage of TBS with unprotected tickets that there are terminals which implement some other solution like SDES.

b. As already noted in our comments on slide 5, the argument of wide deployment of SDES should have very limited influence in the selection of an IMS media security solution, especially as the IETF currently promotes use of DTLS-SRTP.

c. It is very easy to provide interoperability between TBS with unprotected tickets and non-IMS SDES capable terminals by a simple network function rewriting the ticket into a SDES crypto object. This type of rewrite of SIP and SDP objects are standard procedures in IMS/SIP.
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End-to-end vs end-to-middle media security

•

e2m solutionswill berequiredanyhowbecauseof

–

IMS –PSTN interworking

–

existenceof transcodersin themedia path

(e.g. in wireless-to-wirelinecalls)

•

Someoperatorsmayrequireonlye2m and no e2e solutions

•

Itmaybedesirableto haveonespecificnodeper accessnetworktype, 

whichterminatesmedia encryption. Thisnodecouldbecontrolledby

theP-CSCF.

–

(couldbecalledend-to-accessedgescenario, notto beconfusedwiththe

specifice2ae solutionin clause6.2 of 33.828)


Comments:
1. We agree that e2m solutions would be needed especially when considering interworking with legacy systems. However, it should be noted that in such interworking situations, that the call would be forwarded in plain and thus that the IMS media security really only needs to offer access protection. The same is true for many use cases involving transcoding. High security applications would most likely not like to depend on transcoders requiring access to plaintext media in unprotected network elements. 
2. For end-to-access edge scenarios we agree that the media termination endpoint could be controlled by the P-CSCF.

Slide 10


[image: image8.emf]R 255 

G 211 

B 8

R 255 

G 175 

B 0

R 127 

G 16 

B 162

R 163 

G 166 

B 173

R 137 

G 146 

B 155

R 175 

G 0 

B 51

R 52 

G 195 

B 51

R 0 

G 0 

B 0

R 255 

G 255 

B 255

Primary colours: Supporting colours:

Information flows in e2m scenarios

SDES flow where one end-point does not support SRTP/SDES (cf. 33.828, clause 6.4.5)

–

TBS workssimilarlyto SDES in e2m scenariosexceptthatitrequirestheuse

of a Key Management Server (KMS) 


Comments: 

1. The note stating that TBS works similarly as SDES in e2m scenarios except that it requires use of a KMS is correct if protected tickets are used. If TBS is used with unprotected tickets there is no such need. When protected tickets are used, user policies allowing e2m protection only are  probably much less frequent than with unprotected tickets; Use of unprotected tickets would  aim for providing a security level equal to the one given in an access security solution.
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Comparison of candidate solutions in e2e 

scenarios - implementation efforts:

–

Terminals:



SDES –handlingof SDES cryptoobjects

(

low), existsalreadyin 

manyterminals



TBS –handlingof tickets(notyetdefined), in addition

implementationof communicationwithKey Management Server

–

Network equipment:



SDES –no effort



TBS –implementationof Key Management Server


Comments:

1. Terminal implementation

a. SDES may well be implemented in many terminals but most likely not in any IMS compliant terminals and in particular not in any IMS Rel-9 terminals. So there will still be an implementation effort even for SDES. 
b. The effort of implementing media security in an terminal is only in part determined by the key management functionality. The major part is likely to be user interfaces and policy control functionality.
c. We acknowledge that the ticket based solution implies that a parser for tickets has to be implemented. However, tickets will be based on MIKEY, and parsers for MIKEY are available. Thus the additional work in implementing MIKEY compared to SDES doesn't seem to be very big.
d. When protected tickets are used, a protocol for communication with the KMS is needed. However, the protocol needed is very simple and would be a standard exercise in protocol design.
2. Network implementation

a. Both for TBS and SDES network equipment have to implement termination of security for e2m / end-to-access edge scenarios.

b. The network equipment may also need to implement certain policy control functions, determining if e2e or end-to-access edge security should be applied. 

c. A registration of terminal capabilities is most likely needed to provide smooth operation in end-2-access edge scenarios and such a registration is in particular needed if there is mixed scenarios with end-to-access edge and e2e protection (see clause 6.6 in TR).
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Comparison of candidate solutions in e2m 

scenarios - implementation efforts:

–

Terminals:

•

For bothsolutions: sameimplementationas fore2e

–

Networkequipment:



SDES 

•

Handling of SDES cryptoobjectsin SDP byP-CSCF

•

Key push protocolbetweenP-CSCF and media proxy

•

TBS 

•

Handling of ticket elementsin SDP byP-CSCF

•

Key push protocolbetweenP-CSCF and media proxy

•

Implementationof Key Management Server

•

Key fetchingprotocolbetweenP-CSCF and Key Management Server


Comments: 
1. If TBS would be used for e2m == end-to-access edge scenarios and provided that the SIP signaling is secure, then use of unprotected tickets would be the preferred solution. In this case the network implementation effort would be the same for TBS as for SDES.  

2. As noted, if the SIP signaling cannot be assumed to be secure and the only protection required is end-to-access edge then the solution in 6.2 seems more secure than both SDES and unprotected TBS.

3. If the network provides e.g. trusted transcoding functions for use in conjunction with protected tickets these transcoding functions need to implement the protocol used for connecting to a KMS
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Comparison of candidate solutions (1)

•

in e2m scenarios:

–

No significantsecurityadvantageof TBS overSDES becauseSIP proxy

controllingthemedia proxyterminatingencryptionneedsto knowkeyanyhow

–

Considerablyhigherimplementationcomplexityand operational expenditureof 

TBS dueto needforKMS

•

in e2e scenarios:

–

SecurityadvantageforTBS ifsecurityhigherthanSIP signalingsecurityis

required

–

Considerablyhigherimplementationcomplexityand operational expenditureof 

TBS dueto needforKMS

–

For SDES, no networksupportneededat all

–

SDES providesinteroperabilitywiththemanypre-Rel-9 IMS terminalsand 

non-IMSterminalsimplementingSDES alreadytoday


Comments:

1. e2m scenarios
a. There is indeed a difference in the effort needed to have SDES provide the same security as TBS with protected tickets. The difference comes from the need to give strong protection to the complete IMS infrastructure (incl. signaling protection) when SDES is used while TBS would only require protection of the nodes handling keys and media in plain.
b. As pointed out in comment on slide 12, the implementation complexity in e2m == end-to-access edge scenarios are equal for TBS with unprotected tickets and SDES. As no KMS is needed in this case there are no differences in differences in implementation complexity and operational expenditure.
2. e2e scenarios
a. There is always a security advantage for TBS compared to SDES when protected tickets are used. Strictly speaking, hop-by-hop security cannot reach true “e2e” levels.
b. There will be more functionality to implement with TBS compared to SDES and there will be one additional functional component to manage, the KMS, which will lead to some additional operational expenditure. However, the functionality is straightforward and implementation will not be complex. 
c. As pointed out earlier it can be expected that the network need to implement some control functionality to provide smooth operation in end-2-access edge scenarios. Such a registration is in particular needed if there is mixed scenarios with end-to-access edge and e2e protection (see clause 6.6 in TR).
d. As already noted in our comments on slide 5, the argument of wide deployment of SDES should have very limited influence in the selection of an IMS media security solution, especially as the IETF currently promotes use of DTLS-SRTP.
2.14
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Comparison of candidate solutions (2)

Support of different media encryptionprotocols:

•

SDES accordingto RFC4568 onlysupportsSRTP

•

SDES isdesignedforextendabilityand couldbeextendedto transport

keysand cryptoparametersalso forothercryptoprotocols(e.g. 

establishmentof pre-sharedkeyforpskTLS)

•

TBS isonlydescribedon theconceptlevelcurrently

•

TBS maybespecifiedin a way thatitcansupportSRTP and other

cryptoprotocols


Comments:

1. TBS references MIKEY. MIKEY is currently defined for use together with SRTP. MIKEY is also designed for extensibility. 
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Findings and Conclusion

Findings

•

TBS has no significantadvantageoverSDES in e2m scenarios, and 

thebenefitsof TBS in e2e scenariosmayberelevant onlyto user

groupswithspecifichigh securityrequirements.

•

Someoperatorsmayrequiresupportonlyfore2m scenarios.

•

Terminals supportingSDES fore2m scenarioscanalso useSDES in 

e2e scenarioswithoutadditional effort.

•

Bothsolutionsarecapablein principleof establishingpre-sharedkeys

to securenon-RTPtraffic(e.g. pre-sharedkeyforpskTLSto secure

MSRP).

Conclusion

•

Itisnotjustifiedto imposetheconsiderablyhighercomplexityof TBS, 

comparedto SDES, on all stakeholdersin IMS media securityforall 

scenarios.


Comments:

1. It is stated that TBS has no significant advantage over SDES in e2m scenarios. Here it is important to recognize that in the presentation two different e2m scenarios are mixed. One scenario is when the security is terminated in the network and the media is forwarded in plain from that point. The other case is when there is an e2m2e scenario. In the first case the main objective of the protection is to provide access security and the TBS with unprotected tickets could be relevant if SIP signaling security is in place.  In the second case, there is definitely a difference in security as with SDES the complete IMS infrastructure has to be trusted while with TBS only the transcoding functionality has to be protected and trusted.
2. Both SDES and TBS can be used for e2m as well as e2e scenarios. 

3. The complexity of TBS with unprotected tickets is not considerably higher than SDES. 
4. As explained in the introduction the main implication of adopting TBS would be that terminals should support its use. The network may choose which functionality included in TBS that it would support. Thus the so called "considerably higher complexity" will not be imposed on all stakeholders in IMS media security. It should also be noted that the complexity might not be that high as TBS is built upon simple functional components.
2.16
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Proposal

Usea buildingblock approachto IMS media security: 

–

UseSDES as theonlybuildingblock in e2m scenarios, whileallowing

itsusein e2e scenarios.

–

AddTBS as a second buildingblock fore2e scenarios. 

–

UseTBS orSDES in e2e scenariosaccordingto userand operator

policies. 

–

Thetwobuildingblockscouldbespecifiedlargelyindependently. The

workin SA3 on thesetwobuildingblocksmayproceedin parallel or

sequentially, dependingon theactivityof thecontributingcompanies.


Comments: 
1. We propose to change the statements above as follows:

· Use a building block approach to IMS media security: 

· Use TBS with unprotected tickets as the only building block in e2m scenarios. 

· Use TBS with protected or unprotected tickets in e2e scenarios according to user and operator policies. 

3
Proposal
It is proposed that S3-090189 is noted and that the way forward is agreed to be according to the comment on slide 16 above.
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