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1. Introduction

This contribution proposes to clarify the requirements for implementation of Hosting Party Authentication in clause 8.1 on conclusions for authentication.

2. Background
The H(e)NB is a mass-market and consumer product, which should be kept as simple and cost-effective as possible. Thus at least the basic versions of H(e)NBs should not be loaded with optional features. These add only development and manufacturing cost, e.g. by requiring smart card readers, but are not used by all application scenarios.

Thus it is proposed to clarify the existing text in clause 8.1 to the extent, that the implementation of Hosting Party Authentication is optional. This also gives a profiling of the H(e)NB Authentication Principle written in clause 7.1.
There is no clear reason why the optional HPM authentication should be optional to implement in SEGW and Core Network. SEGW only needs to support the EAP-AKA method, what as already been developed for UMA and IWLAN architecture.
3. pCR


The following pCR is against 3GPP TR 33.820 V1.2.0 (2008-11).
**************************** start of change ************************************
8.1
Authentication

In this study device authentication was identified as the essential precondition for H(e)NB security. Besides, it is obvious that the integrity of the device must be validated and the authentication must be tied to the validated device for any device authentication.

For device authentication two different authentication methods are described in this document. Simplicity, clarity and flexibility of the certificate-based device authentication solution enable a straightforward implementation. Besides, no sustainable and ready-to-implement solution for a secure linking of the H(e)NB device and the device authentication credential for AKA-based authentication has resulted from this document.

Certificate-based device authentication is the only solution to fulfill all requirements without the need for additional mechanisms.

Optional hosting party authentication can easily be combined with the certificate-based device authentication. Consequently it is recommended that certificate-based device authentication is mandatory and may be combined with EAP-AKA-based hosting party authentication. As only some deployment scenarios require the hosting party authentication, it is recommended that hosting party authentication is optional to implement in H(e)NB, but mandatory to implement in SeGW and core network.
It is also recommended to use IKEv2 as authentication protocol since it includes the establishment of a secure backhaul connection between the H(e)NB and the SeGW based on IPsec, and also supports binding of device authentication and the optional hosting party authentication.

Editor’s Note: The conclusion reached here needs to be verified. More conclusions need to be added.

**************************** end of change ***********************************
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