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This contribution proposes a pseudo-CR to the analysis section of TR 33.812. The changes are summarised as follows:

· The current sections 7.1.1 and 7.1.2 become part of the new section 7.1.1 called “Methodology”. The new structure is intended to reflect the fact that the threat analysis methodology in 7.1.1 and 7.1.2 should be applicable to all candidate solutions.
· The current section 7.1.3, which provides a threat analysis of the alternative 1 solution, becomes the first subsection of a new 7.1.2 called "Threat analysis of candidate solutions". Further subsections are introduced in 7.1.2.2 and 7.1.2.3 as placeholders for the threat analysis of the other candidate solutions. The titles of the new subsections are aligned with terminology introduced in a companion pCR proposing changes to the naming of the candidate solutions in section 5. The material in the current 7.3 is moved to become part of section 7.1.2.3.1.
· The current 7.2 is renamed "Security comparison of UICC and non-UICC approaches". The new name is introduced to better reflect the content of this section. Note that further work on this section is needed as reflected in the editor’s note. The material from the current 4.1.3.2 becomes a subsection of 7.2 called 7.2.4, since it is felt that this material belongs in the analysis section rather than in section 4. An editor’s note is added to the start of section 7.2.4 to indicate that corrections and clarifications are needed to this section to align it with the rest of section 7.
· A new section 7.3 is introduced as a placeholder for the evaluation of the candidate solutions against the criteria introduced in a companion pCR to section 4.
Note that some of changes in this pCR are conditional on the changes in companion pCRs to sections 4 and 5 being agreed.

** start of changes**
7
Analysis

Editor's note: This chapter contains analysis of the alternatives, for example a threat analysis. 

7.1
 Threat Analysis



7.1.1
Methodology

7.1.1.1
Risk-Level Matrix
The impacts of successful attacks are assessed here, based on NISCC criteria [NISCC] that are used widely in the UK.

7.1.1.1.1
Impact
The table below shows how values are assigned to the possible impacts of successful attacks on an unprotected system.
	1
	"minor impact"
	Minor or no effect on the stakeholder, with resulting inconvenience very localised

No external impact or visibility of problems

	2
	"serious impact"
	Failure of important revenue generating systems/processes and/or support systems/ processes.

impact would be noticeable to parties other than the stakeholder.

possible repercussions for revenue, penalty payments, market share and customer confidence

	3
	"Enterprise"
	Irreparable damage to key systems/processes with probable widespread impact.

Ability of the enterprise to continue operations would be in jeopardy; major regulatory, licensing and legal implications
Impact would be very visible and would cause very severe cash flow problems and large-scale defection of major customers of the stakeholder

	4
	“National”

Note: this category is not used in the present document but is presented here for completeness
	National Infrastructure - Severe damage to systems/processes that support important infrastructure requirements

National Security - Severe damage to systems/processes that support important national security/defence requirements


7.1.1.1.2
Likelihood of Threat Occurring

Measures used to express the likelihood of a threat occurring are:

· Attackers’ skills and resources and minimum effort of carrying out an attack on an unprotected system

· Reasons and motivation of attacking, and the gained benefit as perceived by an attacker: 

For the risk assessment, the likelihood of threats is estimated with values from "1" to "4", according to the level of threat to the stakeholders. The meaning of each assigned value is as follows:

	1
	"low likelihood"
	Attackers have low motivation and little opportunity and capability for launching and sustaining an effective attack 

	2
	"moderate likelihood"
	medium motivation, limited opportunity and capability

	3
	"substantial likelihood "
	high motivation, limited opportunity and capability
or

medium motivation, significant opportunity and capability


	4
	“severe likelihood”
	high motivation, high opportunity and capability


7.1.1.1.3
The Risk Matrix

This threat analysis uses a risk-level matrix to prioritize the various threats identified and their associated security requirements.

A risk-level matrix helps categorize the relatively priority of threats and associated security requirements.  In the table above, four levels of threat likelihood (Probability) and three levels of impact are identified.  Each level is associated with a number indicating the relative importance between the various levels. Impact level 4 (“National”) is not used, as the application of this M2M technology does not give rise to impacts of such severity

Risk is calculated as Impact multiplied by Likelihood.

	Threat Likelihood

(Probability)
	Impact

	
	Minor (1)
	Serious (2)
	Enterprise (3)

	Low (1)
	Risk = 1 (minor)
	Risk = 2 (minor)
	Risk = 3 (minor)

	Moderate (2)
	Risk = 2 (minor)
	Risk = 4 (major)
	Risk = 6 (major)

	Substantial (3)
	Risk = 3 (Minor)
	Risk = 6 (major)
	Risk = 9 (critical)

	Severe (4)
	Risk = 4 (major)
	Risk = 8 (major)
	Risk = 12 (critical)


Note: in the above table, multiples 5, 7, 10, 11 cannot occur. 12 is the maximum risk level that can occur.

7.1.1.2
Definitions of Risk Level

The risk category for an unprotected system provides an indication of what security counter-measures are required The result is classified into the following three categories:
	Risk 1, 2, 3
	"minor risk"
	No primary need for counter measures.

	Risk 4, 6, 8
	"major risk"
	Counter measures are required to minimize this risk as soon as possible.

	Risk 9, 12
	"critical risk"
	Counter measures are required to minimize this risk, with a high priority.


Note that in this analysis there is no “moderate” or “medium” category for risk. This is because the process of choosing counter-measures to mitigate a “moderate” risk is too subjective. In this analysis there is no middle ground, i.e. counter-measures are either necessary or they are not.

7.1.2
Threat analysis of candidate solutions 

7.1.2.1
Alternative 1: Non UICC based solution with remote subscription provisioning and change
7.1.2.1.1
Introduction

The descriptions of the attacks and the assessment of their likelihood and impact assume the lack of any security counter-measures. The risk analysis is therefore for a theoretical unprotected system and this allows the required counter-measures to be identified.
The security solutions described in the present document, e.g. for network architecture and for TRE functionality, assume an implementation of the counter measures described in this section.

Some of the proposed counter-measures define the enforcement of security controls or metadata defining them. Security controls are security policies, or the embodiment thereof, that are small in terms of complexity and memory requirements. Specifically they are atomic in the sense that they do not depend on other policies (and thus do not require advanced policy evaluation). Furthermore, they are local in the sense that they can be enforced by information and means that are locally available in the M2ME.

Note: An example, of a Security Control could be a set of mechanisms and/or (meta)data to ensure the enforcement of a standardised policy concerning controlled access (in-band and out-of-band) to files protected by the TRE. The Security Control could embody the implementation of cryptographic methods for such protection and it could also include data/metadata objects such as PINs, ACLs and  key identifiers. Such a Security Control could also control access to assets depending on the state of the M2ME. 
7.1.2.1.2
Summary of Threats and Assigned Risk Levels

The table below presents a convenient summary of the identified threats and the risk levels that have been assigned to them. The analysis of how these risk levels were calculated is provided after the summary.
	THREAT

#
	BRIEF DESCRIPTION
	RISK

LEVEL

	1
	emulating the functions of a legitimate M2ME to obtain the illicit download of MIDs
	critical

	2
	attacking the MID provisioning process to obtain MIDs
	critical

	3
	Use of malicious software in the M2ME or host terminal to obtains MIDs
	critical

	4
	Use of logical or physical attacks against a TRE, to obtains and use a MID or secret keys that enable him to clone a TRE or MIDs.
	major

	5
	Replacing a TRE in a M2ME by another TRE or an emulation
	major

	6
	modifying the functions of a TRE
	major

	7
	attacking the permissions of an installed MID (to get unauthorised service or to steal data or for DoS)
	major

	8
	another MID or malicious software extracts sensitive information from a MID
	critical

	9
	obtaining sensitive information by monitoring interactions between a TRE and the M2ME
	major

	10
	access to TRE or MID functions by masquerading as the legitimate user
	critical

	11
	users lose access to networks, services or personalised data, due to malfunctions of MIDs or of a TRE.
	critical

	12
	Attackers find they can register falsely in order to obtain MIDs
	critical


7.1.2.1.3
Threats and Counter-Measures

Note: in the following analysis, some counter-measures are not unique, i.e. they appear under more than one threat. This is intentional and although it causes some duplication, it is easier to present than, e.g,. a large table of threats and counter-measures.

Threat #1
Description of attack: An attacker emulates the functions of a legitimate M2ME, e.g., by extracting credentials and MIDs from it, replicates them on another item of equipment and in subsequently uses those MIDs to obtain service and uses the replicated credentials to obtain illicit downloads of MIDs.

The effect on the M2ME U/S is that the attacker can obtain service which is billed to the legitimate M2ME U/S and can perform actions which are attributed to the legitimate M2ME U/S. In the use cases (a), (b) and (c) in the present document, which involve M2ME functions in UEs, the attack could amount to identity theft.

Likelihood: 3

Impact: 3

Risk Level: 9 (critical)

Counter-Measures:

1. The M2ME should support at least one TRE. A TRE should be a root of trust for the secure storage and secure execution environment for multiple MIDs and for security-related functions concerned with the provisioning and management of MIDs.

2. A TRE should be a logically separate area in the M2M equipment with hardware support for this separation. 

3. Each TRE should have a unique, authenticable and revocable identity, e.g. as provided by a valid X.509 certificate and associated private key, for proving its authenticity as a true TRE. 

Note: this function is intended for use in bootstrapping the secure provisioning process 

4. The DPF can remotely query the system state of the M2ME, either directly or via the PVA, to ensure that MIDs will be provisioned only in a valid M2ME. This process may also require remote validation of a TRE and also possibly the M2ME platform, before the provisioning of MIDs can proceed.

Editor's Note: methods for remotely validating a TRE are FFS.

5. If the services accessible by using the MID are filtered in the network (e.g. only one APN with restricted IP connectivity allowed), then the incentive to obtain and use such MID and the possible impact are reduced.
Threat #2
Description: an attacker attacks the MID provisioning process to obtain and use MIDs that are not intended for use by the attacker. This includes:

· corrupting or eavesdropping on the on-line provisioning process externally to the M2ME or internally to the M2ME;

· MITM attacks;

· Spoofing one or more of the entities involved in the provisioning process

Likelihood: 4

Impact: 3

Risk Level: 12 (critical)

Counter-Measures:

1. The M2ME should support a secure provisioning process and protocol for authorised service providers to register users for a MID-enabled service and to provision MIDs remotely, in-band. 
2. A secure provisioning protocol is required to transport all components of MIDs, including network-access credentials, from a DPF in the network to the M2ME.
3. In the M2ME, only a TRE should be responsible for assuring the security aspects of the provisioning process, and of the subsequent storage and usage of MIDs, such that sensitive data cannot leak from the provisioning channel to an insecure or unauthorised function within the M2ME. 
4. The provisioning protocol should:

- allow mutual authentication of M2ME (TRE and possibly M2ME platform) and DPF 

- provide for authenticity of origin, data integrity, confidentiality, uniqueness and assurance of freshness. 

- be adequately and demonstrably resistant to known attacks including eavesdropping, replay, DDoS, data corruption, masquerading (as a TRE or as a DPF), MITM; 

- have the capability to securely register a user for the service online;

- support a way for the service provider to provision discrete security control objects (e.g. an ACL) related to the use and management of an installed MID

5. an attacker should be prevented by cryptographic means from interrupting or hijacking a provisioning session

6. A M2ME U/S must go through the registration phase of provisioning in order to obtain a download of MIDs. 

7. If the services accessible by using the MID are filtered in the network (e.g. only authorised services of the legitimate M2ME U/S allowed), then the incentive to obtain and use such MID and the possible impact are reduced.

Threat #3
Description: By use of malicious software in the M2ME or host terminal, an attacker obtains and uses a MID that is not intended for him, either on the same terminal or on a different one.

Likelihood: 3

Impact: 3

Risk Level: 9 (critical)

Counter-Measures:

1. A TRE should be sufficiently secure as to be suitable for the storage and execution of AKA functions which are currently implemented in UICCs.

2. A TRE should support features that are similar to some aspects of 3GPP ME personalisation, e.g. a MID could be locked to a M2ME (and possibly to a TRE) and unable to be replaced by an unauthorised MID. It should not be possible for this feature to be nullified by an unauthorised entity.

Note: The above function is analogous to, but not identical to, SIM-lock. Applicability of 3GPP ME personalisation specifications is FFS

3. A TRE should assure the security of the lifecycle stages of multiple MIDs whether owned by the same or multiple stakeholders.  Such MIDs may be in different lifecycle stages.

4. In the M2ME, only a TRE should be responsible for assuring the security aspects of the provisioning process, and of the subsequent storage and usage of MIDs, such that sensitive data cannot leak from the provisioning channel to an insecure or unauthorised function within the M2ME.

5.  The provisioning protocol should:

- allow mutual authentication of M2ME (TRE and possibly M2ME platform) and DPF

- provide for authenticity of origin, data integrity, confidentiality, uniqueness and time-stamping of messages. 

- be adequately and demonstrably resistant to known attacks including eavesdropping, replay, DDoS, data corruption, masquerading (as a TRE or as a DPF), MITM; 

- have the capability to securely register a user for the service online;

- support a way for the service provider to provision security controls related to the use and management of an installed MID

6. If the services accessible by using the MID are filtered in the network (e.g. only authorised services of the legitimate M2ME U/S allowed), then the incentive to obtain and use such MID and the possible impact are reduced.

7. The PVA should be able to validate the authenticity and integrity of the M2ME (and the TRE) on behalf of a requesting entity such as a SHO or a DPF. The security properties of this validation of the M2ME shall be guaranteed by the TRE 
Threat #4
Description: By use of logical or physical attacks against an instance of a TRE, an attacker obtains and uses a MID that is not intended for him or obtains secret keys that enable him to clone a TRE or MIDs.

Likelihood: 3

Impact: 3

Risk Level: 9 (critical) 

Counter-Measures:

1. The design and implementation of a TRE should provide a proven degree of protection against physical and logical attacks against objects including cryptographic keys, datafiles and security-related executable code. This includes direct monitoring of components and their interfaces and side-channel attacks. 

Editor’s note: the precise method of specifying and assuring the “proven degree of protection” offered by a TRE is FFS.

2. Logical interfaces to a TRE should be usable only under the control of an entity which is authorised to communicate directly with a TRE. 

3. Use of logical interfaces to a TRE should not compromise the confidentiality, integrity or availability of the MIDs or of a TRE. 

4. A TRE should support and enforce its own security policy

5. If the services accessible by using the MID are filtered in the network (e.g. only authorised services of the legitimate M2ME U/S allowed), then the incentive to obtain and use such MID or secret and the possible impact are reduced.

Threat #5

Description: an attacker replaces a TRE in a M2ME in order to commandeer use of that M2ME and/or its host terminal. The replacement TRE may be a real TRE or an emulation

Likelihood: 2

Impact: 2 (or possibly 3, if the detailed method of attack is widely publicised)

Risk Level: 4 or 6 (major) 

Counter-Measures:

1. Security-critical elements of all TREs should be pre-provisioned in a secure, out-of-band facility.

2. A TRE should have its own embedded, unique identity that is typically associated with the identity of the M2ME platform that, where used, is also embedded in a TRE. A TRE should be capable of securely authenticating those identities to the issuing authorities using standardised protocols. The issuing authorities can validate a TRE's identity as being that of a valid, issued, TRE and M2ME. Those identities are embedded as part of a physically secure, out-of-band process that takes place before the M2ME is issued. 

3. Provisioned MIDs and the messages used to provision the MIDs should be securely bound and mapped to the identity of the TRE for which they have been issued.

Note: this may be achieved by ensuring that cryptographic tokens used to remotely provision or manage MIDs are cryptographically bound to that TRE's identity 

4. The provisioning function should ensure that MIDs are delivered only to the correct, valid and authentic TRE/M2ME. This implies that the DPF can authenticate a TRE and that the phases of the registration and provisioning sessions are bound together and to a TRE by cryptographic means.

5. The DPF can remotely query the system state of the M2ME, either directly or via the PVA, to ensure that MIDs will be stored only in a valid M2ME. This process may require remote validation of a TRE and also possibly the M2ME platform, before the provisioning of MIDs can proceed. 

6. The PVA can validate the authenticity and the integrity of the M2ME and the TRE. The security properties of this validation of the M2ME shall be guaranteed by the TRE.
Note: all M2ME-internal functions required to support the PVA to perform this task should be performed within the M2ME’s TRE

Editor's Note: methods for remotely validating a TRE are FFS

Threat #6

Description: an attacker modifies the functions of a TRE in order to perpetrate a DoS attack or to control the functions or behaviour of a TRE to his advantage.

Likelihood: 2

Impact: 2 (or possibly 3, if the detailed method of attack is widely publicised)

Risk Level: 4 or 6 (major)

Counter-Measures:

1. Logical interfaces to a TRE should be usable only under the control of an entity which is authorised to communicate directly with that TRE. 

2. Use of logical interfaces to a TRE should not compromise the confidentiality, integrity and availability of the MIDs or of a TRE. 

3. a TRE should support and enforce its own security controls 

4. Changing or upgrading of the access control-related firmware of a TRE should be possible, using a secure channel and only by an authorized remote management system, which may be under the control of the entity that is responsible for ownership of that TRE. The identity of controlling entities for each of a TREs in a M2ME should be specified in a global security controls that are embedded in the M2ME and in protected storage in the M2ME E/S’s TRE (or if stored external to a TRE, then by cryptographically secured storage),. In order to remotely modify an identity, authorisation by appropriate entities, including the stakeholder owner of a TRE whose identity is to be modified, as well as appropriate M2ME U/S, may be required.

5. Any tampering with a TRE or its functions of the M2ME protected by a TrE should be detected by that TRE itself. Detection of anomalies should result in that TRE entering an un-trusted state and should result in shutdown of that TRE.

Threat #7

Description: an attacker modifies or defeats the permissions to access an installed MID e.g. in order to obtain unauthorised service or to gain access to private data stored with or in a MID or as a DoS attack (i.e. disabling it or de-selecting it)

Likelihood: 2

Impact: 3 if the attack becomes distributed and/or or publicised and/or if the private data gained is sensitive or of monetary value.

Risk Level: 6 (major) 

Counter-Measures:

1. A TRE should assure the security of the transition of a MID through its lifecycle stages, according to instructions from the stakeholder (typically the SHO) that authorizes such lifecycle transition, and/or according to the MID's and/or TRE's security controls. 

2. Where the M2ME U/S has a subscription relationship with a particular SHO, a TRE should provide certain user access control functionality for managing MIDs belonging to that SHO. How a TRE may control access to the user-related functions of  MIDs (e.g. providing file system for user data, for example) should be defined globally in that TRE according to security controls specified by the M2ME E/S. It may also be further defined by individual security controls specifiable by the M2ME U/S and/or the SHO. 

3. On behalf of the SHO, a TRE should store, monitor and enforce MID-specific security controls that may be a component of a MID. MID security controls should include MID functions that the M2ME U/S cannot over-ride and may also include functions which the M2ME U/S can over-ride. Over-riding of a security control by the M2ME U/S should be performed by the M2ME U/S issuing an authorized command. Such authorized command may also require the M2ME U/S to authenticate itself to a TRE. 

Note: examples of security controls which the user should not be able to over-ride are those which relate to the lifecycle management and operational use of an SHO’s MID. An example of a user-over-ride-able security control is the phonebook, where the M2ME U/S may wish to over-ride the security controls that were set by the M2ME supplier, so as to prevent remote access by the M2ME supplier to phonebook entries.

4. On behalf of a M2ME U/S, a TRE should store, monitor and enforce such MID management security controls as may be specified by the M2ME U/S 

5. A TRE should provide suitable, secure mechanisms for the SHO to validate the integrity of MIDs that the SHO owns. 

6. Where permitted by security controls of e.g. the SHO, a TRE should support a secure discovery service by which another entity, such as a DRF, can ‘discover’ the identifiers and lifecycle status of MIDs that are loaded on that TRE.  

7. A TRE should support the remote upgrade/update of SHO’s MIDs, but only after authorization from the SHO and, where applicable, only if permitted by the security controls of the MID, and/or the M2ME E/S, and/or the M2ME U/S.

8. In the M2ME, only a TRE should be responsible for assuring the security aspects of the provisioning process and of the subsequent storage and usage of MIDs.

9. The same provisioning function can also be used for de-provisioning and/or updating MIDs, to support the complete MID lifecycle management process. 

10. The provisioning protocol should enable the M2ME to verify that management instructions come from a valid source.

11. The M2ME should support the use of standardised, trusted protocols for upgrade/update of MIDs  Examples could be OMA DM, OTA RFM and OTA RAM
Threat #8

Description: another MID or malicious software extracts sensitive information from or corrupts a MID either in error or in order as an attack.
Likelihood: 3

Impact: 3

Risk Level: 9 (critical)

Counter-Measures:

1. A TRE should provide logical isolation for the environments in which the MIDs of different stakeholders are stored and executed.

2. If a TRE permits MIDs it manages to interact or share a specified set of its functions with another MID managed by the same TRE, this should be allowed only where that is permitted by the security controls of the MID that is being requested to share its functions and only where both MIDs are in the “activated” lifecycle state and where such MIDs belong to the same stakeholder. That TRE should verify that commands and responses between such MIDs are origin-authenticated.

3. a TRE should be able to support and enforce the security controls of MIDs. 

4. On behalf of a M2ME U/S, a TRE should store, monitor and enforce such MID management security controls as may be specifiable by the M2ME U/S.

5. Interfaces to a TRE should be usable without compromising the Confidentiality, Integrity and Availability of the MIDs or of that TRE. 

6. a TRE should assure the security of the transition of  MIDs through their various lifecycle stages.

7. a TRE should maintain a registry of the MIDs that it manages, including information about their current lifecycle and security status. 

8. The executable code of a MID should be integrity checked by a TRE at boot time and whenever a TRE is reset and optionally at the start of each session with that MID. Detection of anomalies should result in the MID entering an un-trusted state and the MID should be permanently blocked.
Note: the procedure for re-establishing the service enabled by a MID which has been blocked in this context are FFS.
Note:  whether it is also necessary to check the integrity of the file system on a MID is FFS. 
9. A TRE may provide a secure audit record of its transactions. Records would typically be protected against unauthorised access

Threat #9

Description: an attacker obtains sensitive information by monitoring interactions between a TRE and the M2ME.
Likelihood: 2

Impact: 2
Risk Level: 4 (major)

Counter-Measures:

1. A TRE should not reveal its authorisation values to any other functions on the M2ME. 

2. Interactions between a TRE and any other trusted components in the M2ME should take place over secure channels.

3. Operations that require secure communications with a TRE should not take place in untrusted components of the M2ME or the host terminal.

4. If the services accessible by using the MID are filtered in the network (e.g. only authorised services of the legitimate M2ME U/S allowed), then the value of the information gathered this way by the attacker may be of much lower interest to the attacker.

5. Interactions between a TrE and another component in the M2ME that is not trusted should be designed so that these interactions do not contain any sensitive information and should assume compromise of the non-trusted component.

Threat #10

Description: an attacker gains access to TRE or MID functions by masquerading as the legitimate user
Likelihood: 3

Impact: 3, if publicised

Risk Level: 9 (critical)

Counter-Measures:

1. A TRE should be able to perform user authentication and access control for single or multiple users, where relevant to the use case for that type of M2ME.or should be designed so that no user authorisation is required for correct operation.

2. a TRE should support user authentication services, where required by MIDs and where user authentication is necessary.

3. A TRE should allow a MID to invoke its own M2ME U/S authentication process, using, for instance, an application-specific credentials such as password or certificate, specified by the MID’s security controls.

4. Monitoring of interactions between a TRE and one of its users should be prohibited unless explicitly permitted by the user. Such permission should require user authentication.

5. Transfer of credential values from e.g. credential entry devices or smart card reader to a TRE should be protected from eavesdropping, e.g. by a secure tunnel that provides at least confidentiality and anti-replay. 

Editor's Note: counter-measures 4 and 5 above should be reviewed against the cost-penalty of implementing them and is FFS.
6. A TRE should block itself or a MID after n consecutive incorrect entries of its own or the MID’s credential, respectively. This should disable all trusted applications and functions for which that credential is an access condition. 

7. As a default policy, a TRE should not accept authentication attempts from a remote M2ME U/S, except where such commands are allowed under that TRE’s security controls and are embedded in secure, standardised, protocols (e.g. OTA) that are compatible with the TRE, and which originate from a remote security server. This will ensure that a remote attacker is not able to lock the platform by intentionally providing invalid authentication credentials to it. 

8. void.

 
Editor's note: 
The above item is void as otherwise the numbering would be confused, since there is cross-referencing in the TRE functionality section. This needs to be corrected.

9. If user authentication is supported, a TRE should be capable of supporting a monotonic timer that is protected from tampering which will set the user authentication status to non-verified after a specified period of inactivity. This may be required by security controls of specific MIDs. 

10. A TRE should be configured with M2ME U/S authentication parameters (multi-factor preferred). On booting or rebooting the M2ME, a TRE should force authentication of the M2ME U/S before the M2ME U/S is allowed to use the device’s functionality to whose access is controlled by that TRE. Alternatively, the authentication could be invoked only when a functional part of a TRE is invoked, in which case, the authentication status should then persist for the duration of the user-TRE session and should apply to all applications under that  TRE’s control.

Note: the M2ME U/S may be a consumer or a remote administrator, depending on the nature of the use case.

Note: which of the alternatives in counter-measure 10 above should be supported is FFS.

11. A TRE should not allow a M2ME U/S to reduce the user-authentication protection of that TRE below an acceptable security level specified in the global security controls of that TRE. For example, the M2ME U/S may not disable the credential verification process if the TRE’s security controls prohibit that

Note: the above counter-measure is FFS, from the viewpoint of ease-of-use vs. security, since with a hardware UICC, the user can suspend the credential verification process that applies to SIM/USIM functions.  

12. Only a TRE should be responsible for the security aspects of managing M2ME U/S’s access to MIDs’ usage and management functions.

Threat #11

Description: a user loses access to networks and services and/or loses personalised data, due to a malfunction or erasure of a MID or a malfunction of a TRE’s firmware.
Likelihood: 3 

Impact: 3 (the M2ME E/S’s business would suffer if prominent people lose their service access or data)

Risk Level: 9 (critical)

Counter-Measures:

1. It should be possible for an authorised entity to reset a TRE’s MID management functions to factory settings and for users to re-establish their access to that TRE and to MIDs

Note: a secure backup service for sensitive credentials, e.g. Ki, is regarded as impractical to implement.
Threat #12

Description: attackers find that they can register using a stolen or as yet un-registered identity in order to obtain MIDs.

Likelihood: 3

Impact: 3

Risk Level: 9 (critical)

Counter-Measures:

1. The registration procedure must be trust-worthy. How this is achieved is out of scope.

2. The provisioning process should be securely bound to the registration.
7.1.2.2
Alternative 2: UICC based solution without remote subscription provisioning and change

Editor' Note: To be completed.

7.1.2.3
Alternative 3: UICC based solutions with remote subscription provisioning and change

7.1.2.3.1
Alternative 3a: Ki transfer method

7.1.2.3.1.1
Introduction

The descriptions of the attacks and the assessment of their likelihood and impact assume the lack of any security counter-measures. The risk analysis is therefore for a theoretical unprotected system and this allows the required counter-measures to be identified.
The security solutions described in the present document assume an implementation of the countermeasures described in this section.

7.1.2.3.1.2
Summary of Threats and Assigned Risk Levels

The table below presents a convenient summary of the identified threats and the risk levels that have been assigned to them.

Editor’s note: The solution as described in Network Architecture Alternative 3 does not assume the use of standardised  UICC (but possibly with new form factor) and standard OTA procedures. It states “This mechanism is independent on choice of implementation of USIM, be it UICC-based or not. It is thus also independent on any assumptions on tamper resistance”. Therefore, many of the threats described for Network Architecture Alternative 1apply equally to this alternative and should be included or referred to.
Editor’s note: An additional threat to be considered is “obtaining sensitive information by monitoring interactions between the old NO and the new NO”. This should be included because of concerns of NOs about exposing Ki to a third party in network architecture alternative 1.
Editor’s note: the likelihoods expressed in the analysis below should be re-examined and possibly increased, to include the possibilities of (i) one or both of the NOs being un-trustworthy and (ii) the two NOs having an adversarial relationship.

Editor’s note: references to the use of OTA to download new subscriber keys to the UICC (threats 2 and 4) should be re-examined and/or removed, since this is inconsistent with the principles of this network architecture alternative and is not possible with today’s UICCs.
	THREAT

#
	BRIEF DESCRIPTION
	RISK

LEVEL

	1
	Original MNO refuses to assist in transferring subscription to new MNO
	minor

	2
	Original MNO attacks old subscribers after they have been transferred to new MNO
	minor

	3
	New MNO eavesdrops on subscribers’ traffic with old MNO (before they have been transferred to new MNO). 
	minor

	4
	Users lose access to services, due to malfunctions in transferring subscribers from old MNO to new MNO.  
	minor


7.1.2.3.1.3
Threats and Counter-Measures

Threat #1
Description of attack: Original MNO refuses to assist in transferring M2M users to a new MNO that the subscriber has chosen.  The original MNO could claim any motive, like having lost credentials for the actual user.  The effect on the M2ME U/S is difficulty to smoothly change operator. 

Likelihood: 1

Impact: 2

Risk Level: 2 (minor)

Countermeasures:

6. The M2M subscriber must have a tight contract with the MNO to force the current one to cooperate with the new one, when the subscriber wants to change operator. The contract may have clauses to protect the MNO as well. Only under agreed conditions shall MNO change be possible. A standard contract for the M2M area could be developed to support the M2M business area. Liability clauses can be part of the contract.

Threat #2
Description: Original MNO attacks old subscribers after they have been transferred to new MNO.

As the old MNO knows credentials like the subscriber key of the transferred subscriber, he is able to eavesdrop on the traffic for this user in the future.  The old MNO may also use a false base station to attract the user and divert and/or eavesdrop on his traffic. Furthermore the old MNO may masquerade as the user towards the new MNO. 

There is a substantial risk for bad will or repercussions if it should be discovered that an MNO is recording traffic belonging to other MNOs.

Also note that M2M service profiles as a rule are heavily restricted, with typical limitations like: on traffic type (e.g. only GPRS), on volume (e.g. one SM /month), on called number (e.g. only to fixed service center, not international etc.), on serving networks (e.g. roaming not allowed) etc. This heavily reduces the potential for meaningful fraud, thus reducing likelihood for this particular threat.

Likelihood: 1

Impact: 3

Risk Level: 3 (minor)

Countermeasures:

8. The new MNO may change subscriber key by OTA procedure to minimise the risk for eavesdropping and masquerading. 
9. The new MNO may later change IMSI for his new users by OTA procedure to make it more difficult for old MNO to locate and identify the transferred users in the new MNO network. The IMSIs used in the transfer process may thus be regarded as temporary ‘dummies’ used only for the migration period.
10. The new MNO may monitor the new users’ traffic with use of a fraud detection system to detect any anomalies. 
11. Severe rules may be stipulated in contracts to discourage old MNO to keep any records of old credentials. This can be supported by liability clauses and possibly even with third party inspections.  

Threat #3
Description: New MNO eavesdrops on subscribers’ traffic with old MNO (before they have been transferred to new MNO). The attack assumes that the new MNO ‘proactively’ has monitored and recorded users’ (encrypted) traffic with old MNOs. After they have been transferred to the new MNO he may use the now divulged subscriber keys to decrypt and read the previously recorded traffic. It may be a hard problem for the (potentially new) MNO to find in advance the potentially interesting terminals with a current MNO. Historic M2M traffic probably does not have sufficiently interesting content to motivate preparing for ’post-eavesdropping’. There is a substantial risk for bad will or repercussions if it should be discovered that an MNO is recording traffic belonging to other MNOs.

Likelihood: 1 
Impact: 1

Risk Level: 1 (minor)

Countermeasures:

8. Any recording of competing MNOs’ traffic should already be forbidden by most national jurisdictions. However, it could be further stressed in contracts between M2M subscribers and MNOs that any such recording leading to potential, subsequent eavesdropping, after keys have been transferred, is strictly forbidden. 

Threat #4

Description: Users lose access to services, due to malfunctions in transferring subscribers from old MNO to new MNO.  This could happen if the change of IMSI somehow fails and the modified USIM is not known or ‘reachable’ for either old or new MNO. Also if the new MNO decides to change subscriber key and/or IMSI using the OTA procedure after the transfer a similar problem may result if the process goes wrong. 
Likelihood: 1
Impact: 2 

Risk Level: 2 (minor) 

Countermeasures:

7. The administrative procedures and document for transferring keys between operators must be well defined and secure.

8. A common M2M profile for the Milenage authentication algorithm should be specified and be implemented in all USIMs dedicated for use in the M2M area. (Alternatively old MNO would have  to give his Milenage parameters to new MNO)

9. It has to be specified which USIM parameters, if any, need to be deleted or modified by old MNO in connection with transfer. Likewise it has to be investigated if any USIM parameters must be modified or inserted by new MNO.  Access control conditions for read/write must be set accordingly for all relevant EF and for all USIM dedicated for use in the M2M area. 
7.2
Security comparison of UICC and non-UICC approaches


Editor' Note: Comments and original text have to be merged to make a consistent section.

7.2.1
General

Due to issues identified in section 4.1.2, there is a need to have a M2M equipment providing:

· secure execution environment 

· secure storage, 

· tamper-resistance 

Moreover, it should be possible for operator or third entity to check that all those requirements are together satisfied by the M2M equipment.

7.2.2
M2M equipment with UICC

The smart card is a tamper resistant device. It has a primary role of storing credentials and performing sensitive cryptographic computations. The smart card contains hardware and software countermeasures to protect against invasive and non-invasive attacks performed to retrieve secrets and obtain sensitive data during execution of computations. For example the smart card contains physical encapsulation of critical circuitry.  

Certification, such as Common Criteria, is a means to guaranty a security level for an execution environment. Smart card industry is familiar with certification processes since certification is often mandated in banking to guaranty security. 
Comment: This is true, but actually the vast majority of SIM cards are NOT Common Criteria certified.

Smart card benefits from rich experience to provide security and to resist against software and hardware attacks, e.g. banking, identity, wireless communications…

Consequently, UICC in M2M equipment is a tamper-resistant device providing secure execution environment and secure storage for M2M equipment. 

7.2.3
M2M equipment without UICC

In case of M2M equipment without UICC, there is a need to secure the M2M equipment. 

The following issues can be identified to secure part of the M2M equipment without UICC:

· What are the boundaries of the part of the M2M equipment to secure? 
Comment: This can be described.  A secure execution environment is certainly required and this, and attendant hardware and software, can help define the boundary.

· How to describe the means to secure the part of the M2M equipment in order to provide secure storage and secure execution? 
Comment: We note that many new phone processors have secure execution environments, for example TI M-shield and ARM Trustzone processors.  There are phones of the market now supporting secure execution environments. There have been phones supporting hardware enforced secure storage for a number of years now 

· By means of requirements on the M2M equipment? Or by means of specifications defining the security mechanisms to be implemented in the M2M equipment?
Comment: A high level security architecture and some security requirements can do this. Essential components of such security requirements for a tamper-resistant trusted environment in a phone are relatively well-known too, and are expected to be incorporated into the TR relatively easily in the near future.
· In case that there is no specification of the security mechanisms to implement:

· What will be the level of confidence in the countermeasures of the solution against software and physical attacks? All M2M equipments may not secure the same functions. Generic tests could not be applied. 
Comment: The same is true for smartcards – there are NO security requirements on smartcards standardised in 3GPP at all, the only thing giving confidence is the fact that the operator chooses his smartcard supplier.  We can have a similar approach for USIM on M2M terminals – if an operator does not like a certain terminal type, they don’t accept its USIM as valid.  The draft architecture in 33.812 would allow for this. In the smartcard world, implementation is not specified by 3GPP or ETSI, but the secure protocols for remote management are and this could include adoption of the specifications of other bodies such as Liberty Alliance and OMA. It is the province of other industry and inter-industry bodies to specify things such as CC protection profiles, if required. OMTP also provides some very comprehensive requirement specifications for such secure execution environments.
· M2M equipments would not have the same level of security
Comment: UICCs do not all have the same level of security either.

· In case that a certification is required:
Comment: This section assumes that Common Criteria is the only form of certification – this is not the case.  There are valid models for self-certification to agreed robustness rules as is done for terminals supporting Digital Rights Management (DRM) technology

· What will be the scope of the target of evaluation of the solution to secure part of the M2M equipment without UICC?
Comment: Taking the term “target of evaluation” loosely, a TOE could be semi-formally defined for the secure execution environment on a processor supporting this, and attendant s/w and h/w (e.g. the secure boot mechanism on the terminal)

· Do Protection Profiles exist for this type of solution?

· What is the expertise of companies providing the solution to perform certification of this type of solution?
Comment: Terminal manufacturers that engage in either government products or in products supporting strong DRM have experience in evaluating products for robustness of implementation.  In addition, such expertise can also be brought in by recruitment or by professional services.

· What is the level of security of the secured part of the M2M equipment against software and physical attacks compared to the security level offered by the other solutions, and in particular those which are UICC-based? 
Comment: We believe that terminals with an integrated USIM solution can meet the required levels of security.  Further, we do not see that there is any reason why the terminal cannot in principle be made just as secure as a UICC. With respect to some forms of side channel attack, e.g. power and timing analysis, the integrated USIM solution may well provide more resistance than a UICC due to the higher number of contemporaneous processes masking critical cryptographic opearations

· If the selected solution to protect a part of the M2M equipment relies on the addition of a specific hardware element to M2M equipment, what is the benefit compared to UICC-based solutions? 
Comment: The addition of specific hardware elements may not be required.  However, even if it is required, the solution would have the advantage over UICC-based solutions of not exposing a physical UICC-ME interface that could be attacked.  The solution is also likely to have other advantages, e.g. cost, power consumption, provisioning efficiency, size. In some implementations, an advantage is that it does not require the terminal to support a physical UICC interface. There are use cases in TR33.812 that describe terminals that would not be supplied with a UICC connector as standard

7.2.4
Security Assurance for USIM application integrated into M2M terminal
Editor’s note:
Corrections and clarifications are needed to this sub-section to align it with the rest of section 7.
Traditionally USIM applications have been required to be instantiated within a removable UICC.  Operators buy and own the UICCs of their subscribers and can therefore impose their own requirements on their UICC suppliers.  Apart from the occasional security failing (e.g. the weak COMP-128 algorithm) this model has served operators well and it is to be expected that there will be some concern at the suggestion that the USIM application could be integrated into the M2M equipment itself (an M2M equipment that will not be owned by the operator) instead of in a UICC.  One of the major concerns that operators have with the USIM application being integrated into the M2M terminal (with “an integrated USIM”) is that the integrated USIM will not be as robust as a USIM within a UICC.  Operators also have concerns for reasons other than security and these reasons must also be taken into account.
This sub-section examines methods whereby operators could be given assurances that integrated USIMs are indeed sufficiently robust.

The methods by which operators are given assurance about the robustness of their UICCs is first examined.  The following points can be made:

1. Security assurances are gained because the operator chooses their UICC supplier and can therefore choose a supplier that meets the operator’s security requirements.  Since operator revenues will suffer if the UICC security is broken, the operator has an incentive to choose a reputable and competent supplier.

2. If the supplier turns out not to be reputable and competent, the operator can move, with a certain delay, to an alternative supplier.

3. Further, the operator may choose to have a very small number of UICC suppliers and can therefore spend a reasonable amount of time auditing each supplier, or alternatively requiring the supplier to get themselves audited against an agreed standard, such as the GSMA Smartcard Supplier Accreditation System.

4. Finally, UICC suppliers generally release new products at a lower rate than terminal suppliers and have a smaller range of platforms on which UICCs are built than most terminal suppliers.  There is therefore a relatively small range of UICCs and UICC platforms and again this gives the operator the chance to spend some time examining each candidate 
5. Further, the UICC is a system with relatively limited complexity when compared with MEs. Therefore, it can be assessed for security and robustness with less effort than that which would be required for an M2ME. Even though UICCs are growing more complex, they are likely to remain less complex than an ME).

There seem to be two forces at work here:

a Market forces, in that operators have an incentive to choose good UICC suppliers or their revenues will suffer, and that operators can reasonably easily change bad UICC suppliers, and UICC suppliers therefore have an incentive to produce robust UICCs or they will not be chosen by operators

b The opportunity for due diligence (because of the relatively small number of UICC platforms) and audit, which operators may choose to carry out themselves (because of the relatively small number of UICC suppliers), or require their suppliers to get themselves audited to

It might be thought that these two methods do not give operators assurance if the USIM application is integrated into the terminal, for the following reasons:

· The operator does not own the M2M terminal and cannot therefore impose their own security requirements on the M2M terminal supplier

· As the operator does not own the M2M terminal, operator market forces cannot be used to safeguard standards of security

· There are more terminal suppliers than smartcard suppliers, and terminal suppliers typically have more frequent update of products and platforms that smartcard supplies do.  There is therefore too large a range for the operator, or any entity, to carry out sufficient due diligence on the terminal suppliers or their products and platforms.

However, the following points can be made in response:

6. Although the operator may not be the final owner of an M2M terminal with an integrated USIM, the operator may choose to use their expertise in terminal sourcing on behalf of final owners and so be a distributor of such terminals, i.e. buy these terminals themselves and then sell onto the final owners in the same way that many operators today are distributors of consumer terminals.  Operator market forces can in this way be brought to bear on the M2M terminal market.
a However, it should be noted that the UICC is primarily a security device, and security can be a very significant factor in purchasing decisions.  The M2M terminal is not primarily a security device and security cannot therefore be such a significant factor.

b Further, operators will not be the only purchasers of M2M terminals.  There may be some very significant non-operator purchasers of M2M terminals such as those within the automotive industry.  Operator market forces may not in reality be that significant.

c Finally, its clear that the operator is no longer in sole control of the security of their USIM applications via direct relationship with their UICC providers, and that the operator is now dependent on other entities, including other operators, equipment suppliers and possibly certification agencies.

7. Although the operator may not be the owner of the entire M2M terminal, it may become a sole ‘owner’ of certain functionality (an “operator compartment”) – such as one that manages and performs integrated USIM functionality - of the M2M terminal, by use of available technologies (e.g. the trusted mobile platform technology from TCG [see e.g. the Mobile Reference Architecture and Mobile Trusted Module specifications at https://www.trustedcomputinggroup.org/specs/mobilephone/ and the Global Platform Device Application Security Management, at http://www.globalplatform.org/specificationsdevice.asp). The operator who has ownership of the integrated USIM functionality can exclude interfering actions on it by any other stakeholder of the M2M terminal. 

a However, the feasibility of operator controlled M2ME functionality is yet be studied or proven if the M2ME has to support multiple operator compartments or if transfer of control of an operator compartment from one operator to another is required.

8. There are technologies (such as those described within TCG specifications) available that enable the operator to audit the trustworthiness (e.g. authenticity and integrity) of software responsible for all or selected functionality (such as the application and USIM security functionality) in a remotely located terminal during the time of its deployment. Use of such technologies can increase the operational trustworthiness of the M2M terminal.

9. Although the present number of consumer terminal suppliers is more than the number of smartcard suppliers, M2M terminals may be a niche market with fewer suppliers.

10. Further, although the number of consumer terminal suppliers is relatively large, the number of terminal hardware suppliers is actually quite small, and this is also likely to be the case for M2M terminals.  If the architecture of M2M terminals with integrated USIMs is designed so that the security of the integrated USIM application mainly or totally depends on certain isolated portions of the terminal hardware, e.g. a hardware-embodied Trusted Environment (TrE) within such terminals, then this further reduces the number of entities that an operator or other relying party needs to conduct very detailed due diligence upon (though the requirement to still audit the final terminal supplier is admitted),

11. Requirements for terminal supplier audit can be used (as they often are on smartcard suppliers) as can requirements on the robustness of the terminal implementation, in the following way:

a The M2M terminal, and especially the TrE within such a terminal, can be required to authenticate itself (as Alternative 4) requires), e.g. by means of a public key certificate.  There could be a central body overseeing issuance of such certificates (though not perhaps issuing them itself) and imposing requirements on terminal suppliers or the suppliers of TrEs, if the TrE is a physically discrete component.

b Operators or other USIM-issuing entities could be required to refuse to issue USIM applications into terminals that do not have a certificate from the PKI of this overseeing central body.

c The requirements imposed by the central body could include the terminal supplier  (and TrE supplier, if applicable) having successfully passed an audit on their processes.

d These requirements could also include security requirements on the robustness of the terminal implementation that the terminal supplier self-certifies to (“robustness rules”).  If it is found that M2M terminals from a supplier do not in fact meet the security requirements, then measures could be imposed on the terminal supplier in order to ensure corrections are made as soon as possible.

e However, it's not clear which entity would take on this central role nor what the infrastructure requirements would be.  The cost of running this infrastructure may result in the overall cost of the integrated M2M-USIM option being greater than the cost of using UICCs.  There may be difficult legal issues.

By these means it seems that the power of market forces and of audit and due diligence, the chief means by which security standards are upheld for smartcard suppliers, can also be used with respect to suppliers of M2M terminals.
7.3
Evaluation against criteria

Editor's Note:
This section should include evaluation of candidate solutions against criteria in section 4.
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