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1
Decision/action requested

This contribution provides some additional background to some CRs proposed for TS 33.401. It should be reviewed in conjunction with these CRs. 
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Rationale

The procedures for handling of NAS security contexts at idle mode mobility and handover from GERAN/UTRAN to E-UTRAN are currently not complete, inconsistent in TS 33.401 and inconsistent with TS 23.401. This contribution highlights these areas and makes proposals to correct, complete or align the procedures as appropriate. The actual changes are in the corresponding CRs, S3-090175, S3-090176, S3-090178 and S3-090179. It should be noted thatn some of the CRs overalp and may need to be reworded or combined if more than one is accepted. They are presented separately as it was felt easier to discuss each proposed change that way.  
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Detailed proposal

The use of the term cached to describe security contexts in TS 33.401 [1] is inconsistent for EPS and UTRAN/GERAN. For EPS, cached is used to describe a security context that was created from a run of EPS AKA (see clause 6.3). In UTRAN/GERAN, the cached is used to describe an already exisiting security context that could have resulted from a run of UMTS AKA or been mapped from an EPS security context (see clause 9). It is proposed to add a new term “Native EPS security context” to describe an EPS security context, whose KASME results from a run of EPS AKA. The CR in S3-090175 contains these changes.
For an idle mode TAU procedure that causes a change of MMEs, the details given in clause 6.1.4 of fetching the EPS security context and authentications vectors are incorrect. The correct procedure should be the following: The TAU message is integrity protected by the current NAS security context. The new MME sends the entire TAU message to the old MME to check the integrity protection of the message. If integrity protection fails then the old MME does not send the UE context to the new MME, but just reports a failure (see step 5 in clause 5.3.3.1 of TS 23.401v8.4.1 [2]). The CR in S3-090176 contains these changes. 

The procedures in clause 9.1.2 for idle mode mobility from UTRAN to E-UTRAN are not complete. It says nothing about the whether the new MME is allowed to fetch a previously stored EPS security context from old MME or not. This is explictly allowed after handover but not stated for the idle mobility case. It is proposed to add this possibility to the text and perform it in the same way as fetching a context from an old MME as described above. In this case, the new MME only need to retrieve the security information from the old MME. The clause also has some redundant text and a re-write to remove this is proposed. The CR in S3-090178 contains these changes.
As noted above, after a handover from UTRAN to E-UTRAN the new MME may fetch a previously stored EPS security context from the old MME. This can not be done in a way that is consistent with the method used in inter-MME idle mobility or the one proposed above for UTRAN to E-UTRAN idle mobility as the TAU request in this case is protected with the mapped security context (and not the one that is being fetched). There seems to be two possibilities to achieve this fetching;

1. The UE includes some optional IEs in the TAU message to carry the NAS uplink counter and NAS MAC that would have been used if the TAU message had been sent protected by the stored NAS security context. The new MME can then replace the actually used uplink counter and the NAS MAC and send this message to the old MME to request the stored NAS security context.
2. The new MME requests the stored security context from the old MME. In the request the new MME includes the IMSI and GUTI and also indicates that it has authenticated the subscriber via the mapped security context. The previous MME returns the security context if it can find it based on the received IMSI and GUTI.
The disadvantage of the first proposal is that it requires additional information elements in TAU messages. The second proposal has the advantage that it does not require any changes to the existing TAU procedure, but does require either a new message or changes to an exisiting message between the MMEs. Either of the two changes to the inter-MME signalling seems to be relatively straightforward compared to the first proposal. Hence it is proposed that this solution is added to the specification. The CR also clarifies that the UE and MME should not delete the mapped security context until all of the key change on the fly is completed not just the NAS SMC. The CR in S3-090179 contains these changes. 
