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*** BEGIN CHANGES ***
5.2
Session Start

A session is considered started in one peer when a GPL Security Association (SA) is configured. For the NAF, this means that the session shall be considered initiated as soon as it has received the GPI from the BSF and configured the NAF SA (see [3]) and corresponding GPL-SA. For the UE, the session shall be considered started when it has received a GPI and configured its GPL-SA.

In addition to the GPI, the GPL module needs to get GPL policy information for the session, e.g., which encryption and integrity algorithms to use etc. The policy information may be decided by the application itself or by some other management entity. 
When a GPI is delivered together with a GPL message (combined delivery), the sender shall choose the policy to use for the downlink messages and it shall be included in the GPL message. The NAF shall in this case chose a cipher suite for downlink GPL messages, life-time for the NAF SA (and hence implicitly for the downlink and possible uplink GPL-SA), SAID for the downlink GPL-SA and SAID for the uplink GPL-SA (if required) etc, and the UE shall (in case an uplink is present) choose the cipher suite for the uplink. It is recommended that the UE choses the same cipher suite for the uplink as the NAF chose for the down link.
5.3
Session Termination

Sessions are not explicitly terminated, i.e., there is no specific GPL message for closing a session. A GPL-SA life time is kept by each peer and when that time is reached, the GPL-session is over and the NAF-SA, corresponding downlink GPL-SA and corresponding uplink GPL-SA (if it exists) shall be deleted. 

Editor's Note: It is FFS what the lifetime of the session shall be. It could, e.g., be the same as the lifetime for the Ks or the Ks_(ext/int)_NAF.
5.4
GPL Security Association

A GPL security association (GPL-SA) is the data kept by each peer required for processing of either inbound or outbound GPL messages. That is, in case there is a bi-directional communication link, each peer shall keep two GPL-SAs, one for the inbound traffic, and one for the outbound traffic.
The GPL-SA shall be derived from a NAF SA (see TS 33.223 [3] for further information on NAF SAs). A GPL-SA shall be deleted by the NAF and the UE if the corresponding NAF SA is deleted and vice versa.
Each GPL-SA shall be associated with an identifier, the SAID, which shall be unique for each GPL-SA within the GPL module. This means that the same SAID refers to two different GPL-SAs if one of the GPL-SAs is inbound (at the receiver) and the other is outbound (at the sender). 

The GPL-SA contains at least the following items:
SAID:  An identity which uniquely identifies the GPL-SA with the GPL-module.
Master key:  A 256-bit key used as master key for the key derivations of integrity and encryption keys. 
SN_h: The highest received sequence number received in an integrity protected GPL message used for replay protection. This state-variable is only used in an inbound GPL-SA. 
SN_s: A counter used to generate sequence numbers for outgoing messages. The counter shall be increased for each message output. This state-variable is only used in an outbound GPL-SA.

Cipher suite: The cipher suite used for protection of messages. A cipher suite shall consist of one integrity protection algorithm, one encryption algorithm, and one key derivation algorithm.
Key Indication ID: It indicates which type of NAF key should be used ( Ks_ext_NAF or Ks_int_NAF) in GBA_U case. 

Editor's Note: It has to be verified that this indication is not redundant. The type of the key could already be known by the type of the application (ME/UICC). It has to be ensured that the use of this indication is not inconsistent with such information.
Life-time of the GPL-SA: This is the expiry time of the GPL-SA in the same time format as used for the Ks-life time in GBA. The life-time of the GPL-SA shall be the same as the life-time of the corresponding NAF SA.
*** NEXT CHANGE ***

5.6.1
Initialization of GPL-SA from a NAF SA
5.6.1.1
General


A NAF SA shall be associated with one downlink GPL-SA and may be associated with an uplink GPL-SA.

5.6.1.2
Initialization of downlink GPL-SA from a NAF SA
The NAF shall initialize the downlink GPL-SA from the corresponding NAF SA before sending the first GPL message to the UE. The NAF shall:

· Set the GPL-SA SAID equal to the NAF SA's DL_SA_Id.

· Set the GPL-SA master key equal to External NAF-key or Ks_int_NAF according to the NAF SA.
· Set the GPL-SA SN_s equal to 1.
· Set the life-time of the GPL-SA equal to the life-time of the NAF SA.

· Set the cipher suite and key indication ID according to the applications policy.
The UE shall initialize the downlink GPL-SA from the corresponding NAF SA when the NAS FA has been established (e.g., after processing a GPI). The UE shall:

· Set the GPL-SA SAID equal to the NAF SA's DL_SA_Id.

· Set the GPL-SA master key equal to External NAF-key or Ks_int_NAF according to the NAF SA.

· Set the GPL-SA SN_h equal to 0.

· Set the life-time of the GPL-SA equal to the life-time of the NAF SA.

· Set the cipher suite and key indication ID according to the applications policy.
5.6.1.3
Initialization of uplink GPL-SA from a NAF SA

If the application requires an uplink GPL-SA, the NAF shall initialize the uplink GPL-SA from the corresponding NAF SA before processing the first uplink GPL message from the UE. The NAF shall:

· Set the GPL-SA SAID equal to the NAF SA's UL_SA_Id.

· Set the GPL-SA master key equal to External NAF-key or Ks_int_NAF according to the NAF SA.

· Set the GPL-SA SN_h equal to 0.

· Set the life-time of the GPL-SA equal to the life-time of the NAF SA.

· Set the cipher suite and key indication ID according to the applications policy.

The UE shall initialize the uplink GPL-SA from the corresponding NAF SA after the NAF SA has been established (e.g., after processing a GPI) and before sending the first uplink GPL message to the NAF. The UE shall:

· Set the GPL-SA SAID equal to the NAF SA's UL_SA_Id.

· Set the GPL-SA master key equal to External NAF-key or Ks_int_NAF according to the NAF SA.

· Set the GPL-SA SN_s equal to 1.

· Set the life-time of the GPL-SA equal to the life-time of the NAF SA.

· Set the cipher suite and key indication ID according to the applications policy.

*** END OF CHANGES ***
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