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1 Introduction

The SRVCC from LTE/SAE to UTRAN/GERAN was addressed in R8. The KDF of SRVCC was stated in TS33.401. RAN2#64 meeting introduced SR-VCC from HSPA VoIP to WCDMA/GERAN, in which the RRC procedure allows a connected mode UE to switch from a HSPA VoIP to WCDMA/GERAN CS call. 

In R2-087247 RAN2 asks SA3 to introduce the security operations for this kind of SR-VCC, in particular the rules for the mapping of the security keys between domains and add it to TS33.102.

Similar as the SRVCC from LTE/SAE to UTRAN/GERAN, the SRVCC from HSPA VoIP to WCDMA/GERAN just covers this direction, not include the other direction, i.e., from WCDMA/GERAN CS call to HSPA VoIP. This means that there won't be Kc or CKCS,/IKCS in source SGSN in HSPA although it doesn’t preclude the UE has registered in the CS domain before and there is valid Kc or CKCS,/IKCS in (U)SIM. 
2 Discussion

2.1 How to derive CS keys from PS keys

In TS33.102 the CS domain and PS domain use keys generated from different AKA runs. SR-VCC introduces a new concept to 3GPP where a connection can change domain. The ability to map keys across domains provides the required continuity of security protection during time critical handover, where running an AKA is impossible.   

R2-087221 introduced a method to provide mapping from the PS domain keys to CS domain keys using a NONCE generated in the source SGSN. The purpose of using NONCE is to separate the CS keys from PS keys so as to avoid the reply attack in PS when PS keys are simply reused for CS call. 

The KDF is described in section 2.4. The source SGSN shall transfer CK’CS and IK’CS to the SRNC. The SRNC shall send the mapped security context, including CK’CS||IK’CS , STARTcs (which is received by the SRNC during the VoIP setup) and the counter value (i.e., the counter value in PS domain), to the target RNC.
2.2 How to transfer the NONCE to the UE

RAN2 has agreed to use a NONCE value to generate fresh CS keys from the PS keys at the point of mapping the security context in both the network and the UE. This NONCE value is generated in the source SGSN and is sent to SRNC, SRNC will send the NONCE to the target RNC, the target RNC will include it in the HO command, and send to the UE. 
The NONCE won’t be sent the target MSC server. Instead SRNC will add the NONCE behind the GSM HO command, and forward the HO command to the UE.

2.3 Lifetime of the mapped CS keys
The PS security context (e.g., counter values) in use for the VoIP connection is mapped towards key that shall be used in the CS domain. The mapped CS security context is used for the remainder of the voice call in the CS domain.

If there are stored parameters CKCS and IKCS in the UE and the target SGSN, there may be one KSI value indicating two different key sets. Although it’s possible to replace the stored parameters CKCS||IKCS with CK'CS||IK'CS in the UE, it’s impossible to replace the stored parameters CKCS||IKCS with CK'CS||IK'CS in the target SGSN since the mapped CS key won’t be sent to the target SGSN. 
So the UE shall delete the CK'CS and IK'CS in the ME when the voice call is ended in the CS domain. 

2.4 The KDF 

SA3 need to decide the key mapping function. We propose to use the KDF of GBA and add a new string S30 in a new range of FC values as following:

This input string is used when there is a need to derive CK’CS|| IK’CS from CKPS||IKPS during mapping of security contexts between HSPA and UTRAN. The input is the concatenation of CKPS||IKPS (which are 128 bits each) and the output is CK’CS||IK’CS (which are 128 bits each).

· FC = 0x30
· P0 = NONCE

· L0 = length of NONCE (i.e. 0x00 0x10)

The Kc used in GERAN can be further derived from CK’CS||IK’CS.

3 Conclusion and proposal

We kindly ask SA3 to agree the solution in S3-090xxx and add it to 3GPP TS 33.102.























































