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***   Start of change   ***
6.1.4.7
Limiting KMS statefulness

As noted in the analysis in clause 6.1.2, the statefulness of the KMS will depend on the choice of the protocol used between terminals and the KMS. To limit the need to store state, this protocol should not build upon a security session like TLS but apply application layer security. In this way, the only per-user SA information that the KMS must store between message exchanges is a terminal user identity and the corresponding key. This SA can be set-up using GBA or other credentials as discussed above. Note also that the interaction between the terminal and the KMS always is terminal initiated, which allows a standard client server design. Furthermore, it can be noted that due to the way keys are generated and retrieved and the possibility to include indications of intended use in the tickets, there is no need for a general replay protection mechanism (see also clause 6.1.4.6).  


6.1.4.8
Lawful Intercept
First of all we note that use of encryption, LI and related dependences are subjected to national regulations. We also note that possible roaming scenarios and agreements between operators need to be considered. These facts would make a complete analysis of requirements and possible solutions quite extensive and we leave that work to the SA3-LI groups. In the following analysis we limit ourselves to the situation when it can be assumed that user traffic always is routed via the home network. 
To be able to provide a clear copy of intercepted communication, the following conditions have to be fulfilled: 

1. 
It must be possible to intercept the traffic (both signalling and media). 

2. 
It must be possible to intercept the ticket and other signalling information (and correlate ticket and traffic).
3. 
If the ticket is a protected ticket, the keys used for actual traffic protection have to be available. To make the keys available from protected tickets some KMS functions/services would be required.

With media traffic routed via the home network, intercept of the media traffic in the home network will always be possible. So the focus here is on the issues with respect to intercept of tickets and retrieval of key information; if tickets can be intercepted in the signalling plane then so can all other information needed. Intercept of tickets in the home network can be done at SIP server(s). In roaming situations, as the SIP signalling traffic normally is confidentiality protected between the UE and the P-CSCF and considering that in current deployments the P-CSCF is located in the home network, the SIP signalling is only available in encrypted format at bearer level in the visited network. 

If an unprotected ticket is intercepted then all key information needed for performing LI can be derived directly from it. When a protected ticket is used, KMS operations on the ticket have to be performed to make the keys needed for LI available and such operations could only be performed by a KMS, i.e. either the ticket issuing KMS or a KMS which interoperates with the ticket issuing KMS. 

NOTE:
It is essential that the keys to allow decryption in case of LI are provided on per target basis by the KMS in order to ensure confidentiality of the communications that are not to be intercepted.

A summary of the discussion above is that if the SIP signalling is protected and that the P-CSCF always is located in the home network, which seems to be the normal situation in current IMS deployments, intercept of SIP signalling and decrypted content will be possible in the home network. For roaming scenarios, while encrypted SIP signalling and content will always be available, in order to intercept SIP signalling and decrypt the content of communication, one of the following options would be required:

1. SIP signalling is performed in plain between UE and P-CSCF;

2. The P-CSCF is located in the visited network. 

3. Keys are provided by alternative mechanisms from the KMS handling entity.

SIP signalling in plain between UE and P-CSCF rules out the use of unprotected tickets while use of protected tickets would allow intercept of the ticket but would require involvement of KMS functionality, i.e. there has to be an interoperation agreement between the visited network and the entity handling KMS. With the P-CSCF in the visited network, intercept of tickets would always be possible while also in this case there has to be an interoperation agreement between the visited network and the entity handling KMS functionality/services.

In line with LI standards, when the VPLMN is not involved in the encryption, only encrypted content would be available for LI in the VPLMN.
6.1.4.9
Access to KMS services when roaming

The simplest solution to access KMS services when roaming, would be to go directly to the home KMS. Another solution would be to go to a KMS in the visited network. The KMS in the visited network could then either act as a proxy or it could authenticate the user and perform the KMS services. 

Having a KMS in the visited network could possibly help in facilitating autonomous LI in the visited network which would be on the upside of such a solution. On the downside we have the difficulty for the UE to discover the KMS in a visited network. Note that here we talk about a visited IMS network, not a visited access network; if we would consider visited in terms of access then there would be interactions between access and IMS networks and this would make the solution much more complex and out of scope for this standard. On the downside we also note that even if the ticket information becomes available it might be difficult to correlate it to signalling and traffic flows. And the final downside aspect is if the KMS in the visited network must authenticate users. Then all KMS in visited networks have to have access to user authentication functions in the home network / home KMS domain; an example if authentication is based on GBA would be that all KMSs in visited networks would need access the users home BSF. 

Thus it seems that the minor benefits from LI point of view does not motivate the complexity of a solution mandating that access to KMS services should always take place via local KMS in a visited network. This may however change in the future. 
6.1.4.10
End-to-middle scenarios

In end-to middle scenarios media protection is between a terminal and a network entity. The media protection can be set-up either from the terminals or from the network side. Note that to have efficient procedures for network initiated media protection, terminal capabilities should be registered with the network. A typical example when end-to–middle may be relevant is when a call is setup between IMS and PSTN networks and in such cases it would be natural to have the MGW to perform security functions on behalf of the PSTN network and we use this scenario to exemplify how media protection is terminated/initiated in the IMS network. 

In TBS, end-to-middle traffic cases have to be explicitly allowed by the ticket policies. Assuming this is the case then in a scenario when the call is initiated from an IMS terminal the set up of the call would follow the same principles as for an end-to-end protected call. The initiating terminal requests a ticket from the KMS if protected tickets are used, otherwise it generates a ticket. The ticket is sent together with the INVITE. The MGWC intercepts the ticket. If protected tickets are used, the MGWC contacts the KMS to retrieve the keys used for media protection in the same way as a receiving terminal would have done. The MGWC then sets up the MGW to have media security towards the IMS terminal. The media traffic is forwarded in plain in the PSTN.

For incoming calls to IMS terminals, the MGWC checks that at least one terminal registered for the intended recipient has registered media security capabilities and preferences. If there is no media protection capable terminal the call is forwarded in plain. Otherwise the MGWC requests a ticket for the recipient from the KMS if protected tickets are to be used, otherwise it generates an unprotected ticket. The MGWC then inserts the ticket in the INVITE and initiates use of media security in the MGW on the media traffic between the MGW and the IMS terminal.

There are other use cases where end-to-middle protection might be required, e.g. when transcoding  has to be performed or if only end-to-access_edge protection is allowed. All these cases will follow the procedures described above and they will rely on a controlling entity intercepting and/or injecting tickets in the SIP signalling flow and which also controls the media protection functions in an associated MRF.  
***   Start of next change   ***
6.1.5.1.1
LI Requirements
The Ticket Based Solution allows compliance with LI requirements in the home network. If unprotected tickets are used, the master keys for protecting the communication are known to the P-CSCF and any other SIP proxy processing the INVITE dialogue. When using protected tickets, the LI system must have access to standard user services from a KMS. LI may also be possible in visited networks through the use of unprotected tickets. It should be noted, however, that LI may be difficult in a roaming situation when protected tickets are used and will require cooperation between KMSs in the visited and home networks.


***   Start of next change   ***
6.1.5.1.4
Architectural Requirements

Clause 5.6 lists eleven architectural 3GPP requirements. Compliance of TBS with these requirements is obvious in most cases. Only the most important ones are discussed in this clause.

TBS supports e2e security as well as e2m and e2ae security (see new clause 6.1.4.10 for discussion about e2m/e2ae). This is true for both unprotected and protected tickets. When protected tickets are used, a network node needs to have authorization to access the KMS to resolve the key in the ticket.  

The requirement to support media recording is supported by TBS independent of if the recording is of plaintext media or if it should be protected. Any issues with recording of protected media are related to the media protection protocol used. 

TBS can be implemented in non-IMS UEs from a technical point of view, but from a practical point of view, TBS may or may not be implemented. 

The solution comprises two variants, "unprotected tickets, no KMS" versus "protected tickets, usage of a KMS". Concerning Req 25 (no multiple solutions), it can be stated, that these two variants share the "ticket" as a format for delivering a key and other cryptographic parameters, which allows set-up of systems having different functional and security features.

Concerning Req 28 (impact on existing network entities), it should be taken into account that the new function KMS may be deployed in an already existing network equipment which would reduce OPEX and CAPEX, but of course cause an impact on the existing network entity. Network nodes that need to control media protection functionality in e2m scenarios would of course also be impacted.
All different instances of KMS functions in different IMSs must be interconnected by security associations, for example in a similar manner how S-CSCFs are connected, when interoperability using protected tickets is required.
***   End of changes  ***
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