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1. Overall description:

As part of its WID on H(e)NB security aspects, SA3 has reviewed the UE Registration procedure for pre Rel-8 UEs which has been agreed in[1] from security perspective, and would like to make the following comments:
SA3 find the IMSI report by HNB to HNB-GW for access control can not be ensured be the same with the IMSI for subsequent procedures such as authentication, which could result in the following unsafe cases:

· a malicious HNB could report a fake IMSI to HNB-GW at step 5 in Figure 5.1.2-1in [1] and this fake IMSI is in the IMSI list stored in HNB-GW, and
· a rogue UE could report a fake IMSI at step 3 in Figure 5.1.2-1in [1] to HNB and HNB report this IMSI to HNB-GW at step 5, the IMSI is in the IMSI list stored in HNB-GW.
In the two cases, the fake IMSI reported by HNB can pass the access control on HNB-GW since the IMSI exists in the IMSI list. In the subsequent procedures, the UE can use its true IMSI which is different from the IMSI for accessing control in HNB-GW. Supposing the true IMSI is allowed to the PLMN but is not allowed to access the HNB, then the service will be granted to this unauthorized UE.

SA3 assumes that this security risk needs to be considered in the pre Rel-8 UE Registration procedure. Based on its security analysis, SA3 recommend that a CN assisted method could be used to alleviate the security problems. In this method, CN will return the IMSI which has been authenticated by CN to HNB-GW for further checking whether the same IMSI was used towards the HNB-GW (i.e. in UE Registration (between UE, HNB and HNB-GW)) and towards the CN(e.g. Location Update procedures (between UE and CN))..
2. Actions:
To RAN3:
· SA3 kindly asks RAN3 to take the above security risks into consideration for pre Rel-8 UE Registration procedure.
· SA3 kindly asks RAN3 to take the CN assisted method which can alleviate the security risks into consideration for pre Rel-8 UE Registration procedure.
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