3GPP TSG SA WG3 Security #54                                                           S3-090004 
19 – 23 January 2009
Florence, Italy
Source:
BT, Ericsson, InterDigital, Motorola, Nokia-Siemens Networks, Qualcomm, RIM
Title:
TR33.812 v 1.2.0: evaluation methodology and scores for architectural alternatives 1, 2 and 3
Document for:
discussion and adoption into the draft TR

Agenda Item:
Remote management of USIM for M2M equipment

Work Item / Release:
study item: Remote management of USIM, Rel-8

In order to compare the proposed solutions in TR33.912 and to identify those which could be considered as viable candidates, it is necessary to have an objective and sufficiently simple method of evaluating each solution against the evaluation criteria. To that end, each solution is graded as green, yellow or red, according to how well it complies with the evaluation criteria. This methodology is proposed for section 4.
We also propose to add a new section 8 that presents actual scores for the three network architecture alternatives, as assessed by the proposed scoring method.
**Start of the 1st changes**

4.3 
Evaluation criteria

NOTE: The order to this list has no implications on the importance of the issue at stake
The following criteria are defined and they need to be used for evaluating candidate solutions:

1. Security: How well does the solution address the relevant threats listed in section 7.1, Threat Analysis?
2. Initial choice of operator: How well suited is the solution to the M2M requirements relating to initial choice of operator?
Editor's note: It should be studied if it is possible to merge remote management with initial choice of operator

3. Operator change: How well suited is the solution to the M2M requirements relating to operator change?
4. Remote Management: How well is the solution suited to remote management (provisioning and change) of subscriptions?
5. Legal and regulatory impact: How well does the solution address legal and regulatory requirements?  (Note that as these requirements vary across countries, legal and regulatory requirements will have to be derived in order for this criterion to be meaningfully applicable.)
6. Flexibility to adapt to new requirements: How easy is it to adapt or extend the solution to address new requirements related to M2M?  
7. Viability of trust model: Can the trust model be translated into a plausible business model? 
8. Suitability to mass market deployment.  Is the solution cost effective and scalable to the very large deployments envisioned within the M2M use cases?
9. Impact on subscription management systems: How much impact does the solution have on an operator's existing subscriber management systems? If new systems are required, what is their complexity?
10. Impact on network infrastructure: How much impact does the solution have on an operator's existing network infrastructure? If new infrastructure is required, what is its complexity?
11. Impact on terminal: How much impact does the solution have on the M2M terminal equipment? Can existing components be used, adapted or enhanced or do new components have to be developed?
12. Impact on 3GPP specifications: To what extent can existing specifications be re-used? What new specifications are needed?
The list of criteria is purposefully kept short but comprehensive to ensure that the analysis of solutions is manageable.

4.4 
Evaluation Method
4.4.1 General

This section describes a method for evaluating the proposed solutions against the evaluation criteria. This method is designed to be quite simple, for example the evaluation criteria are all given equal weights.
Editor’s note: in the present document, evaluation of proposed solutions should be done primarily on the basis of security. Therefore, it might be necessary in future drafts to change the evaluation criteria to give more prominence to security e.g. by introducing new criteria that relate to the ability of solutions to adequately resist the high-priority items among the identified threats.
4.4.2 Compliance Against Individual Evaluation Criteria
A score is assigned to each solution, according to how well the solution complies with each evaluation criterion, as follows
	INDIVIDUAL SCORE
	MEANING

	green
	Fully complies with the criterion in all significant requirements

	yellow
	Partially complies with the criterion

	red
	Does not significantly comply with  the criterion


4.4.3 Final Evaluation of the Solutions
The solutions are finally evaluated as follows:
	COMBINED FINAL SCORE
	MEANING

	Mostly green
	Solution meets enough of the requirements to be defined as a viable solution

	Equal green and yellow
	Solution is viable but some stakeholders might require further development of the solution

	Mostly yellow
	Solution needs to be further developed in order to be considered as viable

	Equal yellow and red
	Viability is doubtful. Some stakeholders might consider it to be viable if more development is done on it.

	Mostly red
	Solution is not viable and is not worth developing further.


** end of the 1st changes**
**Start of the 2nd changes**

8.  
Evaluation of The Alternative Solutions

8.1 
General

In the following three subsections, the scores of evaluation of the three network architecture alternatives are given, using the evaluation criteria and scoring method described in sections 4.3 and 4.4. 

8.2 Network architecture alternative 1 (embedded TRE, no UICC)

	EVALUATION CRITERION
	COMPLIANCE SCORE
	COMMENTS

	1 Security
	green
	

	2 Initial choice of operator
	green
	

	3 Operator change
	green
	

	4 Remote management
	green
	

	5 Legal and regulatory impact
	yellow
	Some impact on legal / regulations due to new architecture

	6 Flexibility to adapt to new requirements
	green
	

	7 Viability of trust model
	yellow
	Trust model is sound but not yet tested in field

	8 Suitability to mass market deployment
	green
	

	9 Impact on subscription management systems
	yellow
	Some impact is foreseen

	10 Impact on network infrastructure
	yellow
	Some impact is foreseen, but many functions/service will be subsumed by existing servers (e.g. use of OMA DM server for registration)

	11  Impact on terminal
	yellow
	TRE will be an impact

	12  Impact on 3GPP specifications
	yellow
	There will be some impact but impact can be drastically limited by carefully limiting the methodology just to M2M devices

	Total Score
	Equal green/yellow. Solution is viable but some stakeholders might require further development of the solution 


8.3
Network architecture alternative 2 (Removable UICC)

	EVALUATION CRITERION
	COMPLIANCE SCORE
	COMMENTS

	1 Security
	yellow
	Security of USIM can be at risk by way of ease of theft and manipulation of removable UICC

	2 Initial choice of operator
	yellow
	It will be inflexible (cannot enable deployment without USIM pre-provisioning)

	3 Operator change
	red
	It will be very costly (requiring truck roll) and prone to manipulation

	4 Remote management
	yellow
	Alternative 2 does not enable ‘remote’ management of subscription itself but only allows remote management of non-subscription  applications

	5 Legal and regulatory impact
	yellow
	Impact of likelihood of theft and abuse of removeable UICC counts against score

	6 Flexibility to adapt to new requirements
	yellow
	UICCs are also evolving so there is some flexibility 

	7 Viability of trust model
	yellow
	Applicability, to the M2M market,  of currently used trust assumptions on UICC based on phone market is not yet clearly known 

	8 Suitability to mass market deployment
	red
	Change of operator 

	9 Impact on subscription management systems
	green
	

	10 Impact on network infrastructure
	green
	

	11  Impact on terminal
	yellow
	The new “M2M” form-factor requires some changes on the M2M modules

	12  Impact on 3GPP specifications
	green
	

	Total Score
	Solution needs to be further developed in order to be considered as viable


8.4
Network architecture alternative 3 (sharing of credentials between operators)

	EVALUATION CRITERION
	COMPLIANCE SCORE
	COMMENTS

	1 Security
	green
	

	2 Initial choice of operator
	yellow
	Does not allow M2MEs to be deployed without preallocation of operator

	3 Operator change
	yellow
	Change of operators limited to between  contracting operators

	4 Remote management
	yellow
	limited to permitted OTA UICC updates to NAAs which are pre-provisioned onto UICC 

	5 Legal and regulatory impact
	yellow
	Whether the model is supported by existing legal/regulatory regimes remains to be seen

	6 Flexibility to adapt to new requirements
	red
	Not very flexible, since it is based on proprietary contracts between operators

	7 Viability of trust model
	red
	there is no precedent for NOs trusting each other this  way

	8 Suitability to mass market deployment
	yellow
	Only applicable between operators who have contracts with each other

	9 Impact on subscription management systems
	yellow
	Operators sill need to figure out how to do inter-operator subscription management

	10 Impact on network infrastructure
	green
	

	11  Impact on terminal
	green
	

	12  Impact on 3GPP specifications
	green
	

	Total Score
	Solution needs to be further developed in order to be considered as viable


9.  
Summary and conclusions

Editor's note:
This chapter contains summary and conclusions on the feasibility of realising  the remote management of a USIM/ISIM application on the M2M equipment or on the UICC. The conclusions take into account potential requirements on system functionality, including secure provisioning, remote management and operational aspects.
** end of the 2nd changes**

