SA WG3 Temporary Document

Page 2
-


3GPP TSG SA WG3 Security — SA3#51
S3-080503
Vancouver, Canada, 14 – 18 April, 2008
Title:
LS on key change on-the-fly

Release:
Rel-8
Work Item:
SAES
Source:
SA3

To:
RAN2
Cc:
-
Contact Person:       
E-mail Address:



Attachments:
S3-080486 (latest version of TS 33.401)
1. Overall Description:
SA3 has agreed on how the key derivations shall be performed when an AS key change on-the-fly procedure is used. This is described in clauses 7.2.9 of TS 33.401 (attached). As previous communication with RAN2 has concluded, the AS key change on the fly shall be based on the intra-cell handover procedure.
SA3 has discussed the following optimization case. The UE and MME has run AKA, and the MME triggers the eNB to perform an AS key change on-the-fly. At this point the eNB has decided to hand the UE over to another eNB. One possibility is clearly for the eNB to first perform an intra-cell handover to perform the key change, and then hand the UE over to the target eNB. This would require two handovers in sequence, and a second option would be to perform the key change during the inter-eNB handover. There was some concern regarding error cases that could occur if there is an RLF. 

Issue 1: SA3 would like inform RAN2 about this possible optimization case and ask RAN2 to respond if this optimization will be implemented.
A related issue discussed in SA3 was how to deal with prepared handovers in relation to AS key change on-the-fly. The assumption is that an eNB has prepared a number of potential target eNBs and gets a trigger for key change on-the-fly from the MME. The question is now if the eNB shall perform the intra-cell handover to change the AS keys with the UE before re-preparing the potential target eNBs. In both cases, the prepared eNBs and the UE will for a short period have different AS keys and if the UE at this point experiences an RLF with the eNB it is currently connected to, it will not be able to re-establish the connection with one of the prepared cells because the eNB will not correctly authenticate the UE. It is SA3’s understanding that this would be similar situation to security context mismatch for some other reason e.g. KeNB or COUNT is out of synchronization due to an error etc.
Issue 2: SA3 would like RAN2 to provide feedback on if it is sufficient that the UE drops to EMM_IDLE and goes back into EMM_CONNECTED mode again by sending NAS Service Request (and hence establishes new security context between eNB and UE) to recover from this problem or if a more elaborate mechanism is required.
In addition to this SA3 would like to highlight that a decision was taken during SA3#51 to provide some form of forward security in inter-eNB handovers (see clause 7.2.8). This implies that there will be implications for RAN2, and SA3 would appreciate feedback from RAN2 if there are any concerns. In particular this clause currently implies that the UE has to be aware of if a handover is inter or intra-eNB and that S1-handover requires different K_eNB derivations from what is used for X2-handovers. As noted in the clause SA3 realizes that clause 7.2.8 needs further work. As can be seen in this section the path switch message is used to fetch new keying material from MME and thus SA3 would like to know in which handover cases the path switch message is sent.
2. Actions:

To RAN2:
ACTIONS: SA3 kindly asks RAN2 to provide feedback on the two issues above and that RAN2 takes the latest version of TS 33.401 (attached) into account in their specification work.
3. Date of Next SA3 Meetings:

TSG-SA WG3 Meeting #52
23 - 27 June 2008   
Sophia Antipolis

TSG-SA WG3 Meeting #53
13 - 17 October 2008   
TBD







3GPP

SA WG3 TD


