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Abstract of the contribution: This contribution provides details of the security of S2c scenario with non-AKA trusted access and proposes the corresponding changes to TS 33.402.
Introduction
At the last SA3 meeting, the ability to provide secure access via S2c in the case AKA was not run in the access network was questioned. In this paper we show how the various elements of EPC can ensure that only authorised traffic pass through them in the case that AKA is not used in the access network. 
Trusted vs Non-trusted Access

In order to understand the security of the various deployments, it is necessary to have some concept of the difference between Trusted and Non-trusted Accesses. In particular, a Trusted Access can be expected to provide some services to the EPC or otherwise it would not be trusted. 

For S2c access we assume the following properties from a Trusted Access:
· The Trusted Access will authenticate the UE and provide a secure link for the data to be transferred from the UE to the Trusted Access
· The Trusted Access shall perform source IP address filtering to ensure that data from the UE has the correct source IP address

· The Trusted Access and PDN GW will have a secure link between them to transfer the users data across.  
In effect these properties mean that there is a virtual VPN between the UE and PDN GW and hence the PDN GW is assured that any traffic it is receiving has originated at the UE. It should also be noted that none of the above properties depend on whether AKA was run in the access network or not. 
Note: Similar security requirements on the Trusted Access are needed fro PMIP based access. 
It should be noted that the requirements could be solved be cryptographic or other means depending on the deployments. It also should be noted that what is a Trusted Access for one operator may not be a Trusted Access for an operator as this may depend on the relationship between the operators and the access network provider. 

Security of S2c access over Trusted Access without AKA

The below figure shows the process of a mobile attaching to EPC using DSMIPv6 over a Trusted Non-3GPP IP Access.
The steps can be summarised into the following 3 stages:

· Access to the Trusted non-3GPP IP Access network (steps 1-3): the UE attaches to the Trusted non-3GPP IP access using the appropriate authentication for this network. The access network assigns the UE an IP address (or a range of IPv6 addresses). The access network will either have local policy about the UE or may download policy about the UE from the home network. 

· The UE and PDN GW establish an IPsec security association by using EAP-AKA over IKEv2 as described in section 9.2 of TS 33.402 (step 4 of the figure). 
· The UE sends a binding update to the PDN GW to binds its CoA to its HoA in order for the PDN GW to provide mobility to the UE (steps 5-7 of the figure). The network acknowledges this binding back to the UE. Once this step is complete, the UE is attached to EPC and can start to send traffic through the PDN GW.  

[image: image1.emf] 

Roaming  Scenarios  

UE  

AAA  Proxy    

vPCRF  

PDN  GW  

HSS/   AAA  

hPCRF  

5 .  Binding Update  

Trusted Non - 3GPP  IP Access  

7 . Binding  Acknowledgement  

6a. Indication of IP CAN Session Establishment  

6b. Acknowledge IP CAN Session Establishment  

3a. Gateway Control Session Establishment  

3b. Acknowledge Gateway Control Session Establ ishment  

1. Access Authentication  

1. Authentication and Authorization  

2. L3 Attach and Local  IP Address Allocation  

4. Authentication and Authorization  

4. MIPv6 Security Association Setup  

A)   

B )   

C )   


Before the UE completes this third stage, it is not attached to EPC. If any traffic from the UE is routed to the PDN GW, then the PDN GW will not recognise the source IP address as a CoA that it has registered. Hence the PDN GW can make the decision to not allow the traffic through. It is not possible for the UE to use a different CoA address as this will be detected by the Trusted Access and prevented there. Any traffic from the UE that is not addressed to the PDN GW does not need to be routed to it, as the UE wants to use some “local breakout” for this traffic. As noted above even if the Trusted access sent this traffic to the PDN GW, then the PDN GW could filter it out and not allow it pass. 
Conclusion 

In this contribution we have shown, how it is possible to secure S2C access over a Trusted access that does not use AKA. It is proposed that SA3 accept the below changes to TS 33.402. 

Proposed changes to TS 33.402 

6.1 General 

Access authentication for non-3GPP access in EPS shall be based on EAP-AKA [7]. The EAP server for EAP-AKA shall be the 3GPP AAA server residing in the EPC. 
The procedure in clause 6.2 shall be performed when S2a is used.
When S2c is used over a Trusted Non-3GPP Access EAP-AKA shall be used during DSMIPv6 bootstrapping for authentication purposes. 


Editor’s Note: For the case the AAA-server is separate from the HSS the use of the AMF separation bit as defined in EPS AKA TS 33.abc section 6.1 is ffs. 

Editor’s Note: Shall the USIM application used with EAP-AKA reside on the UICC for all cases ?.
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