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1. Introduction

This contribution provides more input to sections 11 and 12 of TS 33.401 and aligns section 5.3.3 with these.

· Clarifying the text in order to be able to remove the editor's note on referencing more specifically TS 33.210 and 33.310 for user plane protection.

· Editorially clarifies the text and added reference numbers.

· Adding optional support of transport mode for S1 and X2 interfaces cfr discussion paper 319.

· Deleted the editor's note on IPsec overhead cfr discussion paper 319.

· Clarifying text in clause 5.3.3 about what security services are required for S1-U/X2-U and adding a reference to clause 12, which specifies how to provide these services using IPsec, in case the S1-U and X2-U are not trusted, c.f., S3-08323.

2. pCR to TS 33.401

*** FIRST CHANGE ***

5.3.3
Requirements for handling User plane data within the eNB

It is eNB’s task to cipher and decipher user plane packets between the air interface and the last-mile link. 

8. User plane data ciphering/deciphering shall take place inside the secure environment where the related keys are stored. 

9. The transport of user data over S1-U and X2-U shall be integrity, confidentially and replay-protected from unauthorized parties.  If this is to be accomplished by cryptographic means, clause 12 shall be applied.
NOTE: The use of cryptographic protection on S1-U and X2-U is an operator's decision. In case the eNB has been placed in a physically secured environment then the 'secure environment' may include other nodes and links beside the eNB.


Editor’s Note: SA3 aims for a single set of high level security requirements for all types of eNodeB (i.e. femto, pico and macro eNB). However, SA3 recognizes that different deployment environments dictate that different security solutions are needed to meet these requirements. SA3 has not yet agreed whether the requirements on the solutions for different deployment environments will be documented by 3GPP.

*** NEXT CHANGE ***

11
Network Domain Security 


The protection of IP based control plane signalling for EPS and E-UTRAN shall be done according to TS 33.210 [5].
In order to protect the S1 and X2 control plane, it is required to implement IPsec ESP according to RFC 4303 [7] as profiled by TS 33.210 [5]. For both S1-MME and X2-C, IKEv2 certificates based authentication according to TS 33.310 [6] shall be implemented. Tunnel mode IPsec is mandatory to implement.
On the X2-C and S1-MME transport mode IPsec is optional for implementation to be used for reducing the protocol overhead added by IPsec.
NOTE 1: In case control plane interfaces are trusted (e.g. physically protected), there is no need to use protection according to TS 33.210 [5].

12
Backhaul link user plane protection

The protection of user plane data between the eNB and the UE by user specific security associations is covered by clause 5.1.3 and 5.1.4. 

In order to protect the S1 and X2 user plane as required by clause 5.3.3, it is required to implement IPsec ESP according to RFC 4303 [7] as profiled by TS 33.210 [5], with confidentiality, integrity and replay protection. 
On the X2-U and S1-U, transport mode IPsec is optional for implementation to be used for reducing the protocol overhead added by IPsec. Tunnel mode IPsec is mandatory to implement.
For both S1 and X2 user plane, IKEv2 with certificates based authentication shall be implemented. The certificates shall be implemented according to the profile described by TS 33.310 [6]. IKEv2 shall be implemented conforming to the IKEv2 profile described in TS 33.310 [6]


NOTE 1: In case S1 and X2 user plane interfaces are trusted (e.g. physically protected), the use of  IPsec/IKEv2 based protection is not needed.
NOTE 2: The choice of applying transport or tunnel mode is dependent on the network topology. If both nodes belong to the same security domain i.e. Zb interface according to TS 33.210 [5], then transport mode can be used (see TS 33.210 [5]) which reduces the overhead compared to tunnel mode.
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