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TS 33.xyz v 1.0.0 has an Editors Notes in section 6.3. The purpose of this PCR is to remove those notes, add text and figures where indicated.
Proposed pseudo CR: 
Editor’s Note to be replaced with the appropriate text.
***************************************BEGIN CHANGE****************************************************************

6.3 Fast re-authentication procedure for trusted access
Fast re-authentication for EAP-AKA is specified in RFC 4187 [7]. Fast re-authentication re-uses keys derived on the previous full authentication. Fast re-authentication does not involve the HSS nor the USIM application, and does not involve the handling of AKA authentication vectors, which makes the procedure faster and reduces the load on the HSS and, in particular, the Authentication Centre.

UE and 3GPP AAA server shall implement fast re-authentication for EAP-AKA. Its use is optional and depends on operator policy. If fast re-authentication for EAP-AKA is used the 3GPP AAA server shall indicate this to the UE by means of sending the re-authentication identity to the UE as in step 13 of clause 6.2.

The security level of fast re-authentication for EAP-AKA is lower as it does not prove the presence of the USIM application on the user side. The operator should take this into account when defining the policy on fast re-authentication.

Fast re-authentications for EAP-AKA generates new keys MSK, which may be used for renewing session key used for protection in the non-3GPP access network.

In this section it is described how the process works for trusted non-3GPP access to EPS.
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Figure 2 Non-3GPP Fast Re-authentication
1. Non-3GPP Access Network sends an EAP Request/Identity to the UE.

2. UE replies with an EAP Response/Identity containing a re-authentication identity (this identity was previously delivered by AAA server in a full authentication procedure).

3. The Non-3GPP Access Network forwards the EAP Response/Identity to the AAA server. Intermediate Proxy AAA’s may perform routing and forwarding functions.

4. The AAA server initiates the Counter (which was initialized to one in the full authentication process) and sends it in the EAP Request message, together with the NONCE, the MAC (calculated over the NONCE) and a protected re-authentication ID for a next fast re-authentication. If the AAA server is not able to deliver a re-authentication identity, next time the UE shall force a full-authentication (to avoid the use of the re-authentication identity more than once).

The 3GPP AAA Server may send a result indication to the UE, in order to indicate that the success result message at the end of the process shall be protected (if the outcome is successful). The protection of result messages depends on home operator's policies.

The 3GPP AAA server may fail to recognize the identity as it may have been altered by proxies. In this case, the 3GPP AAA server may, as in the case of a full authentication, instead perform an EAP AKA method specific identity request; i.e. "EAP-Request/AKA identity [Any identity]" in order to obtain a more reliable identity, in analogy of step 7 of the full EAP AKA authentication. This should however only be used in case the server fails to recognize the identity, as otherwise the purpose of fast re-authentication is defeated.
5. The Non-3GPP Access Network forwards the EAP Request message to the UE.

6. The UE verifies that the Counter value is fresh and the MAC is correct, and it sends the EAP Response message with the same Counter value (it is up to the AAA server to step it up) and a calculated MAC.

The UE shall include in this message the result indication if it received the same indication from the 3GPP AAA. Otherwise, the UE shall omit this indication.

7. The Non-3GPP Access Network forwards the response toward the AAA server.

8. The AAA server verifies that the Counter value is the same as it sent, and the MAC is correct, and sends the message EAP Request/AKA-Notification, previous to the EAP Success message, if the 3GPP AAA Server requested previously to use protected success result indications. The message EAP Request/AKA-Notification is MAC protected, and includes an encrypted copy the Counter used in the present re-authentication process.

9. The Non-3GPP Access Network forwards the EAP Request/AKA-Notification message to the UE.
10. The UE sends the EAP Response/AKA-Notification.

11. The Non-3GPP Access Network forwards the EAP Response/AKA-Notification message toward the 3GPP AAA server. The 3GPP AAA Server shall ignore the contents of this message.
12. The AAA server sends an EAP Success message. If some extra keying material was generated for Access Network specific confidentiality and/or integrity protection, then the 3GPP AAA Server includes this derived keying material in the underlying AAA protocol message. (i.e., not at EAP level). The Non-3GPP Access Network stores the keying material which may be used in communication with the authenticated UE.

13. The EAP Success message is forwarded to the UE.

The re-authentication process may fail at any moment, for example because of unsuccessful checking of MACs or no response from the UE after a network request. In that case, the EAP AKA process will be terminated as specified in ref. [7] and an indication shall be sent to HSS/HLR.
***************************************END CHANGE***********************************
Conclusion
It is proposed that SA3 agrees to include this PCR in the TS 33.xyz.







_1268503725.vsd

