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Abstract of the contribution:  This contribution proposes clarifying text on the requirements associated with deferred delivery and group security in Section 4.1 of TR 33.828 V0.6.0.
1. Introduction

Section 4.1 of TR 33.828 V0.6.0 discusses the topics of deferred delivery and group communication.  In case of deferred delivery one requirement is for a key management system that does not depend on the identity of transmission end-points, but instead the identity of the intended recipient(s).  The other requirement is that deferred delivery requires application layer protection and excludes straightforward “link-layer” tunnelling solutions.  Next, the deferred delivery server, or more specifically, a voice mailbox, should not have to perform re-encryption.
The conclusion that a key management solution for end-to-end security should support deferred media delivery is indeed correct.  However, it is not clear whether decryption and re-encryption is a performance issue for a voice mail server.  We propose that should be open ffs.  Next, we observe that channel security -- integrity and replay protection – is necessary between the calling end-point and the voice mail server to record the voice mail.  Similarly channel security is necessary to between the voice mail server and the receiving end-points.  Given these considerations, it is not clear whether a separate solution is beneficial.  That determination should also be ffs.
On the topic of group communication, a further clarification on the requirements may be beneficial.  The goal of true end-to-end security is a good one.  However, it is not clear whether that is possible in case of the conference bridging if mixing is a requirement.  Next, if decryption and re-encryption by the mixer is required, others have observed (draft-wing-avt-dtls-srtp-key-transport) that group keying scales better, i.e., additional crypto accelerators are not required as the number of participants in the conference grows.
Revised text follows:

4.1
Multimedia telephony

NOTE: The use of the term "multimedia telephony" in this section is not limited to the definition in TS 22.172.

One use case of particular interest is when a call ends up in a voice mailbox in the network. Whether avoiding decryption and re-encryption at the voice mailbox is ffs. This type of deferred delivery of the payload may require a key management system which doesn’t depend on the identity of transmission end-points but should depend on the identities of the sender and intended receivers. This is also ffs. Deferred delivery may also require “application” layer protection and excludes straightforward “link-layer” tunnelling solutions. 

Another use case is in group communication, e.g. conference calls with true end-to-end security. In this type of service it is necessary that all users have access to the same key, the group key. If support of large groups is out of scope, as it would be for normal size conference calls, group key management could be based on naïve schemes. If true end-to-end security isn’t required, the conference bridge may re-encrypt the media and other solutions will be available. Still group key management could yield simple and efficient solutions also for this case.

The conclusions are that for true end-to-end security the key management system should support group keys and deferred media delivery. The key management system should be general enough to support application layer media protection as well as link layer tunnelling solutions. Media can be RTP-media and/or different types of text, video, and picture streams/files/formats.
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