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1. Introduction

There has been lots of discussion how to provide cryptographically separate keys between eNBs for achieving a property called forward security in SA3 (S3-080106, S3-080201, S3-080191, S3-080216). In this contribution we describe one possible solution that can be taken as a comparison point for achieving forward security after 2 hops with minimal impacts on existing architecture. 

The solution does not require new AS or NAS signalling messages. There are some small implications to the MME functionality.

However, SA3 needs to balance the possible forward security requirement with associated complexity to implement it. This solution can be used as a comparison point as it has much less complexity compared to other proposals presented earlier (e.g. S3-080216).

2. Discussion

Figure 1 shows the simplified intra-MME handover signalling flow from TS 36.300 extended with the KeNB key derivation steps. 

2.1 Forward security after two hops and eNB implications

The proposed mechanism is described in Figure 1 and includes a Next-Hop-KeNB parameter from MME to the target eNB within the path switch acknowledgement message. Feeding both the serving eNB -related KeNB and the KASME to the Next-Hop-KeNB derivation function in the MME results as cryptographically separate parameter for the target eNB compared to the parameter in the source eNB.

Because the path switch message is transmitted after the radio link handover, it can only be used to provide keys for the next handover procedure and target eNB. Thus, perfect forward security happens only after 2 hops because the source eNB knows the target eNB keys (the fresh key derivation parameter, Next-Hop-KeNB, for target eNB is provided by the source eNB). In other words, the forward security step comes after two hops, as the source eNB does not have a way to know the keys that the target eNB uses to prepare handover to its own target eNBs (the fresh key derivation parameter, Next-Hop-KeNB, comes from the MME to the target eNB in the path switch acknowledgement message).

NOTE: One-hop forward security is achieved if intra-cell handover (key change on the fly solution) is used to take into use the key derivation parameter Next-Hop-KeNB from the path switch acknowledgement message. However, this requires either that the path switch is sent also for this particular intra-cell handover or the MME has to provide two Next-Hop-KeNB parameters for the target eNB (2nd one derived with the assumption that the cell id does not change), as otherwise UE and MME will not have any fresh key derivation parameter for the inter-eNB handover.

This proposal does not change the backward security feature of the current solution, but also includes the decision from SA3#50 to bind Cell Id into the KeNB derivation to make the prepared eNBs to get separate keys.

Note that in initial attachment or idle to active state transition there is no path switch message, but a message from MME to establish the context in the eNB (e.g. “S1-AP Initial Context Setup Request” with Service Request procedure (TS 23.401, figure 5.3.4.1-1), or “Handover Request” (TS 23.401, figure 5.5.2.2.2-1), or “Attach Accept” (TS 23.401, figure 5.3.2.1-1), …). Thus, MME needs to provide initially two parameters; the first one is the KeNB and the 2nd one the Next-Hop-KeNB parameter that is used to derive the target eNB keys with the Cell Id during inter-eNB handover.
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Figure 1 Perfect forward security for KeNB after 2 hops (works also for inter-MME handovers)
In Figure 1 the “KeNB ” is the key used between UE and source eNB, “Next-Hop-KeNB” is an intermediate parameter only used in KeNB* derivations. The KeNB* is the key used between UE and target eNB. 


The target Cell Id is not be available for the UE in the HO Command message, but a physical cell Id is used instead. If physical cell Id is used then also MME needs to know the physical cell Id and this needs to be included into the path switch message. 

Another alternative is to include target Cell Id into the HO Command messages for all inter-eNB handovers and do Cell Id binding only for inter-eNB handovers as from security perspective it is meaningful only for inter-eNB handovers. This would then work also as a HO type indicator for inter-eNB handovers, even tough it is not as efficient as a one bit indicator.

2.2 MME implications

There are some implications to the MME. MME needs to do two key derivations per each HO that involves path switch message, but these are not in a time critical path and can be done after user plane request to SGW (see figure 1). The solution works also for inter-MME handover cases.

Also, MME needs to store the Next-Hop-KeNB, so that it can feed it to the KDF function producing new KeNB* together with the target cell identity. But this is required for EMM_ACTIVE mode UEs only.

NOTE1: Step 8 for the KeNB* derivation on the basis of the KeNB is actually key chaining on the MME level. Thus, the KeNB derivation needs a parameter like “AS key” in step 8 to distinguish from NAS key derivations from KAMSE.

The target Cell id parameter is available in the MME within the path switch message: 

“The target eNodeB sends a Path Switch Request message to MME to inform that the UE has changed cell, including the Cell Global Identity of the target cell. --". [TS 23.401, Figure 5.5.1.1.2-1 “Inter eNodeB handover without MME and without Serving GW relocation”, step 1]

“The target eNB sends a PATH SWITCH message to MME to inform that the UE has changed cell.” [TS 36.300 v8.2.0 figure 10.1.2.1. “Intra-MME/Serving Gateway HO”, step 11]

2.3 UE implications

UE implications are minimal. There are two key derivation steps for the KeNB and one of them involves KASME as an input parameter. 

KeNB synchronization does not become a problem because the key derivation is bound to the handover event and existing procedures without any new parameters (compared to the existing solutions) that would need to be transferred over the air. 
2.4 KeNB forward security with different intra E-UTRAN handover types 

Table 1 lists requirements for UE, eNB, and MME when thjs solution is applied. It is clear that path switch message must be sent in every inter-eNB handover as the S1 connection changes from source eNB to the target eNB.

Table 1 Requirements when path switch message is sent (only on inter-eNB handovers)  
	UE requirements
	eNB and MME requirements

	KeNB key derivation for intra-eNB handovers as in TS 33.401.

KeNB key derivation for inter-eNB handovers as in this contribution.

UE must be able to identify inter-eNB handovers from intra-eNB handovers and store Next-Hop-KeNB in addition with current KeNB.
	MME needs to derive, store, and include Next-Hop-KeNB into the path switch acknowledge message from MME to the target eNB

eNB needs to indicate the inter-eNB handover type in the HO Command

During RLF, eNB needs to indicate in the RRC re-configuration message whether the cell is in different eNB or not (same indicator as in HO Command). Or alternatively UE needs to try with both key derivation options when verifying the message from eNB and selecting the right keys.


The current key chaining solution in TS 33.401 is used for intra-eNB handovers and the key derivation solution described in this contribution for the inter-eNB handovers with path switch messages. This seems to make the key management slightly more complex from the UE point of view as there would be two types of key derivations for handovers (inter-eNB and intra-eNB) however there is a clear trigger that differentiates these cases. From security perspective it is enough to send path switch message and get Next-Hop-KeNB only during inter-eNB handovers as if the attacker has hold on the current eNB it can get the keys for all the cells controlled by the same eNB.

With the current key change on the fly solution, the KSIASME is sent in the HO Command message when fresh KeNB is to be used based on new AKA run. Similarly, the inter-eNB handovers could be separated from the intra-eNB handovers by letting UE know whether the handover is inter-eNB or intra-eNB handover with information in the HO Command itself (e.g. sending the current KSIASME on inter-eNB handovers, but not sending it in intra-eNB handovers or include a 1 bit flag or some other IE that differentiates it from intra-eNB handovers). Based on this information the UE knows whether to derive KeNB* based on Next-Hop-KeNB (and derive new Next-Hop-KeNB) or current KeNB.

2.5 Implications to attachment and Idle-to-active state transition

The described solution does not affect the attachment and idle-to-active state transition mechanisms. There the current solution of using the NAS uplink SN can still be used to provide new and fresh KeNB from the KASME. 

2.6 Implications to Radio Link Failure (RLF)

The UE has to know whether the reselected cell is in different eNB (inter-eNB HO) or same eNB (intra-eNB HO) because the key derivation is different in the two alternatives. Thus, similar indicator is needed for the RRC reconfiguration message as in the HO Command message to tell the UE whether the new cell is in different eNB or not. 

3. Proposal

We propose that SA3 discusses the requirement of forward security within the light of this contribution and decides whether forward security can be mandated or not taking into account the added complexity and security gain described in the solution of this contribution.

In case SA3 adopts the solution described in this document and decides to implement it into TS 33.401 with the accompanying pCR (S3-08xxxx), also both RAN WG2 and WG3 need to be informed about this.

4. pCR to TS 33.401
**** start of changes ****
6.2
EPS key hierarchy

Editor’s Note: cf. TR 33.821, section 7.4.7
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Figure 6.2-1: Key hierarchy in E-UTRAN 

Requirements on EPC and E-UTRAN related to keys:

a) The EPC and E-UTRAN shall allow for use of encryption and integrity protection algorithms for AS and NAS protection having keys of length 128 and for future use the network interfaces shall be prepared to support 256 bit keys.

b) The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.

c) As part of the initial attach request from the UE, ME shall signal security capabilities to the MME, e.g. the ME supported EPS key derivation algorithms.

The key hierarchy includes following keys: KeNB, KNASint, KNASenc, KUPenc, KRRCint and KRRCenc
KeNB is a key derived by UE and MME from KASME or by UE and target eNB from KeNB* during eNB handover. KeNB shall only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic or to derive a transition key KeNB* during an eNB handover.   
During initial attach, idle to active state transitions, and intersystem handovers to E-UTRAN, the Next-Hop-KeNB parameter derivation is as follows in MME and the UE:
Next-Hop-KeNB = KDF(KASME || KeNB, "Next-Hop-KeNB")

Both KeNB and Next-Hop-KeNB are provided for the serving eNB in the AS Security Context. MME shall store the Next-Hop-KeNB parameter.
Next-Hop-KeNB is used in inter-eNB handovers to derive target eNB KeNB* key. When MME gets path switch message including the target physical cell Id, it shall calculate new Next-Hop-KeNB based on the old Next-Hop-KeNB and target physical cell Id and include it into the path switch acknowledgement message for the target eNB with the following parameters:

KeNB* = KDF(Next-Hop-KeNB, "eNodeB handover"||physical cell Id)

Next-Hop-KeNB = KDF(KASME || KeNB*, "Next-Hop-KeNB")
MME shall delete KeNB*, but keep the Next-Hop-KeNB in memory for ECM-CONNECTED state UEs.
Keys for NAS traffic: 

· KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm.

· KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME,,as well as an identifier for the encryption algorithm. 

Keys for UP traffic: 

· KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

Keys for RRC traffic: 

· KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm.  KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.

· KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm.

Figure 6.2-2 shows the dependencies between the different keys, and how they are derived from the network nodes point of view. Figure 6.2-3 shows the corresponding relations and derivations as performed in the ME. 
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Figure 6.2-2: Key distribution and key derivation scheme for EPS (in particular E-UTRAN) for network nodes.
· Editor’s Note: Figure 6.2-2 needs to be updated to reflect the key derivation input parameters and KeNB handling in handovers.
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Figure 6.2-3: Key derivation scheme for EPS (in particular E-UTRAN) for the ME.
Editor’s Note: Figure 6.2-3 needs to be updated to reflect the key derivation input parameters and KeNB handling in handovers.
As the figures 6.2-2 and 6.2-3 show, the length of KASME and KeNB is 256 bits, and 256-bit NAS, UP and RRC keys are always derived from KASME and KeNB respectively. In case the encryption or integrity algorithm used to protect NAS, UP or RRC requires a 128-bit key as input, the key is truncated and the 128 least significant bits are used.

The function t takes as input a 256-bit string, and returns the 128 least significant bits of that string as output. The input Ks, in the derivation of the KASME, is for a Rel8 or earlier USIMs, the concatenation of CK and IK.

Editor's Note: The input and output parameters for the function f, as well as the choice of the function f are ffs,.

6.3
EPS key identification

The EPS ASME key identifier (KSIASME) is a number which is associated with the KASME derived during authentication. The key set identifier is allocated by the network and sent with the authentication request message to the mobile station where it is stored together with the KASME.  KSIASME in EPS corresponds to KSI in UMTS and CKSN in GSM.

The purpose of the KSIASME is to make it possible for the network to identify the KASME which is stored in the mobile station without invoking the authentication procedure. This is used to allow re-use of the KASME during subsequent connection set-ups.

KSIASME and KSI have the same format. KSIASME is three bits. Seven values are used to identify the key set. A value of '111' is used by the mobile station to indicate that a valid KASME is not available for use. At deletion of the KASME, the KSIASME is set to '111'. The value '111' in the other direction from network to mobile station is reserved.

Editor’s Note: It is FFS whether another KSI is needed for NAS keys due to the key refresh procedures.

6.4
EPS key properties

Editor's Note: This refers to the keys from section 6.2, cf. TR 33.821, section 7.4.7.3.3, 7.4.8.

If KASME is stored in the ME, it should be deleted when the ME is powered down or when the UICC is removed.

KASME shall never leave the EPC.

7 
Security Procedures between UE and EPC Access Network Elements 

7.1
Mechanism for user identity confidentiality

Editor’s Note: cf. TS 33.102, sections 6.1, 6.2

The MME shall allocate a GUTI to a user in order to support the subscriber identity confidentiality. S-TMSI, the shortened form of the GUTI, is used to support the subscriber identity confidentiality with more efficient radio signalling procedures (e.g. paging and Service Request). The structure of the GUTI is specified in 3GPP TS 23.401 [2].  The GUTI allocation procedure should be performed after the initiation of NAS ciphering. 

GUTI Reallocation procedure is described in 3GPP TS 23.401 [2]. 

7.2
Handling of user-related keys in E-UTRAN

Editor’s Note: cf. TR 33.821, section 7.4.7
7.2.1
E-UTRAN key setting during AKA

Editor’s Note: cf. TS 33.102, sections 6.4.1 and TR 33.821, section 7.4.7. This subsection also includes considerations on key derivations. 

Authentication and key setting are triggered by the authentication procedure. Authentication and key setting may be initiated by the network as often as the network operator wishes. Key setting can occur as soon as the identity of the mobile subscriber (i.e. GUTI or IMSI) is known by the MME. Key KASME is stored in the MME and key KeNB is derived from the key KASME and transferred to the UE’s serving eNB when needed. KASME is stored in the ME and MME and updated with the next authentication procedure. 

The RRC and UP keys are derived from the KeNB when needed.

If an authentication procedure is performed during a connection, the new KASME, NAS, RRC and UP keys shall be taken in use in both the eNB and the ME as part of the security mode set-up procedure (see 7.2.4).

Editor’s Note: Key derivation functions to be included here.

7.2.2
E-UTRAN key identification

Editor’s Note: cf. TS 33.102, sections 6.4.1 and TR 33.821, section 7.4.6

7.2.3
E-UTRAN key lifetimes

Editor’s Note: cf. TS 33.102, sections 6.4.1 and TR 33.821, section 7.4.6 and 7.4.7

All E-UTRAN keys are derived based on a KASME. The key hierarchy does not allow, as is, explicit key updates, but fresh RRC and UP keys are derived based on a fresh KeNB, which is bound to certain dynamic parameters (like C-RNTI) and fresh key derivation parameter(s) in state transitions (like NAS uplink COUNT). This results as fresh RRC and UP keys in the eNB between inter-eNB handovers and state transitions (see sections 7.2.6 to section 7.2.8). The KeNB shall be deleted in the eNB while UE is in ECM-IDLE mode.

If RRC keys are corrupted (e.g. RRC level deciphering and or integrity protection check fails repeatedly on the receiver side beyond some retransmission threshold, keys are missing in UE/eNB, C-RNTI contained bit errors, etc.) UE will have to restart radio level attachment procedure (e.g. similar radio level procedure to idle-to-active mode transition or initial attachment). 

In case KASME is invalid, a KSIASME with value "111" shall be sent to the network, which then can initiate (re-)authentication procedure to get a new KASME based on a successful AKA authentication.

Editor's Note: Because of the new information on the C-RNTI length, it was concluded that the security benefits of the C-RNTI inclusion may turn out to be less than was anticipated earlier. Therefore the inclusion of C-RNTI, C-RNTI plus random bits or no C-RNTI is under reassessment with respect to the binding with KeNB.

7.2.4
Security mode command procedure and algorithm negotiation

Editor’s Note: cf. TR 33.821, sections 7.3, 7.4.5 and 7.4.13

7.4.2.1
Requirements for algorithm selection

Editor's note: The following requirements were agreed during SA3#50. It is for ffs how these requirements are incorporated and addressed in the TS. (1) The operator shall be able to configure a prioritized list of allowed algorithms in the MME. This list shall be used during algorithm negotiation to determine which algorithm is selected among the list of common algorithms shared by the UE and eNB, and the UE and the MME. (2) Either the target eNB or the MME shall be able to detect if a compromised source eNB fools a target eNB into selecting an algorithm in such a way that the prioritized list of allowed algorithms configured in the MME is not complied with. (3) If it is detected that a compromised source eNB fools a target eNB into selecting an algorithm in such a way that the prioritized list of allowed algorithms configured in the MME is not complied with, then the MME shall record at least the identity of the source eNB that is misbehaving. 

a) An active UE and a serving network shall agree upon algorithms for

· RRC encryption and RRC integrity protection (to be used between UE and eNB)

· UP encryption (to be used between UE and eNB)

· NAS encryption and NAS integrity protection (to be used between UE and MME)

b) The serving network shall select the algorithms to use dependent on

· the security capabilities of the ME,

· the security capabilities of the currently serving network entity

· restrictions set by the home network of the subscriber (ffs, cf TR 23.008)

· SN-wide policies on allowed security algorithms

NOTE: It is ffs whether the above bullet about “SN-wide policies” is needed.

ME Security capabilities shall include the supported encryption and integrity algorithms.

c) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated ("bidding down protection of networks choice") that the UE capabilities were not bidden down.

d) The AS and NAS level security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level message to the ME such that "bidding down attacks" against the ME’s security capabilities can be detected by the ME. The ME security capabilities apply to both AS and NAS level security.
e) Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure configures AS security (RRC and UP) and NAS level security mode command procedure configures NAS security.

a. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

b. User plane ciphering is activated at the same time as RRC ciphering.

f) eNB selects the AS level algorithms based on 

a. Its locally allowed and supported ciphering and integrity protection algorithm configuration. This configuration is done by network management and can be used for example to disable broken algorithms. eNB shall not select algorithms outside of this list.

b. A priority ordered list of allowed AS level ciphering and integrity protection algorithms per UE. The list is received from the MME within a S1 level procedure or from the source eNB via x2 or S1 interface during ECM-CONNECTED mode handovers. The list may contain only one ciphering and one integrity algorithm, in which case the MME provides no algorithms selection flexibility for the eNB. This priority ordered list of allowed AS level algorithms shall have at least one common entry for both ciphering and integrity protection algorithms with the eNB local configuration (see a)

Editor’s Note: It is ffs whether the allowed AS algorithms list needs to be in priority order.

Editor’s Note: It is ffs whether the AS algorithm list provided by O&M systems should overwrite S1 provided list.

c. The UE capabilities including supported ciphering and integrity algorithms. UE capabilities are included in the UE context provided from the MME to the serving eNB (S1 interface) and transferred from source eNB to the target eNB during eNB handovers (both x2 and S1 interface handover cases). If the UE capabilities do not contain at least one common ciphering and integrity algorithm entry with the eNB local configuration (see a) and MME provided allowed AS level algorithm lists (see b) then the SMC procedure fails.

g) MME includes list of allowed AS algorithms for the UE in an integrity protected NAS level message for the UE during attach and service request procedures, or TAU procedure.

a. With the allowed AS algorithms list the UE can verify that the selected AS algorithms belong to the allowed set provided by MME. This does not preclude sending AS level SMC before NAS level SMC.

Editor’s Note: It is FFS whether UE sends a NAS level message to MME when AS level algorithms are not from the allowed AS level algorithms list.

b. NULL ciphering algorithm for the user plane and RRC is identified separately in the allowed AS algorithms list.

c. Selected AS and NAS algorithms can be different at a given point of time.

7.4.2.2
NAS security mode command procedure

The NAS SMC procedure consists of a roundtrip of messages between MME and UE. The MME sends the NAS security mode command to the UE and the UE replies with the NAS security mode complete message. 

The NAS security mode command message from MME to UE contains the replayed security capabilities of the UE (including the security capabilities with respect to NAS, RRC and UP ciphering as well as NAS, RRC integrity, and other target network security capabilities i.e. UTRAN/GERAN if UE included them in the message to MME), the selected NAS algorithms, and the KSIASME for identifying KASME. This message is integrity protected with NAS integrity key based on KASME indicated by the KSIASME in the message. See figure 7.4.2.2-1. 

The NAS security mode complete message from UE to MME is integrity protected with the selected NAS algorithm indicated in the NAS security mode command message and NAS integrity key based on KASME indicated by the KSIASME in the NAS security mode command message. 

 NAS ciphering at the MME starts after receiving the NAS security mode complete message. NAS ciphering at the UE starts after sending the NAS security mode complete message (TS 33.102[4]).

Only after EPS AKA the NAS security mode command message resets NAS uplink and downlink COUNT values. Both the NAS security mode command and NAS security mode complete messages are protected based on reset COUNT values (zero). NAS SMC always changes the NAS keys (i.e. due to EPS AKA with new KASME and KSIASME or due to the algorithms change).

NAS security mode command and NAS security mode complete messages can be sent together or alone with other NAS messages.
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Figure 7.4.2.2-4: NAS security mode command procedure

Editor’s Note: it is ffs if the security mode command also includes a list of allowed RRC and UP algorithms from which the eNB may choose and which can be checked UE. Further parameter are also still TBD 

7.4.2.3
AS security mode command procedure

The AS SMC procedure consists of a roundtrip of messages between eNB and UE. The eNB sends the AS security mode command to the UE and the UE replies with the AS security mode complete message. See figure 7.4.2.3-1.

The AS security mode command message from eNB to UE shall contain the selected AS algorithms and the KSIASME for KASME. This message shall be integrity protected with RRC integrity key based on KASME indicated by the KSIASME. 

The AS security mode complete message from UE to eNB shall be integrity protected with the selected RRC algorithm indicated in the AS security mode command message and RRC integrity key based on KASME indicated by the KSIASME. 

RRC and UP ciphering at the eNB shall start after receiving the AS security mode complete message. RRC and UP ciphering at the UE shall start after sending the AS security mode complete message.

AS security mode command and AS security mode complete messages can be sent together or alone with other RRC messages.  AS security mode command always changes the AS keys.

Editor’s Note: It is for further study, whether the SMC procedure does not affect the AS (PDCP) uplink and downlink SN or HFN values (RAN2). As when keys are fresh, it does not matter from ciphering and integrity protection point of view whether AS COUNTs are reset or not. In case they are not reset, the threshold value needs to be taken care of.

Editor’s Note: It is for further study, whether the RRC and UP ciphering algorithms are combined, i.e. no separate algorithm identifier for RRC and UP but one common AS level ciphering algorithm id.
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Figure 7.4.2.3-1: AS security setup

7.2.5
Key handling at state transitions to and away from EMM-DEREGISTERED 

When the UE transits from EMM-DEREGISTERED to EMM-REGISTERED/ECM-CONNECTED, there are two cases to consider, either a complete NAS security context exists, or it does not.

7.2.5.1
With existing NAS security context

If there is a NAS security context, the UE transmits a NAS Attach Request message. This message is integrity protected, and the NAS sequence number of the Attach Request message is used to derive the KeNB. As a result of the NAS Attach Request, the eNB sends an AS SMC to the UE with the current KSIASME indicating the current KASME. 

When the UE receives the AS SMC, it uses the NAS sequence number of the Attach/Service Request message (i.e. the uplink NAS sequence number) that triggered the AS SMC to be sent as freshness parameter in the derivation of the KeNB. From this KeNB the RRC protection keys and the UP protection keys are derived as described in clause 7.2.1. 

Editor’s Note: Whether the UE can be certain which Attach Request triggered a given AS SMC is pending verification from RAN2/RAN3/SA2/CT1. If the UE cannot be certain, the uplink NAS sequence number used by the MME must be echoed back to the UE from the MME.

The same procedure for refreshing KeNB can be used regardless of the fact if the UE is connecting to the same MME to which it was connected previously or to a different MME. In case UE connects to a different MME and this MME supports different NAS algorithms, the NAS keys have to be re-derived in the MME with the new algorithm IDs as input. 

In addition, there is a need for the MME to send a NAS SMC to the UE to indicate the change of NAS algorithms and to take the re-derived NAS keys into use. The UE shall assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm ID specified in the NAS SMC. The NAS SMC Command and NAS SMC Complete messages are protected with the new keys.

7.2.5.2
No existing NAS security context or after AKA

In the case that there is an AKA run (either because there is no NAS security context, or the network decides to run an AKA after the Attach Request but before the corresponding AS SMC), the NAS (uplink and downlink) sequence numbers are reset to start values, and the start value of the uplink NAS sequence number shall be used as freshness parameter in the KeNB derivation from the fresh KASME (after AKA) when UE receives AS SMC Command with the new KSIASME indicating that the fresh KASME is used to derive the KeNB.

Note 1:
Using the start value for the uplink NAS sequence number in this case cannot lead to the same combination of KASME and NAS sequence number being used twice. This is guaranteed by the fact that the first integrity protected NAS message the UE sends to the MME after AKA is the NAS SMC complete message. 

The NAS SMC complete message will include the start value of the NAS sequence number that is used as freshness parameter in the KeNB derivation and the KASME is fresh. After an AKA, a NAS SMC needs to be sent from the MME to the UE in order to take the new NAS keys into use. Both NAS SMC Command and NAS SMC Complete messages are protected with the new NAS keys.

Editor’s Note: It is FFS how to handle the security contexts at transitions to EMM-DEREGISTERED state. 

7.2.6
Key handling in ECM-IDLE to ECM-CONNECTED and ECM-CONNECTED to ECM-IDLE transitions when in EMM-REGISTERED state

Editor’s Note: cf. TR 33.821, sections 7.4.9. This subsection also includes considerations on key derivations.

As a general principle, on ECM-IDLE to ECM-CONNECTED transitions when in EMM-REGISTERED state, RRC protection keys and UP protection keys shall be generated as described in section 7.2.1 while KASME is assumed to be already available in the MME. 

KASME may have been established in the MME as a result of an AKA run, or as a result of a context transfer from another MME during handover or idle mode mobility. On ECM-CONNECTED to ECM-IDLE transitions, eNBs shall delete the keys they store such that state in the network for ECM-IDLE mode UEs will only be maintained in the MME. 

7.2.6.1 ECM-IDLE to ECM-CONNECTED transition 

The procedure the UE uses to transit from ECM-IDLE to ECM-CONNECTED when in EMM-REGISTERED state is initiated by a NAS Service Request message from the UE to the MME. As the UE is in EMM-REGISTERED state, a NAS security context exists in the UE and the MME, and this NAS security context further contains uplink and downlink NAS sequence numbers. The NAS Service Request message sent in EMM-REGISTERED shall be integrity protected and contain the uplink NAS sequence number.

As a result of the NAS Service Request, radio bearers are established, and the eNB sends an AS SMC Command to the UE. When the UE receives the AS SMC Command including the current KSIASME, it shall use the NAS uplink sequence number of the NAS Service Request message that triggered the AS SMC as freshness parameter in the derivation of the KeNB. From this KeNB the RRC protection keys and the UP protection keys are derived as described in clause 7.2.1.

Editor’s Note: Whether the UE can be certain which NAS Service Request triggered a given AS SMC is pending verification from RAN2/RAN3/SA2/CT1. If the UE cannot be certain, the uplink NAS sequence number used by the MME must be echoed back to the UE from the MME.

UE shall derive Next-Hop-KeNB (as described in sub clause 7.2.1), which is used to derive KeNB* key for the target eNBs in subsequent handovers.

If the ECM-IDLE to ECM-CONNECTED procedure contains an AKA run (which is optional), the NAS uplink and downlink sequence numbers shall be reset to the start values, and the reset value of the uplink NAS sequence number shall be used as freshness parameter in the KeNB derivation from fresh KASME when executing an AS SMC including the new KSIASME.

Editor's Note: If an AKA is run and the UE immediately transits back into ECM-IDLE, and after this again transits into ECM-CONNECTED, it may happen that the uplink NAS sequence number used for the previous KeNB derivation is used also for this second one (e.g., if AKA messages do not carry NAS sequence numbers). It is FFS whether this can happen.

On transitions to ECM-CONNECTED, the MME should be able to check whether a new authentication is required, e.g. because of prior inter-provider handover. 

7.2.6.2 ECM-CONNECTED to ECM-IDLE transition 

On ECM-CONNECTED to ECM-IDLE transitions the eNB does no longer need to store state information about the corresponding UE. In particular eNB shall delete the current AS keys from its memory. 

In particular, on ECM-CONNECTED to ECM-IDLE transitions:

· The eNB and the UE shall delete KeNB ,  KRRCenc and KRRCint   and KUPenc
· MME and the UE will keep KASME, NAS uplink and downlink COUNTs, selected NAS algorithms, and UE capabilities stored. 

7.2.7
Key handling in ECM-IDLE mode mobility

Editor’s Note: cf. TR 33.821, sections 7.4.11. This subsection also includes considerations on key derivations.

If the "active flag" is not set in the TAU request, the TAU procedure does not establish any RRC or UP level security. Because of this, there is no need to derive any KeNB in this case. If the "active flag" is set in the TAU request message, radio bearers will be established as part of the TAU procedure. In this case a KeNB derivation is necessary, and the uplink NAS sequence number of the TAU request message sent from the UE to the MME is used as freshness parameter in the KeNB derivation. The TAU request shall be integrity protected..

In the case an AKA is run successfully as part of the TAU procedure, the uplink and downlink NAS sequence numbers shall be set to the start values

In the case an AKA is not run as part of the TAU procedure and source and target MME use different NAS algorithms, the target MME re-derives the NAS keys from KASME with the new algorithms-Ids as input and provides the new algorithm identifiers within a NAS SMC. The UE shall assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm ID specified in the NAS SMC.

7.2.8
Key handling in handover

Editor’s Note: cf. TR 33.821, sections 7.4.12. This subsection also includes considerations on key derivations.

AS level (RRC, UP) algorithms can be changed during inter-eNB handovers, ECM-IDLE to ECM-CONNECTED state transitions, EMM-DEREGISTERED to EMM-REGISTERED/ECM-CONNECTED state transitions.

RRC and UP keys are refreshed during eNB handovers. The HO Command message includes indication whether the handover is intra-eNB or inter-eNB handover.
In case of intra-eNB handover, the source eNB creates KeNB* key from the current KeNB key and the physical cell ID of the target cell with a one way function producing the same amount of bits than the length of the KeNB key. 
In case of inter-eNB handover, the source eNB creates KeNB* key from the Next-Hop-KeNB (received in the AS Security Context or previous path switch acknowledgement message from the MME) and the physical cell ID of the target cell with a one way function producing the same amount of bits than the length of the KeNB key. MME responds to the path switch message with a path switch acknowledgement message, which includes the Next-Hop-KeNB which is to be used for a subsequent inter-eNB handover. The physical cell Id that is sent in the HO Command for the UE and used as an input parameter for the key derivation shall also be available for the MME in the path switch message. Figure 7.2.8-1 illustrates the Next-Hop-KeNB usage in AS security context from MME to the eNB and in inter-eNB handover with KeNB* derivation.
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Figure 7.2.8-1: Next-Hop-KeNB usage illustration for inter-eNB handovers
Target eNB creates new KeNB based on KeNB* and C-RNTI with a one way function producing the same amount of bits than the length of the KeNB key.

Editor's Note: An LS has been sent to RAN2 to check the feasibility of the physical cell ID inclusion in the key derivation.

At least the target eNB algorithm identifiers and key purpose identifiers are used in the AS level key derivations as input parameters with KeNB. Key purpose identifiers are listed below.

· "RRC ciphering" for RRC ciphering key derivation

· "RRC integrity" for RRC integrity key derivation

· "UP ciphering" for UP ciphering key derivation

Editor’s note: It is FFS if character string formats are to be used or if for example a certain bit strings are reserved for the purpose identifiers.

At an eNB handover with MME relocation, the KeNB is chained in the same way as if it was a regular intra-MME eNB handover. However, there is the possibility that the source MME and the target MME do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target MME re-derives the NAS keys from KASME using the NAS algorithm identities as input to the NAS key derivation functions and sends NAS SMC. All inputs, in particular the KASME, will be the same in the re-derivation except for the NAS algorithm identity. 

It is essential that the NAS sequence numbers are not reset to the start values unless a new KASME is taken into use. This prevents that, in the case a UE moves back and forth between two MMEs the same NAS keys will be re-derived time and time again resulting in key stream re-use. Since KASME only changes when a new AKA has been run successfully, the NAS sequence numbers shall only be reset to the start value when there is a new AKA run. In case the target MME decides to use NAS algorithms different from the ones used by the source MME, a NAS SMC including KSIASME (new or current value depending on whether AKA was run or not) shall be sent from the MME to the UE.

This NAS Key and algorithm handling also applies to other MME changes e.g. TAU with MME changes.
7.2.9
Key-change-on-the fly

**** end of changes ****
**** start of changes ****
9
Security interworking between E-UTRAN and UTRAN

Editor's Note: Any impacts in this section due the feature of per user activation of UP ciphering are for ffs and dependent on an agreement on this feature which is for ffs.

9.1
Idle mode mobility
9.1.1
From E-UTRAN to UTRAN

The E-UTRAN NAS Attach Request and TAU Request messages shall include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed.

The MME shall transfer UE’s UTRAN and GERAN security capabilities and CK' || 'IK to SGSN with Context Response/SGSN Context Response message. SGSN shall include the allowed security algorithm and transfer to RNC with SMC message.  RNC will select security algorithms and indicate to UE whenever needed.

In idle mode mobility from E-UTRAN to UTRAN, UE sends a RAU Request message towards SGSN and shall include a P-TMSI signature. The available P-TMSI signature field bits (at minimum 16 bits) shall be filled with a NAS-token (i.e. the x least significant bits of the KDF output) which is generated with the following function:

NAS-token = KDF(KASME || current NAS downlink SN)
Editor's NOTE 1: The choice of the KDF is for ffs.

SGSN forwards the P-TMSI signature to the old MME, which compares it with a NAS-token (truncation of most meaningful bits if needed), for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME will provide the needed information for the SGSN. Old MME responds with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.

To avoid possible race condition problems, the MME shall be able to compare the received NAS-token with NAS-tokens generated from the current NAS SN downlink value as well as with current NAS SN-1 downlink value only if there is a pending downlink NAS message from MME to the UE (i.e. MME waits for NAS response from the UE).
Editors NOTE 2: SA3#50 issues: It needs to be studied which are the effects of the retransmission of the NAS messages and the way the NAS SQN is incremented, on the reliability of the calculation.
Editors NOTE 3: Other solutions may be studied that could replace the NAS-token solution. It was mentioned during SA3#50 that pre-calculation at the MME and sending the value over the air has following properties: MME-storage is consumed and without confidentiality protection the pre-calculated value may be disclosed before usage.

Editors NOTE 4: SA3 is waiting for a decision on the length of the P-TMSI signature from SA2. 

9.1.2
From UTRAN to E-UTRAN

SGSN shall be informed by the UE about its EPC/E-UTRAN security capabilities. This happens via the MS Network Capability IE that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

Editor’s NOTE: Pre-rel8 SGSN may not include the EPC/E-UTRAN security capabilities. In this case UE capabilities from the TAU Request are used.

SGSN shall also transfer UE’s EPC/E-UTRAN security capabilities to the new MME in the Context Response/SGSN Context Response message. MME shall select security algorithms and will indicate to UE by e.g. NAS SMC. If Active flag in the TAU request message is on (i.e. in case of UP ciphering was activated in UTRAN), MME shall derive KeNB based on K’ASME and NAS sequence number of Tracking area update Request message. MME deliveries it to eNB by S1-AP message 

When the UE performs the TAU procedure with the MME after ECM_IDLE state mobility from GERAN/UTRAN to E-UTRAN, the MME shall run AKA to ensure that the UE runs with EPS security context.
Editor's NOTE: It is for ffs whether more optimal solutions could be found with a lower need for AKA runs. 

Editor's NOTE: It needs to be checked whether the network can differentiate between 2G and 3G security context in interaction with the EPC.

TAU Request message shall be integrity protected with one of the default EPS algorithms.

Editors NOTE 1: It is ffs, which algorithm from the mandatory supported algorithms is to be used by default for the TAU Request authentication.

Editors NOTE 2: Adding TAU integrity protection does not implicate that NAS SMC need not be send.

Editors NOTE 3: The ISR mechanism may have an effect on whether the TAU integrity protection solution with default algorithm is optimal or not.

Editors NOTE 4: Need to specify how the NAS SNs are handled with default algorithm.

9.2
Handover
9.2.1
From E-UTRAN to UTRAN

If UP ciphering in E-UTRAN is activated, it shall remain activated after handover in UTRAN as well.

Integrity protection on NAS signalling is mandatory for both E-UTRAN and UTRAN

MME shall derive a confidentiality key CK', and an integrity key IK' from KASME with the help of a one-way key derivation function KDF in the following way:

K'ASME  = KDF(CK || IK). MME shall derive the NAS keys and KeNB from K'ASME.

Editor’s Note: The key derivation function is for further study

Editor’s Note: SA2 currently discusses parallel registration in UTRAN and E-UTRAN. In case of parallel registration, UMTS security context is already available in the SGSN before handover. In this case, the already established security context shall be used after handover and not the transferred security context. 

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in an integrity protected message for verification that they were not changed.

Editor's Note: It should be studied in which messages the UE capabilities are sent back to the UE.

MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall include the allowed security algorithms in the relocation request to RNC. RNC shall select the algorithms and include the corresponding identifiers in the relocation request acknowledgement. The selected algorithms shall be indicated to UE in the handover command message.

9.2.2
From UTRAN to E-UTRAN

9.2.2.1
Requirements

If UP ciphering in UTRAN is activated, then UP ciphering shall remain activated in E-UTRAN after handover as well.

Integrity protection on NAS is mandatory for both E-UTRAN and UTRAN

SGSN shall transfer CK || IK to MME in the relocation request message. MME and UE shall derive K'ASME from CK || IK with the help of a one-way key derivation function KDF: 
K'ASME = KDF(CK || IK) . MME and UE shall derive the NAS keys and KeNB from K'ASME.

MME shall generate a random number and use it with K'ASME to derive KeNB. MME shall distribute the KeNB to the eNB in HO Request message. The random number is sent from the MME to the UE via the SGSN and RNC in a chain of messages during HO and the UE shall use it with K'ASME to derive KeNB. These messages are the Forward relocation response, relocation command, and HO from UTRAN command messages. Details are provided in clause 9.2.2.2

Editor's Note: It is ffs whether the solution that provides KeNB freshness and KeNB separation between eNBs using a random number for UTRAN to E-UTRAN Handover cannot be obtained e.g. by providing key freshness at KASME level from CK/IK and/or by using Cell-ID.    

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: SA2 currently discusses parallel registration in UTRAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.

MME and UE shall also derive the Next-Hop-KeNB parameter as follows:

Next-Hop-KeNB = KDF(K’ASME || KeNB, "Next-Hop-KeNB")

Both KeNB and Next-Hop-KeNB are provided for the target eNB in the AS Security Context.
SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.
SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall include them in the relocation command and RNC shall indicate them to UE in the handover from UTRAN command.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE 3: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here. 

Editor’s NOTE: In case the selected AS level algorithm on active mode handover is used to integrity protect the TAU Request creates problems in the MME (i.e. the MME does not know the selected AS algorithm), then the default algorithm solution as used in the idle mode mobility is used
UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.
9.2.2.2
Key Derivation during Handover

During UTRAN to E-UTRAN HO, MME generates a random number and uses it with K’ASME (derived from CK and IK) to derive Kenb. The random number is sent to UE during HO and UE uses it with K’ASME to derive Kenb.
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Figure 9.2.2.2-1 Kenb Derivation during UTRAN to EUTRAN HO

1, Source RNC makes HO decision base on measurement report or other conditions.

2, Source RNC sends Relocation request to Source SGSN.

3, Source SGSN forwards Relocation request to Target MME. In this message, IK, CK are sent to the target MME.

4, Target MME derives K'ASME using IK, CK.

5, Target MME generates a random number, and uses K'ASME and this random number to derive Kenb.

6, In HO request, target MME sends Kenb to target eNB.

7, The Target eNB replies HO request Ack.

8, In Forward relocation response, relocation command, and HO from UTRAN command, the random number is transferred to UE. Note that HO from UTRAN command is protected by UTRAN security, so is the random number.

9, UE derives K'ASME using IK, CK. UE derives Kenb using K'ASME and the random number.

10. UE sends HO complete to target eNB.

10, Target eNB sends HO notify message to Target MME.

11, Target MME forwards relocation complete to source SGSN.

12, Source SGSN replies relocation complete Ack.

Editors NOTE: It needs to be decided whether Figure 9.2.2.2-1 will be kept in TS 33.abc 

10
Security interworking between E-UTRAN and GERAN

Editor's Note: Any impacts in this section due the feature of per user activation of UP ciphering are for ffs and dependent on an agreement on this feature which is for ffs.

10.1
Idle mode mobility
10.1.1
From E-UTRAN to GERAN

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed.

MME shall transfer UE’s UTRAN and GERAN security capabilities and CK’ and IK’ to SGSN. SGSN shall select the encryption algorithm to use in GERAN when needed. 

In idle mode mobility from E-UTRAN to GERAN, UE sends a RAU Request message towards SGSN and shall include a P-TMSI signature. The available P-TMSI signature field bits (at minimum 16 bits) shall be filled with a NAS-token (i.e. the x least significant bits of the KDF output) which is generated with the following function:

NAS-token = KDF(KASME || current NAS downlink SN)
Editor's NOTE 1: The choice of the KDF is for ffs.

SGSN forwards the P-TMSI signature to the old MME, which compares it with a NAS-token (truncation of most meaningful bits if needed), for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME will provide the needed information for the SGSN. Old MME responds with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.

To avoid possible race condition problems, the MME shall be able to compare the received NAS-token with NAS-tokens generated from the current NAS SN downlink value as well as with current NAS SN-1 downlink value only if there is a pending downlink NAS message from MME to the UE (i.e. MME waits for NAS response from the UE).
Editors NOTE 2: Editors NOTE's 2 to 4 of section 9.1.1 are also valid here. 

10.1.2
From GERAN to E-UTRAN

SGSN shall transfer CK || IK to MME in the Context Response/SGSN Context Response message. MME shall derive K'ASME from CK || IK as described in the UTRAN to E-UTRAN handover case.

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: The assumption here is that an SGSN that supports GERAN to E-UTRAN change is capable of 3G AKA and stores the UMTS security context of a UE. Note that there is a risk that the UMTS security context available in SGSN was previously converted from a GSM security context. This is e.g. the case if prior to UE’s transition to active state, UE was changing in idle mode from an SGSN that does not support UMTS security contexts to an SGSN that supports UMTS security context handling. This case can be circumvented by enforcing 3G AKA after idle mode mobility from such an SGSN.

Editor’s Note: SA2 currently discusses parallel registration in GERAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.

SGSN shall be informed by the UE about its EPC/E-UTRAN security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

Editor’s NOTE: Pre-rel8 SGSN may not include the EPC/E-UTRAN security capabilities. In this case UE capabilities from the TAU Request are used.

SGSN shall also transfer UE’s EPC/E-UTRAN security capabilities to the MME in the Context Response/SGSN Context Response message. MME shall select security algorithms and will indicate to UE by e.g. NAS SMC. If Active flag in the TAU request message is on (i.e. in case of UP ciphering was activated in UTRAN), MME shall derive KeNB based on K’ASME and NAS sequence number of Tracking area update Request message. MME delivers it to eNB by S1-AP message.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here.
10.2
Handover
10.2.1
From E-UTRAN to GERAN

If UP ciphering in E-UTRAN is activated, it shall remain activated after handover in GERAN as well. 

MME shall derive a confidentially key CK’ and an integrity IK’ from KASME as described for the E-UTRAN to UTRAN handover case. MME shall transfer CK’ and IK’ to the SGSN. SGSN shall derive Kc from CK’ and IK’ with the help of the key conversion function c3 of TS 33.102.

Editor’s Note: The assumption here is that an SGSN that supports E-UTRAN to GERAN handover is capable of the key conversion functions c3, c4, c5 of TS 33.102. If this assumption falls the key derivation and conversion described above may have to be adopted.

Editor’s Note: SA2 currently discusses parallel registration in GERAN and E-UTRAN. In case of parallel registration, UMTS security context is already available in the SGSN before handover. In this case, the already established CK, IK shall be used to derive Kc after handover and not the transferred security context.

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in an integrity protected message for verification that they were not changed.

Editor's Note: It should be studied in which messages the UE capabilities are sent back to the UE.

MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall select the encryption algorithm to use in GERAN after handover. The selected algorithm shall be indicated to UE in the handover command message.

10.2.2
From GERAN to E-UTRAN

If UP ciphering was activated in GERAN, it shall remain activated in E-UTRAN after handover from GERAN to E-UTRAN as well.

SGSN shall transfer CK || IK to MME in the relocation request message. MME shall derive K'ASME from CK || IK as described in the UTRAN to E-UTRAN handover case.
Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: The assumption here is that an SGSN that supports GERAN to E-UTRAN handover is capable of 3G AKA and stores the UMTS security context of a UE. Note that there is a risk that the UMTS security context available in SGSN was previously converted from a GSM security context. This is e.g. the case if prior to UE’s transition to active state, UE was changing in idle mode from an SGSN that does not support UMTS security contexts to an SGSN that supports UMTS security context handling. This case can be circumvented by enforcing 3G AKA after idle mode mobility from such an SGSN.

Editor’s Note: SA2 currently discusses parallel registration in GERAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.

MME and UE shall also derive the Next-Hop-KeNB parameter as follows:

Next-Hop-KeNB = KDF(K’ASME || KeNB, "Next-Hop-KeNB")

Both KeNB and Next-Hop-KeNB are provided for the target eNB in the AS Security Context.
SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall indicate them in the appropriate message to BSS and BSS shall indicate them to UE in the handover command.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here. 

Editor’s NOTE: In case the selected AS level algorithm on active mode handover is used to integrity protect the TAU Request creates problems in the MME (i.e. the MME does not know the selected AS algorithm), then the default algorithm solution as used in the idle mode mobility is used

UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.
11
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**** end of changes ****
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