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1. Introduction

There are some Editor’s notes in TS 33.401 v1.0.0 related to NAS-token handling. This contribution clarifies the open issues for the NAS-token solution. 

2. Discussion

The three NAS-token related editor’s notes that do not relate to the general KDF definition in the TS 33.401 v1.0.0 are listed below.

Editors NOTE 2: SA3#50 issues: It needs to be studied which are the effects of the retransmission of the NAS messages and the way the NAS SQN is incremented, on the reliability of the calculation.

CT1 one is working on the NAS protocol layer and retransmission mechanisms. We discuss this issue in the sub section 2.1 below.

Editors NOTE 3: Other solutions may be studied that could replace the NAS-token solution. It was mentioned during SA3#50 that pre-calculation at the MME and sending the value over the air has following properties: MME-storage is consumed and without confidentiality protection the pre-calculated value may be disclosed before usage.

The security implications of this solution are worse compared to the NAS-token solution. Thus, we propose to remove this editor’s note from TS 33.401 and if needed move it to TR 33.821.

Editors NOTE 4: SA3 is waiting for a decision on the length of the P-TMSI signature from SA2. 

The NAS-token can be truncated to 16 bits if SA2 decides to use some of the P-TMSI signature bits for its needs. The longer the NAS-token the better from security perspective and 24 bits for the NAS-token is recommended. Whether the NAS-token is 24 or 16 bits does not have implications to the specification text in TS 33.401. Thus, the editor’s note 4 can be removed as it is also addressed already in the text:

“The available P-TMSI signature field bits (at minimum 16 bits) shall be filled with a NAS-token (i.e. the x least significant bits of the KDF output) –“, and “SGSN forwards the P-TMSI signature to the old MME, which compares it with a NAS-token (truncation of most meaningful bits if needed),--”

2.1 NAS SQN usage with NAS-token

There are multiple NAS level protocols, for example the Session Management (SM) protocol and Mobility Management (MM) protocol. NAS-token handling belongs to the MM protocol. 

The NAS SQN handling is common to all NAS level protocols and here we assume that the NAS SQN is incremented during NAS level retransmissions (worst case for NAS-token solution) to avoid the recipient to drop the NAS request message due to the same SQN, when the actual response has been lost and NAS request is retransmitted.

NAS SN selection for the NAS-token generation could be bound to the TAU signalling. I.e. only the TAU Response message from the MME would generate the NAS-token in the UE and MME. However, this has similar retransmission issues as with any other NAS messages when there is an intersystem mobility event (i.e. retransmissions do not go through due to the intersystem mobility event, which may be a result of bad radio link conditions etc.). The TAU Response can be lost or the TAU Complete message can be lost. In case the TAU Response is lost, MME and UE have different understanding of what is the latest TAU Response related NAS SQN that is used to generate the NAS-token. Or if the NAS-token is pre-calculated, both the UE and the MME have different NAS-tokens stored (UE has sent TAU Complete message, which was lost).

Simplest mechanism would be to allow NAS-tokens within a range from [current NAS SQN - L, current NAS SQN], where L is a configurable parameter with default value of 5 and maximum 10. These values are subject to CT1 definition as well as the NAS SQN handling. When using this scheme, MME does not have to care about outstanding NAS messages when verifying (or calculating) the NAS-token. 

This also requires that the MME shall not accept the same NAS-token twice, except for SGSN – MME level retransmissions. But this is an existing requirement for the NAS-token solution(s) already as the NAS-token is retransmitted in plain text in the RAU message and thus should not be used twice over the air except for retransmission.

2.1.1 Security implications

Depending on the value of the L, the success rate for a brute force attack becomes higher. For example, with value L == 5 (assuming NAS SQNs are incremented during retransmissions and that value 5 is high enough), the probability of a successful brute force random attack becomes 5 times higher than with a case where only the current NAS downlink SQN is accepted. Note also that an attacker can see the NAS SQNs but does not know the KASME. However, the attacker can not launch the attack too frequently due to the fact that the network will run AKA for the user when the NAS-token verification fails (see also S3-080144). 
Launching a DoS attack against MME requires the MME to calculate the NAS-token with all the possible values the L allows (e.g. 5 different NAS-tokens). However, running a KDF function is lightweight and does not pose any serious threats in case the question is whether to run the KDF one time or 5 times. In any case, the MME may also identify DoS attacks as normally the NAS-token verification should not require the MME to check all the possible NAS SQN values permitted for the NAS-token calculation.
3. Proposal

We propose to adopt the mechanism of using a range of possible NAS SQN values described above for the NAS-token verification and implement the accompanying pCR that also removes the editor’s notes to the TS 33.401. 

The same mechanism can be used independently whether CT1 decides to use new NAS SQN for retransmissions or not. In case the same NAS SQN is used for retransmissions the default value for L may need to be fine tuned (e.g. set default value to 2).

4. pCR to TS 33.401
**** start of changes ****
9
Security interworking between E-UTRAN and UTRAN

Editor's Note: Any impacts in this section due the feature of per user activation of UP ciphering are for ffs and dependent on an agreement on this feature which is for ffs.

9.1
Idle mode mobility
9.1.1
From E-UTRAN to UTRAN

The E-UTRAN NAS Attach Request and TAU Request messages shall include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed.

The MME shall transfer UE’s UTRAN and GERAN security capabilities and CK' || 'IK to SGSN with Context Response/SGSN Context Response message. SGSN shall include the allowed security algorithm and transfer to RNC with SMC message.  RNC will select security algorithms and indicate to UE whenever needed.

In idle mode mobility from E-UTRAN to UTRAN, UE sends a RAU Request message towards SGSN and shall include a P-TMSI signature. The available P-TMSI signature field bits (at minimum 16 bits) shall be filled with a NAS-token (i.e. the x least significant bits of the KDF output) which is generated with the following function:

NAS-token = KDF(KASME || current NAS downlink SN)
Editor's NOTE 1: The choice of the KDF is for ffs.

SGSN forwards the P-TMSI signature to the old MME, which compares it with a NAS-token (truncation of most meaningful bits if needed), for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME will provide the needed information for the SGSN. Old MME responds with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.

To avoid possible race condition problems, the MME shall be able to compare the received NAS-token with NAS-tokens generated from the current NAS SN downlink value down to current NAS SN-L downlink values, i.e. [current NAS downlink SQN – L, current NAS downlink SQN].. A suitable value for the parameter L can be configured by the network operator. The default value for the parameter L is 5 and maximum value 10. MME shall not accept the same NAS-token for the same UE twice except in retransmission cases happening for the same mobility event.



9.1.2
From UTRAN to E-UTRAN

SGSN shall be informed by the UE about its EPC/E-UTRAN security capabilities. This happens via the MS Network Capability IE that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

Editor’s NOTE: Pre-rel8 SGSN may not include the EPC/E-UTRAN security capabilities. In this case UE capabilities from the TAU Request are used.

SGSN shall also transfer UE’s EPC/E-UTRAN security capabilities to the new MME in the Context Response/SGSN Context Response message. MME shall select security algorithms and will indicate to UE by e.g. NAS SMC. If Active flag in the TAU request message is on (i.e. in case of UP ciphering was activated in UTRAN), MME shall derive KeNB based on K’ASME and NAS sequence number of Tracking area update Request message. MME deliveries it to eNB by S1-AP message 

When the UE performs the TAU procedure with the MME after ECM_IDLE state mobility from GERAN/UTRAN to E-UTRAN, the MME shall run AKA to ensure that the UE runs with EPS security context.
Editor's NOTE: It is for ffs whether more optimal solutions could be found with a lower need for AKA runs. 

Editor's NOTE: It needs to be checked whether the network can differentiate between 2G and 3G security context in interaction with the EPC.

TAU Request message shall be integrity protected with one of the default EPS algorithms.

Editors NOTE 1: It is ffs, which algorithm from the mandatory supported algorithms is to be used by default for the TAU Request authentication.

Editors NOTE 2: Adding TAU integrity protection does not implicate that NAS SMC need not be send.

Editors NOTE 3: The ISR mechanism may have an effect on whether the TAU integrity protection solution with default algorithm is optimal or not.

Editors NOTE 4: Need to specify how the NAS SNs are handled with default algorithm.

9.2
Handover
9.2.1
From E-UTRAN to UTRAN

If UP ciphering in E-UTRAN is activated, it shall remain activated after handover in UTRAN as well.

Integrity protection on NAS signalling is mandatory for both E-UTRAN and UTRAN

MME shall derive a confidentiality key CK', and an integrity key IK' from KASME with the help of a one-way key derivation function KDF in the following way:

K'ASME  = KDF(CK || IK). MME shall derive the NAS keys and KeNB from K'ASME.

Editor’s Note: The key derivation function is for further study

Editor’s Note: SA2 currently discusses parallel registration in UTRAN and E-UTRAN. In case of parallel registration, UMTS security context is already available in the SGSN before handover. In this case, the already established security context shall be used after handover and not the transferred security context. 

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in an integrity protected message for verification that they were not changed.

Editor's Note: It should be studied in which messages the UE capabilities are sent back to the UE.

MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall include the allowed security algorithms in the relocation request to RNC. RNC shall select the algorithms and include the corresponding identifiers in the relocation request acknowledgement. The selected algorithms shall be indicated to UE in the handover command message.

9.2.2
From UTRAN to E-UTRAN

9.2.2.1
Requirements

If UP ciphering in UTRAN is activated, then UP ciphering shall remain activated in E-UTRAN after handover as well.

Integrity protection on NAS is mandatory for both E-UTRAN and UTRAN

SGSN shall transfer CK || IK to MME in the relocation request message. MME and UE shall derive K'ASME from CK || IK with the help of a one-way key derivation function KDF: 
K'ASME = KDF(CK || IK) . MME and UE shall derive the NAS keys and KeNB from K'ASME.

MME shall generate a random number and use it with K'ASME to derive KeNB. MME shall distribute the KeNB to the eNB in HO Request message. The random number is sent from the MME to the UE via the SGSN and RNC in a chain of messages during HO and the UE shall use it with K'ASME to derive KeNB. These messages are the Forward relocation response, relocation command, and HO from UTRAN command messages. Details are provided in clause 9.2.2.2

Editor's Note: It is ffs whether the solution that provides KeNB freshness and KeNB separation between eNBs using a random number for UTRAN to E-UTRAN Handover cannot be obtained e.g. by providing key freshness at KASME level from CK/IK and/or by using Cell-ID.    

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: SA2 currently discusses parallel registration in UTRAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.

SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.
SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall include them in the relocation command and RNC shall indicate them to UE in the handover from UTRAN command.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE 3: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here. 

Editor’s NOTE: In case the selected AS level algorithm on active mode handover is used to integrity protect the TAU Request creates problems in the MME (i.e. the MME does not know the selected AS algorithm), then the default algorithm solution as used in the idle mode mobility is used
UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.
9.2.2.2
Key Derivation during Handover

During UTRAN to E-UTRAN HO, MME generates a random number and uses it with K’ASME (derived from CK and IK) to derive Kenb. The random number is sent to UE during HO and UE uses it with K’ASME to derive Kenb.
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Figure 9.2.2.2-1 Kenb Derivation during UTRAN to EUTRAN HO

1, Source RNC makes HO decision base on measurement report or other conditions.

2, Source RNC sends Relocation request to Source SGSN.

3, Source SGSN forwards Relocation request to Target MME. In this message, IK, CK are sent to the target MME.

4, Target MME derives K'ASME using IK, CK.

5, Target MME generates a random number, and uses K'ASME and this random number to derive Kenb.

6, In HO request, target MME sends Kenb to target eNB.

7, The Target eNB replies HO request Ack.

8, In Forward relocation response, relocation command, and HO from UTRAN command, the random number is transferred to UE. Note that HO from UTRAN command is protected by UTRAN security, so is the random number.

9, UE derives K'ASME using IK, CK. UE derives Kenb using K'ASME and the random number.

10. UE sends HO complete to target eNB.

10, Target eNB sends HO notify message to Target MME.

11, Target MME forwards relocation complete to source SGSN.

12, Source SGSN replies relocation complete Ack.

Editors NOTE: It needs to be decided whether Figure 9.2.2.2-1 will be kept in TS 33.abc 

10
Security interworking between E-UTRAN and GERAN

Editor's Note: Any impacts in this section due the feature of per user activation of UP ciphering are for ffs and dependent on an agreement on this feature which is for ffs.

10.1
Idle mode mobility
10.1.1
From E-UTRAN to GERAN

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed.

MME shall transfer UE’s UTRAN and GERAN security capabilities and CK’ and IK’ to SGSN. SGSN shall select the encryption algorithm to use in GERAN when needed. 

In idle mode mobility from E-UTRAN to GERAN, UE sends a RAU Request message towards SGSN and shall include a P-TMSI signature. The available P-TMSI signature field bits (at minimum 16 bits) shall be filled with a NAS-token (i.e. the x least significant bits of the KDF output) which is generated with the following function:

NAS-token = KDF(KASME || current NAS downlink SN)
Editor's NOTE 1: The choice of the KDF is for ffs.

SGSN forwards the P-TMSI signature to the old MME, which compares it with a NAS-token (truncation of most meaningful bits if needed), for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME will provide the needed information for the SGSN. Old MME responds with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.

To avoid possible race condition problems, the MME shall be able to compare the received NAS-token with NAS-tokens generated from the current NAS SN downlink value down to current NAS SN-L downlink values, i.e. [current NAS downlink SQN – L, current NAS downlink SQN]. A suitable value for the parameter L can be configured by the network operator. The default value for the parameter L is 5 and maximum value 10. MME shall not accept the same NAS-token for the same UE twice except in retransmission cases happening for the same mobility event.

10.1.2
From GERAN to E-UTRAN

SGSN shall transfer CK || IK to MME in the Context Response/SGSN Context Response message. MME shall derive K'ASME from CK || IK as described in the UTRAN to E-UTRAN handover case.

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: The assumption here is that an SGSN that supports GERAN to E-UTRAN change is capable of 3G AKA and stores the UMTS security context of a UE. Note that there is a risk that the UMTS security context available in SGSN was previously converted from a GSM security context. This is e.g. the case if prior to UE’s transition to active state, UE was changing in idle mode from an SGSN that does not support UMTS security contexts to an SGSN that supports UMTS security context handling. This case can be circumvented by enforcing 3G AKA after idle mode mobility from such an SGSN.

Editor’s Note: SA2 currently discusses parallel registration in GERAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.

SGSN shall be informed by the UE about its EPC/E-UTRAN security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

Editor’s NOTE: Pre-rel8 SGSN may not include the EPC/E-UTRAN security capabilities. In this case UE capabilities from the TAU Request are used.

SGSN shall also transfer UE’s EPC/E-UTRAN security capabilities to the MME in the Context Response/SGSN Context Response message. MME shall select security algorithms and will indicate to UE by e.g. NAS SMC. If Active flag in the TAU request message is on (i.e. in case of UP ciphering was activated in UTRAN), MME shall derive KeNB based on K’ASME and NAS sequence number of Tracking area update Request message. MME delivers it to eNB by S1-AP message.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here.
10.2
Handover
10.2.1
From E-UTRAN to GERAN

If UP ciphering in E-UTRAN is activated, it shall remain activated after handover in GERAN as well. 

MME shall derive a confidentially key CK’ and an integrity IK’ from KASME as described for the E-UTRAN to UTRAN handover case. MME shall transfer CK’ and IK’ to the SGSN. SGSN shall derive Kc from CK’ and IK’ with the help of the key conversion function c3 of TS 33.102.

Editor’s Note: The assumption here is that an SGSN that supports E-UTRAN to GERAN handover is capable of the key conversion functions c3, c4, c5 of TS 33.102. If this assumption falls the key derivation and conversion described above may have to be adopted.

Editor’s Note: SA2 currently discusses parallel registration in GERAN and E-UTRAN. In case of parallel registration, UMTS security context is already available in the SGSN before handover. In this case, the already established CK, IK shall be used to derive Kc after handover and not the transferred security context.

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in an integrity protected message for verification that they were not changed.

Editor's Note: It should be studied in which messages the UE capabilities are sent back to the UE.

MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall select the encryption algorithm to use in GERAN after handover. The selected algorithm shall be indicated to UE in the handover command message.

10.2.2
From GERAN to E-UTRAN

If UP ciphering was activated in GERAN, it shall remain activated in E-UTRAN after handover from GERAN to E-UTRAN as well.

SGSN shall transfer CK || IK to MME in the relocation request message. MME shall derive K'ASME from CK || IK as described in the UTRAN to E-UTRAN handover case.
Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: The assumption here is that an SGSN that supports GERAN to E-UTRAN handover is capable of 3G AKA and stores the UMTS security context of a UE. Note that there is a risk that the UMTS security context available in SGSN was previously converted from a GSM security context. This is e.g. the case if prior to UE’s transition to active state, UE was changing in idle mode from an SGSN that does not support UMTS security contexts to an SGSN that supports UMTS security context handling. This case can be circumvented by enforcing 3G AKA after idle mode mobility from such an SGSN.

Editor’s Note: SA2 currently discusses parallel registration in GERAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.

SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall indicate them in the appropriate message to BSS and BSS shall indicate them to UE in the handover command.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here. 

Editor’s NOTE: In case the selected AS level algorithm on active mode handover is used to integrity protect the TAU Request creates problems in the MME (i.e. the MME does not know the selected AS algorithm), then the default algorithm solution as used in the idle mode mobility is used

UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.
**** end of changes ****
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