SA WG3 Temporary Document

Page 1
-


3GPP TSG SA WG3 Security — S3#51
S3-080388
14-18 April 2008

Vancouver, Canada

Source:
Huawei, Orange

Title:
Discussion on H(e)NB authentication credential

Document for:
Discussion

Agenda Item:
7.5
Work Item / Release:
H(e)NB security/Release 8
Abstract of the contribution:

This contribution continues discussing choice of H(e)NB authentication credential based on contribution S3-080132, comments contribution S3-080192 and comments raised in meeting. It is proposed to add comparison section into H(e)NB security TR.

1 Introduction

This contribution continues analyzing choice of H(e)NB authentication credential. Compared to contribution S3-080132, this contribution adds more detailed analysis. 

Embedded xSIM solution is not clear in previous contribution and had been separated into two solutions. One is named xSIM on embedded UICC and the other one is named embedded shared key. Embedded shared key solution means to implement AKA authentication method on H(e)NB itself instead of UICC. AKA authentication method could also be used for embedded shared key solution.

In addition, a combination of a xSIM on removable UICC and a certificate should also been analyzed as one possible solution. There are several ways to use a combination of a xSIM on removable UICC and a certificate. One way is described as following: xSIM on removable UICC is used to mutual authenticate with the core network. The certificate is used to authenticate the software of H(e)NB and to verify boot process of the H(e)NB. This contribution also analyses this solution as one possible choice.
It is proposed to add section 2 into H(e)NB security TR as basis of future study.

2 Comparison of possible authentication credential

2.1 Authentication mechanism

In case that xSIM on UICC or embedded shared key is used as authentication credential of H(e)NB, AKA authentication method could be used to authenticate H(e)NB. It can be easily assumed that every 3GPP network operators is familiar to and do have AKA authentication infrastructure. AKA authentication method has been proven to be a secure, scalable authentication mechanism which can support billions of users. Moreover, EAP-AKA + IKEv2 defined in I-WLAN specification can be reused as one possible authentication mechanism for H(e)NB if xSIM on UICC or embedded shared key is chosen as H(e)NB authentication credential.

In case that certificate is used as authentication credential of H(e)NB, PKI is needed to support certificate based authentication. However, PKI has not been deployed by many operators now. For these operators, certificate based solution will impose new operational requirements.
In case a combination of removable xSIM and certificate is used, EAP-AKA +IKEv2 can be used, which does not impose to deploy a PKI.
The detailed comparison of authentication mechanism would be performed between IKEv2+EAP AKA and IKEv2+certificate. Both solutions need a GW and a subscription server. GW is used to authenticate H(e)NB and establish security tunnel with H(e)NB, and server is used to store subscription of H(e)NB owner. GW has to interact with subscription server in order to authorize H(e)NB based on its subscription. The main difference between these two solutions is how to authenticate H(e)NB.

For IKEv2+EAP AKA solution, GW interacts AAA server and subscription server in order to authenticate H(e)NB. Subscription server need to generate authentication vector. Subscription server could be a separate server or a slightly modified HSS. GW may use certificate to authenticate itself to H(e)NB. But this will not impose operational requirements of deploying PKI to operator since certificate verify server may be provided by vendor. So IKEv2+EAP AKA solution does not change current authentication infrastructure much. AAA server and subscription server may reuse AAA server for I-WLAN and HSS with little modifications.

For IKEv2+certificate solution, operator has to deploy PKI to manage millions of certificates of H(e)NB. This does impose a new requirement to some operator without PKI.

2.2 manufacture of H(e)NB

In case that xSIM on removable UICC is used as authentication credential of H(e)NB, UICC may be inserted into H(e)NB by operator or H(e)NB owner when H(e)NB is sold or installed. Removable UICC will simplify manufacture of H(e)NB since personal credential is inserted into H(e)NB in stage of sale or installation, not in stage of manufacture. 
In addition, operators have rich experience in managing separate xSIMs on UICC and mobile equipments. 
In case that xSIM on embedded UICC, embedded shared key or certificate is used as authentication credential of H(e)NB, credential has to be inserted into H(e)NB securely in stage of manufacture. This will add the complexity of manufacture, extremely for H(e)NBs which are for mass-market. 
It is noted that not all xSIM functions are needed. But there is a need of secure storage of credentials and secure executions that are provided by the UICC.
In case a combination of xSIM on removable UICC and certificate is used, the manufacturing process only needs to insert the credentials corresponding to the certificate. Removable UICC with xSIM can easily be inserted by the operator or the H(e)NB owner at time of deployment of the H(e)NB.
2.3 Security of credential

In case that xSIM on removable UICC is used as authentication credential of H(e)NB, xSIM is located in UICC and UICC is proven tamper resistant. The security of credential is guaranteed. 

In case that xSIM on embedded UICC is used as authentication credential of H(e)NB, security of credential has been protected since UICC is tamper resistant.
In case that embedded shared key is used as authentication credential of H(e)NB, some kinds of physical security mechanisms has to be deployed in H(e)NB to protect security of credential. 
In case that certificate is used as authentication credential of H(e)NB, certificate has to be protected by some kinds of physical security mechanisms. TPM may be used as one possible solution. But TPM does not prevent from physical attacks. And TPM does not provide efficient solution to perform secure authentication. In addition, maturity of TPM is to be seen. 

In case a combination of xSIM on removable UICC and certificate is used, the secret allowing to mutualy authenticate with the core network is located on a UICC. The security of this credential is consequently guaranteed thanks to the properties of UICC. The certificate, which is used to authenticate the software of the H(e)NB and to verify the boot process of the H(e)NB, should be stored inside of a secure environment physically attached to the H(e)NB.

It is noted that physical security mechanisms has to be deployed in H(e)NB for protection of user data when user plane cipher is terminated in H(e)NB. However, overall security of H(e)NB may be comprised because H(e)NB is a cheap and mass-market device. Security of credential is the most important piece of information to secure. UICC can provide security of credential even if overall security of H(e)NB is compromised because of lower-cost implementation.

2.4 H(e)NB owner management

H(e)NB is an entity of PLMN network as well as a user equipment of H(e)NB owner. A subscription related to H(e)NB owner should be stored in network. H(e)NB identity represents not only entity identity but also H(e)NB owner identity, so choice of H(e)NB authentication credential should consider issue of H(e)NB owner subscription management.
In case that xSIM on UICC or embedded shared key is chosen as authentication credential of H(e)NB, operators’ rich experience of managing subscriber based on xSIM can be easily reused. 

In case that certificate is chosen as authentication credential of H(e)NB, operators have to face a new problem to manage subscriber based on certificate.
In case a combination of xSIM on removable UICC and certificate is used, the operator can manage subscriber based on xSIM on UICC, while manufacturer can manage the H(e)NB software using certificate-based solution. 

2.5 credential used in rogue H(e)NB
The rogue H(e)NB with a valid credential can do bad things, e.g. eavesdropping. 

In case that xSIM on removable UICC is used as authentication credential of H(e)NB, attackers may use a valid xSIM on removable UICC and a rogue H(e)NB to attack. However, it is hard for attacker to clone or steal removable credential without physical possession and since UICC is tamper resistant. Attackers have to purchase a legal H(e)NB to get a valid UICC and use it with rogue H(e)NB to perform attacks. These attacks may be mitigated by other security mechanisms, e.g. security enhancement on entities located in operator’s core network, notify UE when UE camps on H(e)NB, etc. 

The interface between removable UICC and rest of H(e)NB should be secured to protect against attack in this interface. Physical security mechanism deployed in H(e)NB should consider the security of this interface.

In case that xSIM on embedded UICC, embedded shared key or certificate is used as authentication credential of H(e)NB, attackers has to get authentication credential by physical tamper H(e)NB or other ways. If storage of authentication credential in H(e)NB is secured and a proven security authentication method is used for mutual authentication between H(e)NB and operator’s core network, it is hard for attacker to clone or access authentication credential. TPM may be used as one possible solution to store the certificate. But TPM does not prevent from physical attacks. In addition, maturity of TPM is to be seen.
In case a combination of xSIM on removable UICC and certificate is used, the certificate can be used to authenticate the software and to verify the boot process. If the certificate based authentication process is able to verify the software and boot process on H(e)NB, the H(e)NB can proceed to perform mutual authentication between the xSIM on removable UICC and the core network..
2.6 Summary

Table 1 summarizes the above sections. 

	
	xSIM on removable UICC
	xSIM on embedded UICC
	Embedded shared key

(implementing AKA authentication method in H(e)NB itself)
	certificate
	Combination of a xSIM on removable UICC and a certificate

	Authentication mechanism
	Proven, high-volume, high-scalability authentication mechanism, 

AAA server and subscription server are needed;

AAA server may reuse AAA server for I-WLAN and HSS with little modifications.

IKEv2+EAP AKA has been defined in 33.234.


	Proven, high-volume, high scalability authentication mechanism, 

AAA server and subscription server are needed;

AAA server may reuse AAA server for I-WLAN and HSS with little modifications.

IKEv2+EAP AKA has been defined in 33.234.
	Proven, high-volume, high scalability authentication mechanism, 

AAA server and subscription server are needed;

AAA server may reuse AAA server for I-WLAN and HSS with little modifications.

IKEv2+EAP AKA has been defined in 33.234.
	Industry standard certificate based mechanisms for authenticating IP network elements are available already for long time.
Impose new PKI deployment requirement to operators without PKI.


	Proven, high-volume authentication mechanism;

AAA server and subscription server are needed;

AAA server may reuse AAA server for I-WLAN and HSS with little modifications.

IKEv2+EAP AKA has been defined in 33.234.

	Manufacture of H(e)NB
	Simplify manufacture of H(e)NB.

Rich experience for operator to manage separate credential and mobile subscribe device.
	Personalize H(e)NB in stage of manufacture;


	Personalize H(e)NB in stage of manufacture;


	personalize H(e)NB in stage of manufacture.


	Personalize H(e)NB in stage of manufacture;
Rich experience for operator to manage separate credential and mobile subscribe device.

	Security of credential
	Physical security of credential is ensured by the UICC, even if the H(e)NB do not deploy physical security mechanisms;


	Proven security of credential, even if H(e)NB do not deploy physical security mechanisms;

 
	Physical security mechanisms have to be deployed in H(e)NB which need to be there for protection of credential;
	Physical security mechanisms have to be deployed in H(e)NB which need to be there for protection of both credential;

	Proven security of credential, even if H(e)NB do not deploy physical security mechanisms

	H(e)NB owner management
	Rich experience for operator to manage subscriber based on xSIM.
	Rich experience for operator to manage subscriber based on xSIM 
	Rich experience for operator to manage subscriber based on shared key. 
	New issue for operator to manage subscriber based on certificate.
	Rich experience for operator to manage subscriber based on xSIM.

	credential used in rogue H(e)NB
	hard for attacker to clone or steal;

Valid credentials may be used to authenticate a non-approved H(e)NB, which poses a security threat. Some mechanisms can mitigate the threat.

Physical mechanism should consider the security of interface between removable xSIM and rest of H(e)NB.
	Credential is hard for attacker to clone or steal;


	Security of the solution relies on the solutions for physical protection
	Physical security mechanisms are needed.

	Hard for attacker to clone or steal;




Table 1

3 Proposal

This contribution continues comparing possible authentication credential of H(e)NB. It is proposed to add analysis in chapter 2 into H(e)NB security TR as basis of future study.
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