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1. Introduction
In TS 33.401 section 9.2.2.1 and 9.2.2.2, the Kenb freshness and separation between eNBs solution (solution 1) during inter-RAT handover is assumed to base on the random number which is generated by the MME. However, there is an Editor’s notes in section 9.2.2.1:

”Editor's Note: It is ffs whether the solution that provides KeNB freshness and KeNB separation between eNBs using a random number for UTRAN to E-UTRAN Handover cannot be obtained e.g. by providing key freshness at KASME level from CK/IK and/or by using Cell-ID. ”
This contribution will give a new proposal based on the target eNB id.
It is SA3’s working assumption that not using eNB-id in KeNB or RRC/UP keys derivation. 

‘7.7.4
Key handling

…
SA3 agreed to use key hierarchy presented in 7.4.7 as a working assumption for LTE (S3-070095).

SA3 agreed to not bind the KeNB or RRC/UP keys to the eNB identity, because:

· The KeNB is renewed on each IDLE to ACTIVE transition, so in this case binding to a certain eNB ID does not give any extra security

· Re-binding the KeNB to the target eNB identity at inter-eNB handover requires that the eNB identity is sent to the UE in an encrypted NAS message. This requires that a NAS message is introduced purely for this purpose, which was seen as too complex.

· The UE only knows the RAN as cells, not as eNBs. Introducing the eNB identity in the KDF requires that the network must expose its topology.’
The eNB id is supposed to be used in X2 reference point and S1 reference point, and leaking eNB-id in the air interface will expose the network topology. But a random number will not expose any information about the network, and since Kasme is 256 bits long, within short time the attacker can not figure out the Kenb.
2. Discussion

In 23.401 section 5.5.2.2 (UTRAN Iu mode to E-UTRAN Inter RAT handover) and section 5.5.2.4 (GERAN A/Gb mode to E-UTRAN Inter RAT handover), the source RNC (or source BSS) sends the target eNB identifier to the target MME via the source SGSN for non security purpose. Since the target eNB identifier is unique for each target eNB, so it can also be re-used for the security purpose of both kenb freshness and kenb.separation between different eNBs. Thus the UE needs to know the target eNB identifier by some means.
2.1 How the UE can get the target eNB identifier? 
There are the following 3 methods:

a) The source RNC sends the target eNB id in a separate IE in the handover command to the UE.
Since the inter-RAT handover to EUTRAN could happen before security activation in UTRAN (R2-082046), the handover command could not be encrypted, and then the eNB id is not protected.
b) The target MME sends the target eNB id in a separate IE in FW relocation response to the source SGSN, which sends it in the relocation command to the source RNC, which finally sends it in the handover command to the UE
same comment applies as the above.
c) The target eNB packs the target eNB id in a RRC message, which is filled in the “Target RNC to source RNC transparent container” IE in the “HO request ack” message to the target MME, which transparently sends this IE to the source SGSN, then to source RNC. The source RNC gets the embedded RRC message and sends it to the UE in the handover command message.
It can not be guaranteed that this message is ciphered by target eNB. Then the eNB id is not ciphered. To cipher the eNB id the security negotiation procedure must finish before the target eNB sends the ‘HO request ack’, which means the SMC messages can not piggy back on the handover messages, and then more signalling and longer handover time are mandated. Furthermore, in complexity’s perspective, the method transport eNB id can be the same as transport random number, so no advantage.
Method a) requires a separate IE in the handover command message to carry the target eNB id.
    Method b) requires a separate IE in FW relocation response (MME--SGSN), relocation command (SGSN-RNC) and HO command (RNC--UE).
Regarding to method c), in TS 23.060 section 6.9.2.2.2, it reads:
“4)……

After all the necessary resources for accepted RABs including the Iu user plane are successfully allocated, the target RNC shall send the Relocation Request Acknowledge message (Target RNC To Source RNC Transparent Container, RABs Setup, RABs Failed To Setup) to the new SGSN. Each RAB to be setup is defined by a Transport Layer Address, which is the target RNC Address for user data, and the Iu Transport Association, which corresponds to the downlink Tunnel Endpoint Identifier for user data. The transparent container contains all radio-related information that the MS needs for the handover, i.e., a complete RRC message (e.g., Physical Channel Reconfiguration in UTRAN case, or Handover From UTRAN, or Handover Command in GERAN Iu mode case) to be sent transparently via CN and source SRNC to the MS. For each RAB to be set up, the target RNC may receive simultaneously downlink user packets both from the source SRNC and from the new SGSN.

……
8)
Before sending the RRC message the uplink and downlink data transfer shall be suspended in the source SRNC for RABs, which require delivery order. The RRC message is for example Physical Channel Reconfiguration for RNS to RNS relocation, or Intersystem to UTRAN Handover for BSS to RNS relocation, or Handover from UTRAN Command for BSS relocation, or Handover Command for BSS to BSS relocation. When the source SRNC is ready, the source RNC shall trigger the execution of relocation of SRNS by sending to the MS the RRC message provided in the Target RNC to source RNC transparent container, e.g., a Physical Channel Reconfiguration (UE Information Elements, CN Information Elements) message. UE Information Elements include among others new SRNC identity and S‑RNTI. CN Information Elements contain among others Location Area Identification and Routeing Area Identification.”
 It can be seen from above that in case of RNC relocation handover in GERAN/UTRAN, the target RNC will embed a RRC message in the “Target RNC To Source RNC Transparent Container” IE in the relocation request ack message. The “UE” IE in the embedded RRC message will contain the new target RNC id. This embedded RRC message will finally be sent to the UE in the handover command message, thus the UE could get the target RNC id.
Similarly, the same IE may be reused to carry the target eNB identifier as c) proposed. Since c) is more aligned with the above traditional way than both a) and b), and it doesn’t require a separate IE in the handover command message to carry the target eNB id, so it seems that c) is preferred. Since it is related to protocol matters, the final decision shall be made by RAN2/CT1.
2.2 Proposed solution based on c) (solution 2) 
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Figure 1 Kenb derivation during inter-RAT handover

1, Source RNC makes HO decision base on measurement report or other conditions.

2, Source RNC sends Relocation request to Source SGSN, which includes the target eNB identifier.

3, Source SGSN forwards Relocation request to Target MME. In this message, IK, CK and the target eNB identifier are sent to the target MME.

4, Target MME derives K'ASME using IK, CK, then derives K*enb from K'ASME and the target eNB identifier.

5, In HO request, target MME sends K*enb to target eNB.

6, The Target eNB replies HO request Ack to the target MME. The target eNB id is contained in this message.
  The target eNB derives new Kenb from K*enb and other parameters in the same way as inter-eNB handover, and then derives RRC/UP keys from new Kenb.
7, The target MME replies Forward relocation response to the source SGSN, which replies relocation command to source RNC, which sends HO from UTRAN command to the UE. The target eNB id is transferred in these messages.
8, The UE derives RRC/UP keys from new kenb in the same ways as in the MME /eNB.
9. UE sends HO complete to target eNB.

2.3 Comparisons 

Compared to solution 2, solution 1 has the following disadvantages:

Req1) the MME would require an extra random generator only for the security purpose of inter-RAT handover, which is not needed in solution 2.
Exposing a random number will not expose any network related information.
Currently it is not clear how to transfer the random generated by the MME to the UE in protocol details. However, it could be assumed to use either of the following ways:
· The target MME sends the random to the target eNB. Then the target eNB sends the random to the UE using c) in the same way as described in 2.1.
Req2): Require a separate IE in the HO request message (eNB -- MME), which is not 
needed in solution 2.
· The target MME sends the random to the UE using b) in the same way as described in 2.1.
Req2): Requires a separate IE in FW relocation response (MME--SGSN), relocation 
command (SGSN-RNC) and HO command (RNC--UE), which is not needed in 
solution 2.
sending eNB id to the UE not only requests extra signalling but also takes the risk of exposing network topology.
Currently it is not clear how the target eNB derives the RRC/UP keys based on the received kenb from the MME. If the target eNB derives the RRC/UP keys directly using the Kenb (instead of first deriving new Kenb from K*enb, then deriving RRC/UP keys using new Kenb as inter-eNB handover ), then 
Req3)  the Target eNB would have to differentiate RRC/UP keys derivation handling in case of inter-RAT handover from inter-eNB handover, which is more complex than solution 2.
The method deriving RRC/UP keys are always the same, no matter how the Kenb is derived.
3. Proposal
It is proposed that SA3 agree the proposed solution 2 and incorporate it into TS 33.401. It is also proposed that solution 2 is incorporated into TR 33.821. The corresponding P-CRs are provided in other companion contributions.
It’s proposed not to adopt this solution 2 in TR33821 and TS33401.
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