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1. Introduction

In the last meeting CELL-ID is agreed to be used at inter-eNB handover to separate KeNB derivation for different eNBs:
Source eNB derives KeNB *=KDF(KeNB ||CELL-ID)

Source eNB sends KeNB * to the target eNB has the cell in site, and the target eNB derive KeNB =KDF(KeNB *||…)
With the CELL-ID as an input parameter to derive the KeNB *, it can prevent different eNBs get access to the same KeNB *. If different eNBs get access to the same KeNB *, and one of the eNBs is compromised, the attacker actually has the KeNB * used by the eNB communicating with UE. If one of the key derivation parameter is know by the attacker, the chance of compromising the KeNB is highly increased.
The above analysis does not only apply for prepared HO case, but also applies for HO fails without prepared HO.

When inter-eNB HO fails without prepared HO, the source eNB sends out KeNB * again to another target eNB. If the KeNB * is the same as the last failed HO, then it means 2 different eNBs has the same KeNB *.

2. Discussion
For inter-RAT HO from UTRAN to EUTRAN key derivation, it’s marked as an editor’s notes in 33abc that

” Editor's Note: It is ffs whether the solution that provides KeNB freshness and KeNB separation between eNBs using a random number for UTRAN to E-UTRAN Handover cannot be obtained e.g. by providing key freshness at KASME level from CK/IK and/or by using Cell-ID.” 

2.2  Freshness at KASME level
For KeNB separation, refreshing root key KASME leads to unnecessary NAS keys refresh e.g. when UE HO to an eNB, but HO failed at AS level and UE needs to HO to another eNB, and in this case only AS level key refreshment is needed. Also, in case of HO fails and UE needs to HO to another MME, the NAS keys may not always need freshness, and even it’s needed, NAS Algorithms can do the job instead of refresh KASME. What’s more, refresh KASME still needs help of similar parameter as refresh KeNB, there is no saving in signaling flow or some other ways.
2.3  Cell-ID
2.3.1 Complexity
For MME to get the cell-ID, the KeNB derivation happens right after the relocation request, but the relocation request message would not contain the cell-ID.  Furthermore, if the handover was not triggered by measurement report, the source RNC would not even know target cell-ID. So the cell-ID can not be used in MME as a KeNB derivation parameter. 
For UE to get the cell-ID:

In LS to SA3 R2-082038 of RAN2 #61bis meeting, it is pointed out that: “During a regular handover, the UE is only aware of the physical cell id and does not always know the global cell id of the target cell.  While the physical cell id is not unique globally, it is normally expected to be unique among the possible target cells.  However, there may be certain cases where it is not unique such as when the target cell is on a different frequency.”
If it’s global cell ID, at the time of UMTE-to-EUTRAN HO, UE can not get access to it. Target eNB still needs to transport it to the UE as the same of using random number.
If it’s physical cell-ID, during UTRAN-to-EUTRAN HO UE may get it, but it may not be always unique for different cells, and then it can not separate the key in different eNBs. 
3. Proposal
In conclusion, it is propose to still use a random number to derive KeNB at MME and UE, and delete the editor’s note both in TR 33821 and TS 33401 accordingly.
