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1 Introduction

After idle mobility from EUTRAN to UTRAN, new AKA is not mandated to be performed, KASME might be used to derive CK and IK , it means KASME will act as the parent key and continue to be used in UTRAN. In order to prevent the lifetime of key from be prolonged after TAU to UTRAN, the counter that records the lifetime of IK\CK should continue the value of KASME lifetime timer.
This contribution will propose a solution of counters relay on idle mobility from EUTRAN to UTRAN.
2 Discussion 

When UE TAU from EUTRAN to UTRAN , IK and CK are derived from KASME, if lifetime counter  is reset to 0, new lifetime cycle of KASME is beginning again, actually ,the lifetime of KASME is prolong indirectly. It means that the attacker can prolong using the key stolen in EUTRAN by TAU to UTRAN . So the lifetime of CK/IK should cover its parent key lifetime.

In EUTRAN ,when UE in idle state ,there is no KeNB exist ,but the KNAS is used to protected the NAS message though these is no RRC message , and  COUNTNAS records the amount of NAS data that is protected, so the COUNTNAS acts as the lifetime timer of KASME.
In UMTS , when new RRC connection setup, The value of START is transferred to network to initiate the COUNT-C and COUNT-I ,  after RRC connection  release , UE uses START to record the value of COUNT-I and COUNT_C . So the value of START records the lifetime of IK\CK. 
When idle mobile to UTRAN , UE can used START to records the most significant bit of COUNTNAS , once the RRC is connected, COUNT-I and COUNT-C will increase from  the value of COUNTNAS ,  that ensures  the lifetime of IK/CK includes the lifetime of KASME..
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       Figure 1 counter initiate on idle mobility from E-UTRAN to UTRAN  

1. UE decide to idle mobility  to UTRAN , derived CK/IK from KASME, START is initiated by the COUNTNAS :
START=MSB20(COUNTNAS)+2
2. UE sends Tracking Area Update request to New SGSN.

3. New SGSN sends SGSN context request including the TMSI to the old MME.

4. The old MME sends back SGSN context response to the new GGSN including at least the IMSI, K-ASME to the new SGSN.

5. New SGSN derived CK,IK from KASME
6. Optionally, the new SGSN initiates a new AKA authentication to get a fresh IK,CK .
7. New SGSN sends TAU Accept to UE 

8. UE sends TAU Complete.   
3 Conclusion 

This solution defines the relay between COUNTNAS and START, ensures the values of counters have cover the period before idle mobility and the time that the keys used in source networks, strictly limits the lifetime of key after idle mobility . We kindly propose to use it as the candidate method and add it to TR 33.821and TS 33.401. The corresponding P-CR is provided in other contribution.
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