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2
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.401: "Technical Specification Group Services and System Aspects; GPRS enhancements for E-UTRAN access (Release 8)".

[3]
3GPP TS 23.003: "Technical Specification Group Core Network and Terminals; Numbering, addressing and identification (Release 7)".

[4]
3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security architecture".

[5]
3GPP TS 33.210: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Network domain security; IP network layer security".

[6]
3GPP TS 33.310: "3rd Generation Partnership Project; Technical Specification Group Service and System Aspects; Network Domain Security (NDS); Authentication Framework (AF)".

[7]
IETF RFC 4303: "IP Encapsulating Security Payload (ESP)"
[8]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture".
***** next change ****
6.1.2
Distribution of authentication data from HSS to serving network

The purpose of this procedure is to provide the MME with one or more EPS authentication vectors (RAND, AUTN, XRES, KASME) from the user's HE (HSS) to perform a number of user authentications.

Editor's Note: It is for ffs if there is a need to request/transfer more than one MME security context.
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Figure 6.1.2-1: Distribution of authentication data from HE to MME

An EPS authentication vector is derived from the authentication vector defined in TS 33.102 [4] clause 6.3.2. To derive the key KASME in the HE, a Key Derivation Function is used which shall contain following mandatory input parameters: CK, IK and SN identity. 
The key derivation function is defined in Annex A.
If the Network Type equals E-UTRAN then the "separation bit" in the AMF field of AUTN shall be set to 1 to indicate to the UE that the authentication vector is only usable for AKA in an EPS context, if the "separation bit" is set to 0, the vector is usable in a non-EPS context only (e.g. GSM, UMTS). For authentication vectors with the "separation bit" set to 1, the secret keys CK and IK generated during AKA shall never leave the HSS. 

The MME invokes the procedures by requesting authentication vectors from the HE (Home environment).

The authentication data request shall include the IMSI, the Serving Network identity i.e. MCC + MNC, and the Network Type (I.e. E-UTRAN)

Upon the receipt of the authentication data request from the MME, the HE may have pre-computed the required number of EPS authentication vectors and retrieve them from the HSS database or may compute them on demand. 

The HE sends an authentication response back to the MME that contains the requested information.  If multiple EPS authentication vectors had been requested then they are ordered based on their sequence numbers.

***** next change ****

6.2
EPS key hierarchy

Editor’s Note: cf. TR 33.821, section 7.4.7
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Figure 6.2-1: Key hierarchy in E-UTRAN 

Requirements on EPC and E-UTRAN related to keys:

a) The EPC and E-UTRAN shall allow for use of encryption and integrity protection algorithms for AS and NAS protection having keys of length 128 and for future use the network interfaces shall be prepared to support 256 bit keys.

b) The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.

c) As part of the initial attach request from the UE, ME shall signal security capabilities to the MME, e.g. the ME supported EPS key derivation algorithms.

The key hierarchy includes following keys: KeNB, KNASint, KNASenc, KUPenc, KRRCint and KRRCenc
KeNB is a key derived by UE and MME from KASME or by UE and target eNB from KeNB* during eNB handover. KeNB shall only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic or to derive a transition key KeNB* during an eNB handover.   
Keys for NAS traffic: 

· KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm.

· KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME,,as well as an identifier for the encryption algorithm. 

Keys for UP traffic: 

· KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

Keys for RRC traffic: 

· KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm.  KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.

· KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm.

Figure 6.2-2 shows the dependencies between the different keys, and how they are derived from the network nodes point of view. Figure 6.2-3 shows the corresponding relations and derivations as performed in the ME. 


[image: image3.emf] 


Figure 6.2-2: Key distribution and key derivation scheme for EPS (in particular E-UTRAN) for network nodes.
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Figure 6.2-3: Key derivation scheme for EPS (in particular E-UTRAN) for the ME.

As the figures 6.2-2 and 6.2-3 show, the length of KASME and KeNB is 256 bits, and 256-bit NAS, UP and RRC keys are always derived from KASME and KeNB respectively. In case the encryption or integrity algorithm used to protect NAS, UP or RRC requires a 128-bit key as input, the key is truncated and the 128 least significant bits are used.

The function t takes as input a 256-bit string, and returns the 128 least significant bits of that string as output. The input Ks, in the derivation of the KASME, is for a Rel8 or earlier USIMs, the concatenation of CK and IK.
The key derivation function is defined in Annex A.

.

***** next change ****
7.2.1
E-UTRAN key setting during AKA

Editor’s Note: cf. TS 33.102, sections 6.4.1 and TR 33.821, section 7.4.7. This subsection also includes considerations on key derivations. 

Authentication and key setting are triggered by the authentication procedure. Authentication and key setting may be initiated by the network as often as the network operator wishes. Key setting can occur as soon as the identity of the mobile subscriber (i.e. GUTI or IMSI) is known by the MME. Key KASME is stored in the MME and key KeNB is derived from the key KASME and transferred to the UE’s serving eNB when needed. KASME is stored in the ME and MME and updated with the next authentication procedure. 

The RRC and UP keys are derived from the KeNB when needed. The key derivation functions are defined in Annex A.
If an authentication procedure is performed during a connection, the new KASME, NAS, RRC and UP keys shall be taken in use in both the eNB and the ME as part of the security mode set-up procedure (see 7.2.4).


***** next change ****
7.2.8
Key handling in handover

Editor’s Note: cf. TR 33.821, sections 7.4.12. This subsection also includes considerations on key derivations.

AS level (RRC, UP) algorithms can be changed during inter-eNB handovers, ECM-IDLE to ECM-CONNECTED state transitions, EMM-DEREGISTERED to EMM-REGISTERED/ECM-CONNECTED state transitions.

RRC and UP keys are refreshed during eNB handovers. Source eNB creates KeNB* key from the current KeNB key and the physical cell ID of the target cell with a one way function producing the same amount of bits than the length of the KeNB key. Target eNB creates new KeNB (noted as KeNB**) based on KeNB* and C-RNTI with a one way function producing the same amount of bits than the length of the KeNB key.

Editor's Note: An LS has been sent to RAN2 to check the feasibility of the physical cell ID inclusion in the key derivation.

At least the target eNB algorithm identifiers and key purpose identifiers are used in the AS level key derivations as input parameters with KeNB. Key purpose identifiers are listed below.

· "RRC ciphering" for RRC ciphering key derivation

· "RRC integrity" for RRC integrity key derivation

· "UP ciphering" for UP ciphering key derivation


At an eNB handover with MME relocation, the KeNB is chained in the same way as if it was a regular intra-MME eNB handover. However, there is the possibility that the source MME and the target MME do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target MME re-derives the NAS keys from KASME using the NAS algorithm identities as input to the NAS key derivation functions and sends NAS SMC. All inputs, in particular the KASME, will be the same in the re-derivation except for the NAS algorithm identity. 

It is essential that the NAS sequence numbers are not reset to the start values unless a new KASME is taken into use. This prevents that, in the case a UE moves back and forth between two MMEs the same NAS keys will be re-derived time and time again resulting in key stream re-use. Since KASME only changes when a new AKA has been run successfully, the NAS sequence numbers shall only be reset to the start value when there is a new AKA run. In case the target MME decides to use NAS algorithms different from the ones used by the source MME, a NAS SMC including KSIASME (new or current value depending on whether AKA was run or not) shall be sent from the MME to the UE.

This NAS Key and algorithm handling also applies to other MME changes e.g. TAU with MME changes.
***** next change ****

9.1
Idle mode mobility

9.1.1
From E-UTRAN to UTRAN

The E-UTRAN NAS Attach Request and TAU Request messages shall include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed.

The MME shall transfer UE’s UTRAN and GERAN security capabilities and CK' || IK' to SGSN with Context Response/SGSN Context Response message. The MME and UE derive CK' and IK' from KASME as specified in Annex A.
SGSN shall include the allowed security algorithm and transfer to RNC with SMC message.  RNC will select security algorithms and indicate to UE whenever needed.

In idle mode mobility from E-UTRAN to UTRAN, UE sends a RAU Request message towards SGSN and shall include a P-TMSI signature. The available P-TMSI signature field bits (at minimum 16 bits) shall be filled with a NAS-token (i.e. the x least significant bits of the KDF output) which is generated with the following function:

NAS-token is derived as specified in Annex A. Both KASME and current NAS downlink SN
 are mandatory input parameters.
SGSN forwards the P-TMSI signature to the old MME, which compares it with a NAS-token (truncation of most meaningful bits if needed), for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME will provide the needed information for the SGSN. Old MME responds with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.

To avoid possible race condition problems, the MME shall be able to compare the received NAS-token with NAS-tokens generated from the current NAS SN downlink value as well as with current NAS SN-1 downlink value only if there is a pending downlink NAS message from MME to the UE (i.e. MME waits for NAS response from the UE).

Editors NOTE 2: SA3#50 issues: It needs to be studied which are the effects of the retransmission of the NAS messages and the way the NAS SQN is incremented, on the reliability of the calculation.
Editors NOTE 3: Other solutions may be studied that could replace the NAS-token solution. It was mentioned during SA3#50 that pre-calculation at the MME and sending the value over the air has following properties: MME-storage is consumed and without confidentiality protection the pre-calculated value may be disclosed before usage.

Editors NOTE 4: SA3 is waiting for a decision on the length of the P-TMSI signature from SA2. 

9.1.2
From UTRAN to E-UTRAN

SGSN shall be informed by the UE about its EPC/E-UTRAN security capabilities. This happens via the MS Network Capability IE that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

Editor’s NOTE: Pre-rel8 SGSN may not include the EPC/E-UTRAN security capabilities. In this case UE capabilities from the TAU Request are used.

SGSN shall also transfer UE’s EPC/E-UTRAN security capabilities to the new MME in the Context Response/SGSN Context Response message. MME shall select security algorithms and will indicate to UE by e.g. NAS SMC. If Active flag in the TAU request message is on (i.e. in case of UP ciphering was activated in UTRAN), MME shall derive KeNB based on K’ASME and NAS sequence number (as defined in Annex A) of Tracking area update Request message. MME deliveries it to eNB by S1-AP message 

When the UE performs the TAU procedure with the MME after ECM_IDLE state mobility from GERAN/UTRAN to E-UTRAN, the MME shall run AKA to ensure that the UE runs with EPS security context.

Editor's NOTE: It is for ffs whether more optimal solutions could be found with a lower need for AKA runs. 

Editor's NOTE: It needs to be checked whether the network can differentiate between 2G and 3G security context in interaction with the EPC.

TAU Request message shall be integrity protected with one of the default EPS algorithms.

Editors NOTE 1: It is ffs, which algorithm from the mandatory supported algorithms is to be used by default for the TAU Request authentication.

Editors NOTE 2: Adding TAU integrity protection does not implicate that NAS SMC need not be send.

Editors NOTE 3: The ISR mechanism may have an effect on whether the TAU integrity protection solution with default algorithm is optimal or not.

Editors NOTE 4: Need to specify how the NAS SNs are handled with default algorithm.

***** next change ****
9.2
Handover

9.2.1
From E-UTRAN to UTRAN

If UP ciphering in E-UTRAN is activated, it shall remain activated after handover in UTRAN as well.

Integrity protection on NAS signalling is mandatory for both E-UTRAN and UTRAN

MME shall derive a confidentiality key CK', and an integrity key IK' from KASME with the help of a one-way key derivation function defined in Annex A.


Editor’s Note: SA2 currently discusses parallel registration in UTRAN and E-UTRAN. In case of parallel registration, UMTS security context is already available in the SGSN before handover. In this case, the already established security context shall be used after handover and not the transferred security context. 

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in an integrity protected message for verification that they were not changed.

Editor's Note: It should be studied in which messages the UE capabilities are sent back to the UE.

MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall include the allowed security algorithms in the relocation request to RNC. RNC shall select the algorithms and include the corresponding identifiers in the relocation request acknowledgement. The selected algorithms shall be indicated to UE in the handover command message.

9.2.2
From UTRAN to E-UTRAN

9.2.2.1
Requirements

If UP ciphering in UTRAN is activated, then UP ciphering shall remain activated in E-UTRAN after handover as well.

Integrity protection on NAS is mandatory for both E-UTRAN and UTRAN

SGSN shall transfer CK || IK to MME in the relocation request message. MME and UE shall derive K'ASME from CK || IK with the help of a one-way key derivation function 
defined in Annex A.MME and UE shall derive the NAS keys and KeNB from K'ASME.
MME shall generate a random number and use it with K'ASME to derive KeNB. MME shall distribute the KeNB to the eNB in HO Request message. The random number is sent from the MME to the UE via the SGSN and RNC in a chain of messages during HO and the UE shall use it with K'ASME to derive KeNB. These messages are the Forward relocation response, relocation command, and HO from UTRAN command messages. Details are provided in clause 9.2.2.2

Editor's Note: It is ffs whether the solution that provides KeNB freshness and KeNB separation between eNBs using a random number for UTRAN to E-UTRAN Handover cannot be obtained e.g. by providing key freshness at KASME level from CK/IK and/or by using Cell-ID.    

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: SA2 currently discusses parallel registration in UTRAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.

SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall include them in the relocation command and RNC shall indicate them to UE in the handover from UTRAN command.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE 3: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here. 

Editor’s NOTE: In case the selected AS level algorithm on active mode handover is used to integrity protect the TAU Request creates problems in the MME (i.e. the MME does not know the selected AS algorithm), then the default algorithm solution as used in the idle mode mobility is used
UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.
***** next change ****
10.1.1
From E-UTRAN to GERAN

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE capabilities are sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed.

MME shall transfer UE’s UTRAN and GERAN security capabilities and CK’ and IK’ to SGSN. SGSN shall select the encryption algorithm to use in GERAN when needed. 

In idle mode mobility from E-UTRAN to GERAN, UE sends a RAU Request message towards SGSN and shall include a P-TMSI signature. The available P-TMSI signature field bits (at minimum 16 bits) shall be filled with a NAS-token (i.e. the x least significant bits of the KDF output). The key derivation function of NAS-token is specified in Annex A. 

SGSN forwards the P-TMSI signature to the old MME, which compares it with a NAS-token (truncation of most meaningful bits if needed), for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME will provide the needed information for the SGSN. Old MME responds with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.

To avoid possible race condition problems, the MME shall be able to compare the received NAS-token with NAS-tokens generated from the current NAS SN downlink value as well as with current NAS SN-1 downlink value only if there is a pending downlink NAS message from MME to the UE (i.e. MME waits for NAS response from the UE).

Editors NOTE 2: Editors NOTE's 2 to 4 of section 9.1.1 are also valid here. 

***** next change ****
Annex A (normative): 

Key derivation function and input parameters

The key derivation function (KDF) of GBA is reused i.e. MAC-SHA-256 is chosen. The value of FC in the KDF shall be 0x02. 
derived key = HMAC-SHA-256 ( Key , S )

S = FC || P0 || L0 || P1 || L1 || P2 || L2 || P3 || L3 ||... || Pn || Ln

Note: FC and the length of the parameters are not shown in the KDF below.

The truncation rule is the least x significant bits of the KDF output (noted as TRUNCx ) will be the derived keys or the NAS-token. 
a) Key derivation to derive 256-bit key Kasme in HSS and UE. 
KASME= KDF(CK||IK, ''EPS-ASME'', PLMN-ID)

B) Key derivation to derive 256-bit NAS keys in MME and UE. 
KNASenc= TRUNC128(KDF(KASME, ''NAS ciphering'', algorithm-ID))
KNASint= TRUNC128 (KDF(KASME, ''NAS integrity'', algorithm-ID))
C) Key derivation to derive 256-bit AS keys and UP key in eNB and UE.
KeNB= KDF(KASME, ''EPS eNodeB'', NAS-SQNUL)
KRRCenc= TRUNC128 (KDF(KeNB, ''RRC ciphering'', algorithm-ID))
KRRCint= TRUNC128 (KDF(KeNB, ''RRC integrity'', algorithm-ID))
KUPenc = TRUNC128 (KDF(KeNB, ''UP ciphering''”, algorithm-ID))
KeNB*= KDF (KeNB, ''eNodeB handover'', Cell-ID)
KeNB**= KDF (KeNB*, ''eNodeB handover'', C-RNTI)
NOTE: KeNB** is the new KeNB derived from KeNB* during handover.
Editor’s note: outstanding discussions may influence the exact KDF parameters of KeNB* and KeNB**.
D) Key derivation to derive NAS-token in MME and UE.
NAS-Token= TRUNCx (KDF(KASME, ''NAS token'', NAS SQNDL)) 
E) Key derivation to derive CK', IK' in the MME and UE.
CK', IK'= KDF (KASME, ''change to legacy 3GPP RAT'') 
F) Key derivation to derive K'ASME in the MME and UE. 
K'ASME = KDF (CK||IK, ''change from legacy 3GPP RAT'') 
**** end of changes ****

_1259584359.doc

[image: image1]


[image: image2]

















USIM / AuC







UE / MME







UE / ASME







KASME







K







KUPenc







KeNB







KNASint







UE / HSS







UE / eNB







KNASenc







CK, IK







KRRCint







KRRCenc























USIM / AuC







UE / MME







UE / ASME







KASME







K







KUPenc







KeNB







KNASint







UE / HSS







UE / eNB







KNASenc







CK, IK







KRRCint







KRRCenc












_1268649164.doc

[image: image2.png]H

SS

Si-

MME

Ks
256
PLMN_ID,
256

K_ASME
258
NAS_ENC, ALG_ID
NAS_INT, ALG_ID f
255 25
- v
256 bit [ iag i
keys -
5
IEE 1z
128 bit
KNASint | [<_NAS_ens
keys - - - -

eNB,
NAS SQN,

256

K_eNB

UP_ENC, ALG_ID,

RRC_ENC, ALG_ID,

RRC_INT, ALG_ID, i f

eNB

256

255 255 255
- v
256 bit T\ pec | |k rRo_ene| [K.UPene
keys
T T T
3 3 3
J18 18 J1o8
128t e | frre K_UP,
Keys |KCRRCIm| KRRC enc |K.UPec







[image: image1]
_1259638056.doc

[image: image2.png]Ks

256
PLMN, S

256

v

K_ASME

256

NAS_ENC, ALG_ID
NAS_INT, ALG_ID
256 256

256 bit
keys

K_NAS int | [K_NAS_enc|

{25 3
128 128
2

128 bit
keys

K_NAS int | [K_NAS_enc|

256

EMM-CONNECTED

eNB,
NAS SQN,

256
C-RNTI Hi i
256

D 256
el
= Handover
256
UP_ENC, ALG_ID,

RRC_ENC, ALG_ID,

RRC_INT, ALG_ID,
256 256

255
256 bit [ oo im| kerre_end [kUP_ene
keys
T T T
3 3 3
18 J1o8 J18
128bit | fare K_UP,
Keys CRRC_int | |<_RRC_enc| | K_UP_enc







[image: image1]
_1253955707.doc


Authentication data response



MME security context(s)







Authentication data request



IMSI, SN identity, Network Type Type 







HE











MME












