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Discussion

In TS 33.401 the key hierarchy and the key derivation scheme are specified. But the key derivation function (KDF) and its related input parameters are still missing. In this paper we propose to reuse the KDF function defined in TS 33.220 and specify the parameter for key derivation for NAS, AS, the transition key KeNB*, NAS-token and keys K'ASME and CK', IK'.

As defined in TS 33.220, the input parameters and their lengths shall be concatenated into a string S, which shall be constructed from n input parameters as follows:

S = FC || P0 || L0 || P1 || L1 || P2 || L2 || P3 || L3 ||... || Pn || Ln

where

FC is single octet used to distinguish between different instances of the algorithm,

P0 is a static ASCII-encoded string,

L0 is the two octet representation of the length of the P0, 

P1 ... Pn are the n input parameters, and

L1 ... Ln are the two-octet representations of the corresponding input parameters.

And the derived key is equal to HMAC-SHA-256 computed on the string S using the key:

derived key = HMAC-SHA-256 ( Key , S )

The following is the proposed parameter to form S for different type of keys (re. section 5.1.3 and 5.1.4 for the definition of algorithm IDs and section 6.2 for the proposed parameters in TS 33.401):

A) Key derivation to derive 256-bit key KASME in HSS and UE  
KASME= HMAC-SHA-256(CK||IK, SASME)

SASME= FC||”EPS-ASME”||L0 ||PLMN-ID||L1

The format of the PLMN-ID is defined in TS 23.003.
B) Key derivation to derive 256-bit NAS keys in MME and UE. 
KNASenc= HMAC-SHA-256(KASME, SNASenc)
SNASenc = FC||”NAS ciphering”||L0||algorithm-ID||L1

KNASint= HMAC-SHA-256(KASME, SNASint)
SNASint = FC||”NAS integrity”||L0||algorithm-ID||L1
C) Key derivation to derive 256-bit AS keys in eNB and UE
KeNB= HMAC-SHA-256(KASME, SeNB)

SeNB = FC||” EPS-ENB”||L0||NAS-SQNUL||L1
KRRCenc= HMAC-SHA-256(KeNB, SRRCenc)
SRRCenc = FC||”RRC ciphering”||L0||algorithm-ID||L1
KRRCint= HMAC-SHA-256(KeNB, SRRCint)
SRRCint =FC||”RRC integrity”||L0||algorithm-ID||L1
KUPenc = HMAC-SHA-256(KeNB, SUPenc)
SUPenc =FC||”UP ciphering”||L0||algorithm-ID||L1
KeNB*= HMAC-SHA-256 (KeNB, SeNB*)

SeNB*= FC||”eNodeB handover”||L0||Cell-ID||L1
KeNB**= HMAC-SHA-256 (KeNB*, SeNB**)


SeNB**= FC||”eNodeB handover”||L0||C-RNTI||L1
NOTE: KeNB** is the new KeNB derived from KeNB* during handover.

D) Key derivation to derive NAS-token in MME and UE. (re. section 9.1.1 of TS 33.401)

NAS-Token= HMAC-SHA-256(KASME, SNAS-token) 
SNAS-token=FC||”NAS token”||L0||NAS SQNDL||L1
E) Key derivation to derive CK', IK' in the MME and UE. (re. section 9.2.1 of TS 33.401)

CK', IK'= HMAC-SHA-256(KASME, SCKIK) 
SCKIK=FC||”change to legacy 3GPP RAT”||L0
F) Key derivation to derive K'ASME in the MME and UE. (re. section 9.2.2 of TS 33.401)

K'ASME = HMAC-SHA-256(CK||IK, SKASME) 
SKASME=FC||”change from legacy 3GPP RAT”||L0
Conclusion

We propose to add the KDF as a normative annex of TS 33.401 as available in companion contribution S3-080379.
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