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1 Introduction
At SA3#50, an editor's note was added to TS 33.203 section N.2.5 to reflect the fact that it needs to be decided whether it shall be allowed for the S-CSCF to keep already stored password(s) for a limited period of time upon receiving a new password from the HSS.

In this contribution we propose that the S-CSCF shall be allowed to keep at most one already stored password when a new password is received from the HSS. This helps avoid synchronisation problems at password change which can lead to service disruption. We propose to maintain security by specifying that the old password shall deleted as soon as the new password is used, and should be deleted after a short time even if the new password is not yet successfully used.
A similar proposal was presented at SA3#50 in S3-080098/S3-080099, but the need for a solution to the password synchronization problem was questioned and objections were raised on security grounds. This contribution provides further information to support the need for a solution to the password synchronization problem, and provides a further assessment of the security aspects.

2 Password synchronisation failure scenarios

In this section we describe two scenarios where service may be interrupted due to password synchronisation problems during a manual password change. 

2.1 PC client with user generated password
Consider the following scenario:
1) A user has a PC-based IMS client which uses SIP Digest for authentication.  

2) The PC client application has a password change facility which uses HTTP to communicate with a backend password server. 
3) The user may trigger a password change at any time using a menu option. The new password is chosen by the user via interaction with the password server and subject to a password policy set by the operator. The password is stored in the IMS client part of the application and taken into use in the IMS client only when it receives a password change confirmation message from the network side.
4) The PC client may be required to perform authentication based on the stored password at any of the following situations:

a. The network may set the IMS registration timer such that an authenticated re-registration based on the stored password is required at regular intervals (e.g. every hour). The PC client will typically perform re-registration before the timer expires so as not to cause a service interruption. Authentication of such re-authentications would typically only be needed in situations where TLS is not applied. 
b. The PC client may trigger an initial registration if it has lost the TLS connection for any reason. This will involve an authentication by the network.
c. The network may trigger an authentication at any time using the network-initiated authentication mechanism specified in IMS.

d. The network may require Digest authentication to be applied for non-register messages, especially if TLS is not applied.

5) It may happen that the user triggers a password change near the time when the PC client is performing authentication. This could result in authentication being performed after the new password has been taken into use in the S-CSCF, but before it has been taken into use in the IMS client. This would result in an authentication failure and any ongoing services would be torn down and the user would be unable to receive any incoming services until authentication was successfully completed.
This scenario is illustrated in the figure below.
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In the above scenario the chance of a service interruption due to password mismatch may be very low because the time window between the password being taken into use in the S-CSCF and taken into use in the IMS client should be very small (in the order of 100s of milliseconds), so the chance of an authenticated re-registration, or an authenticated non-register, occurring within that time window is small. Nevertheless, such service interruptions may be undesirable even if they only occur rarely, so solutions should be available to avoid them. 
2.2 PC client with SMS delivered password
In the above scenario the chance of a service interruption due to password mismatch may be very low because the time window between the password being taken into use in the S-CSCF and taken into use in the IMS client should be very small. However, there are other scenarios where the time window will be larger. 
Consider the case where instead of a user generated password, the PC client uses a password that is generated by the network and delivered to the customer's mobile phone using SMS. With this scenario, the user may trigger a password change at any time using a menu option. When the customer receives the password by SMS, he/she will need to enter the password into the PC client which then stores it and takes it into use. Customers may be required to carry out this procedure at regular intervals, e.g. at least once a month, in order to maintain a secure binding between the PC client and an associated mobile account. As in the previous scenario, the password is stored in the IMS client application and taken into use in the IMS client only when it receives a password change confirmation message from the network side.

In the this scenario the time window between the password being taken into use in the S-CSCF and taken into use in the IMS client will generally be larger than in the scenario described in the previous section. This is because manual entry of the SMS-delivered password is required. As a result, the chance of a service interruption is greater in this scenario than in the previous one. 
3 Impact of service interruption

It could be argued that in practice the impact of service interruption during manual password change is very low because the user will typically not be engaged in any interactive services (e.g. voice calls) when he/she triggers a password change. However, a user may often be engaged in other types of services when he/she triggers a password change, and it would negatively impact the customer experience if the media flows associated with these services were torn down due to an authentication failure during a manual password change. For example, the user may be receiving IMS-based streamed content, and it would be annoying and inconvenient for the customer if this service was occasionally torn down during a manual password change. Another example is that the user may be engaged in a chat session with several users using MSRP, and may trigger a password change during a quiet moment in the conversion. In this situation it would be undesirable if the chat session was torn down as a consequence. 

In general, such service interruptions may be undesirable even if they only occur rarely, so solutions should be available in the standard for operators who wish to avoid the possibility of such interruptions.

4 Alternative solutions

As an alternative to our proposed solution of storing two passwords in the S-CSCF, the client could delay re-registration, or authenticated non-register procedures, until after password change has been completed. However, this requires interaction between the password change module of the client application and the SIP module, which may be undesirable, given that the password change module may be completely independent of the SIP stack and may be even provided by a different supplier or the operator itself. It would also require the client to start re-registration well in advance of the registration timer expiring in order to allow for the fact that the procedure may need to be delayed for several minutes while the user changes his password. This could result in more frequent re-authentication than would otherwise be required. There could also be an impact on other scheduled non-registration procedures if these are also authenticated. Furthermore, the IMS specifications allow the network to initiate an authenticated re-registration at any time, and it would be undesirable if the network timers needed to allow for the fact that the user response may be delayed by up to several minutes while the user completes the password change procedure. 

A further alternative would be for the password change server to interact with the IMS core to instruct it not to run authentication while a password change procedure is ongoing. With this approach the network cannot be sure when the client has taken the new password into use, so a delay would need to be introduced into the IMS core before the new password would be taken into use and authenticated registrations would be allowed again. However, it could happen that while the network is waiting, the client initiates a re-registration due to imminent registration timer expiry. In this situation the IMS core would have to run the re-registration procedure without authentication and may then have to trigger another network-initiated authenticated re-registration a short time later to ensure that the network's re-authentication policy is correctly applied. Such a solution seems to add significant extra complexity to the IMS core and requires a new interface between the IMS core and the password server.
5 Security aspects of keeping old passwords
We believe that no significant additional security risk is created by keeping two passwords in the S-CSCF for a short period of time, e.g. minutes, for the following reasons: 

· The time between uses of a password in normal operations is typically much longer than the time in which two passwords would be kept valid in the S-CSCF, e.g. it may be hours between two authenticated re-registrations; 
· If one of the stakeholders learns of a password breach and wants to force an immediate change of the password then the time to change a password by administrative procedures would be at least in the order of minutes. 

· The user has the opportunity to force a re-registration using the new password which effectively takes the old password out of use, according to the rules in the companion CR (S3-080377).
· If an operator does not wish to allow the old password to be kept in the S-CSCF, then the companion CR allows for an operator to configure the S-CSCF to delete the old password when the new one is received.

6 Conclusion
We conclude from the above that there are valid use cases where password synchronization problems may occur that result in undesirable service interruptions, and that a solution should therefore be defined in the specifications. We also conclude that no significant security concerns arise from our proposal. We have also studied alternative solutions and found them to be more complex. Therefore we propose to approve the companion CR in S3-080377.
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