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1. Introduction
This P-CR implements the proposed changes in S3-080xxx.

It is proposed that SA3 agrees the following P-CR to TS 33.401:

======================P-CR to TS 33.401=====================

=====================Begin of 1st change========================================

9.2.2
From UTRAN to E-UTRAN

9.2.2.1
Requirements

If UP ciphering in UTRAN is activated, then UP ciphering shall remain activated in E-UTRAN after handover as well.

Integrity protection on NAS is mandatory for both E-UTRAN and UTRAN

The source RNC shall transfer the target eNB identifier to the source SGSN in the relocation request message. The source SGSN shall transfer CK || IK and the target eNB identifier to MME in the forward relocation request message. MME and UE shall derive K'ASME from CK || IK with the help of a one-way key derivation function KDF: 
K'ASME = KDF(CK || IK) . MME and UE shall derive the NAS keys from K'ASME.

MME shall derive K*eNB using K'ASME and the target eNB identifier as inputs. MME shall distribute the K*eNB to the eNB in HO Request message. The eNB shall derive the new kenb from the k*enb in the same way as inter-eNB handover.

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: SA2 currently discusses parallel registration in UTRAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.

SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.
SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them and the target eNB identifier in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms and the target eNB identifier in the relocation response sent to SGSN. SGSN shall include them in the relocation command and RNC shall indicate them to UE in the handover from UTRAN command.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE 3: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here. 

Editor’s NOTE: In case the selected AS level algorithm on active mode handover is used to integrity protect the TAU Request creates problems in the MME (i.e. the MME does not know the selected AS algorithm), then the default algorithm solution as used in the idle mode mobility is used
UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.



















=====================End of 1st change========================================

=====================Begin of 2nd change========================================

10.2.2
From GERAN to E-UTRAN

If UP ciphering was activated in GERAN, it shall remain activated in E-UTRAN after handover from GERAN to E-UTRAN as well.

The source RNC shall transfer the target eNB identifier to the source SGSN in the relocation request message. The source SGSN shall transfer CK || IK and the target eNB identifier to MME in the relocation request message. MME shall derive K'ASME from CK || IK as described in the UTRAN to E-UTRAN handover case. MME shall derive K*eNB using K'ASME and the target eNB identifier as inputs. MME shall distribute the K*eNB to the eNB in HO Request message. The eNB shall derive the new kenb from the k*enb in the same way as inter-eNB handover.
Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: The assumption here is that an SGSN that supports GERAN to E-UTRAN handover is capable of 3G AKA and stores the UMTS security context of a UE. Note that there is a risk that the UMTS security context available in SGSN was previously converted from a GSM security context. This is e.g. the case if prior to UE’s transition to active state, UE was changing in idle mode from an SGSN that does not support UMTS security contexts to an SGSN that supports UMTS security context handling. This case can be circumvented by enforcing 3G AKA after idle mode mobility from such an SGSN.

Editor’s Note: SA2 currently discusses parallel registration in GERAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.

SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them and the target eNB identifier in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms and the target eNB identifier in the relocation response sent to SGSN. SGSN shall indicate them in the appropriate message to BSS and BSS shall indicate them to UE in the handover command.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here. 

Editor’s NOTE: In case the selected AS level algorithm on active mode handover is used to integrity protect the TAU Request creates problems in the MME (i.e. the MME does not know the selected AS algorithm), then the default algorithm solution as used in the idle mode mobility is used

UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.
=====================End of 2nd change========================================
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