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This contribution discusses the PMIPv6 security in S2a interface and proposes two possible solutions for it.

1 Introduction
This contribution analyses the security mechanism for PMIPv6 in S2a interface. There will be security risks in S2a for using PMIPv6. Two possible solutions were proposed to solve it.
2 Trust relation in S2a

MAG lies in the trusted non-3gpp IP access system in S2a. There may be no trust relation between the MAG and the LMA since they may belong to different operators. In this case, a compromised MAG may make an attack to UE in other MAG’s domain. Also, a compromised MAG may send fake PBU message to update the binding of UE who is served by other MAG. In this case,
---the victim UE cannot receive the data since the data is routed to the compromised MAG;

---the compromised MAG can eavesdrop the data of UE who is served by other MAG;
---the compromised MAG may send a large amount of PBU to make the LMA in burden and a DoS attack may occur;
PMIPv6 [draft-ietf-netlmm-proxymip6-11] defines to use IPsec to protect PBU/PBA. However, the prerequisite is that there should be trust relation between the MAG and the LMA. PMIPv6 security mechanism cannot work for the condition of no trust relation between the MAG and the LMA.  

In TR33.922, it was also said in section 7.4.1.3

“…
b) if the trust relation between the MAG and the LMA is not there then additional security measures are needed. These security measures are for ffs.”
Section 3 of this contribution proposed two possible ways when there is no trust relation between the MAG and the LMA.
3 Possible solutions

One possible way is to have the mapping between the UE and the serving MAG in one of network servers. When a MAG sends a PBU to a LMA, the LMA can ask this server to check whether this MAG is currently serving the UE. In this way, it will be avoided that a compromised MAG represents UE served by other MAGs to send the fake PBU.
According to the current specifications, UE should run an EAP-AKA with MAG before PMIPv6 procedure. The AAA server in UE’s home network can record which MAG executed EAP-AKA procedure. In the meanwhile, AAA can keep the mapping between UE and its serving MAG. In this way, when a MAG sends a PBU message to a LMA, the LMA can ask the AAA server to have a check whether this MAG is serving the UE in the current time according to the identity of UE in PBU message. When UE moves to other MAG, AAA should know the change since AAA will be involved in changing MAG’s procedure. So the AAA can update the mapping between UE and the serving MAG.
Another solution is that AAA sends a key to MAG which is related to the UE after EAP-AKA procedure. UE will participate in the EAP-AKA. So the MAG can obtain this key only when this MAG really serves the UE. This key can be used to protect the integrity of PBU messages. LMA interacts with AAA to check the integrity of PBU message. In this way, a compromised MAG cannot get the related key. So it can not send valid PBU message. When UE moves to other MAG, AAA should know the change since AAA will be involved in changing MAG’s procedure. So the AAA can update the related key and send the key to the current serving MAG.
4 Proposal
We kindly ask SA3 to discuss this document and agree to put section 2 and 3 into TR33.922.
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