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1 Introduction

At SA3 #50, SA3 discussed how to handle SIP Digest Password Change, based on input documents S3-080008, S3-080098, S3-080099, S3-080114 and S3-080115. There were two alternatives on the table. The first alternative proposed a dynamic password change procedure where the old password could be used for a while. The second alternative proposed to take the new password into use immediately after the password change. SA3 #50 agreed to further study the issue at the next meeting, with focus on usability and cost considerations. 
This contribution analyses the SIP digest password change further and proposes a way forward.
2 Analysis

As pointed out in S3-080114, Ericsson believes the SIP digest password does not need to be changed very frequently. The main cases would be if a user looses his phone or if the password gets compromised. If good password generation procedures are used, then a strong password can be created with effectively the same level of security as a typical shared secret. Providing enough entropy in the password should provide reasonable security and minimize the need for changing the password frequently. On the other hand, applying weak password generation schemes will increase the risk of compromise and increase the need of frequent change. From usability point of view, a strong enough password should not be a problem, since the user is not assumed to type in the password frequently, it is enough to enter the password when the change is done, and after that it can be stored and used in the UE. In fact, many systems even have automatic provisioning / enrolment procedures of the password, so that the user does not need to be involved in handling this.
It is not clear why a user would like to change his password when being registered with ongoing sessions. A regular password change should not be time critical, so the user should be able to change the password when being unregistered. In fact, Ericsson believes that a good password change policy would recommend the user to be unregistered when changing the password to avoid synchronization problems, and recommend that the UE takes the new password into use immediate, when received (which would in most cases allow a user to keep ongoing sessions). For the case of a password that has been compromised, a user would likely want to change his password immediately. Then it is assumed that a user would like to terminate ongoing sessions, go to unregistered state, change his password, and take the new password into account immediately after the change.
Even when assuming that a user has ongoing sessions when changing his password, it is not clear that there is a high probability for a re-authentication happening at the time when the user is changing his password. The probability actually seems quite small, assuming that the user will take the new password into use in a couple of minutes. In fact, a recommendation that could be made is that when the new password is enrolled, user authentication (in form of re-registration) should not be done immediately, but wait x number of seconds. As the re-registration is not that frequent, this should in general not be a problem.
Finally, it is not clear why the dynamic password change procedure needs to be specified at all. Based on S3-080099, it seems that the dynamic password change procedure is internal to the S-CSCF and does not impact any interfaces. What strictly needs to be specified is that the S-CSCF will take the new password into use after the password has been pushed from HSS. But whether the old password is stored or not could be left for implementation.
3 Conclusion and Proposal

It is not clear that a dynamic password change will resolve synchronization issues effectively. It seems to be more effective to require the UE to take the new password into use immediate, and for consistency and synchronization purposes recommend that the user not to have any ongoing sessions when changing his password. It is also recommended that the password generation procedures would generate strong passwords so that frequent password change can be avoided. Finally, as the dynamic password change procedures are S-CSCF internal, we propose to leave these procedures unspecified and leave it up to the implementation.

The CR provided in S3-080357 proposes that the HSS shall be able to send such a password push message at any time independent of other communication on the Cx and that the new password shall be sent from the HSS to the S-CSCF immediately after the password is stored in the HSS. It is proposed that SA3 agrees this CR.
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