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1 Introduction
This contribution is a follow up to S3-080110 and the discussion in S3#50 on a proposed IMS access security solution for media. This document discusses threats, requirements and technical solution alternatives and concludes in 3 issues that must be resolved in order to agree on working assumptions. 
2 Attacks
When assessing the value of a security solution one has to consider the types of threats it has to protect against. For IMS media security we may differentiate between active and passive attacks on media as well as on SIP signaling. A passive attack is of course much simpler to implement than an active attack, especially in the access network. A passive attack in the access network would in many cases intercept both signaling and media traffic. Here the access network is defined as the network forwarding the signaling traffic to the IM CN border (P-CSCF) and the media to eg. an IMS Access gateway.
Active attacks on the SIP signaling would allow an attacker to modify almost all characteristics of a media session including the possibility to apply security measures on the media. Thus SIP signaling should be integrity protected not to suffer from possible bidding-down type or denial of service attacks. If the SIP signaling also provided confidentiality protection user privacy would be enhanced as the identity of the called user would be hidden. Still, media protection under unprotected SIP signaling could be of value, as the user could be informed by his terminal about if media protection is missing. Furthermore, when a secure connection really is established, use of protection based on a shared secret key would provide implicit mutual authentication of the participants. Finally we note that requirement 5 in TR 33.828 on IMS media security stating 
It shall be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay on access network interfaces and access network nodes.
does not give any explicit guidance on the requirements for SIP signaling protection.

3 IMS authentication and signaling protection

Currently we have the following user authentication and signaling protection schemes as part of the IMS standard:

1.
IMS AKA (USIM/ISIM based AKA and IPsec for signaling protection)
-  
Integrity protection is mandatory and confidentiality protection is optional. 
-  
There exists a shared SA (IPsec) between the UE and the IM CN
2.
Early IMS security (for 3GPP access)
-  
No SIP protection except the confidentiality protection offered by the access network. 
-  
No shared SA.
3.
NASS Bundled Authentication (for TISPAN access)
-  
Relies on physical protection of broadband access, no logical protection of SIP signaling 
-  
No shared SA

4.
SIP digest for all SIP messages (for fixed/cable access)
-  
Limited integrity protection capabilities
-  
There is a shared key/password. If this password is generated by the system it could be a strong
     random password of eg. 128 bits.
5.
SIP digest and IP address binding (for fixed/cable access) 
-  
Limited integrity protection capabilities
-  
There is a shared key/password. If this password is generated by the system it could be a strong
     random password of eg. 128 bits.

6.
SIP digest and TLS (for fixed/cable access) 
-
TLS Integrity protection is mandatory and confidentiality protection is optional.
-  
There exists a shared SA (TLS master key) between the UE and the IM CN
- 
There is a shared SIP Digest key/password. If this password is generated by the system it could be
      a strong random password of eg. 128 bits.
The six schemes exhibit very different properties. Only schemes 1 and 6 offer mandatory integrity protection with possibility for confidentiality protection. Schemes 1, 4, 5, and 6 have an SA shared by the UE and the network. Schemes 2 and 3 are missing SIP signaling protection and do not have a shared SA. 
We note that to be able to apply media security, there is a need to either share an SA from which media protection keys can be derived or have a secure channel over which the keys can be distributed. Of course, if there is a secure channel there is also a shared SA, and it will to great extent be implementation details that decide the preferred solution.
4 Requirements and solutions
The following list of requirements should be used as a starting point for the solution architecture:

1. The security shall be between the UE and a protection end-point (MSF, Media Security Function) at the edge of the IMS trusted environment. 

2. No new credentials shall be needed for the SA (key) establishment between the UE and the MSF.

3. It shall be possible to protect RTP and MSRP traffic. 

4. The IMS operator shall be able to control the use of the protection mechanism

5. The control of the protection mechanism shall be realized by SIP signaling.
Requirement fulfillment is according to:

Requirement 1 
is fulfilled by introduction of a new functionality, the MSF, which possibly could be part of e.g. an IMS Access Gateway. 

Requirement 2 
can be fulfilled by basing the security on a shared secret key obtained from a shared SA used for SIP authentication and/or signaling protection. This is a straightforward solution when user authentication is based on IMS AKA and the associated Ck,IK is used in the protection of the SIP signaling between the UE and the P-CSCF. (The Ck,Ik could be passed through a PDF to generate a media security master key.) When TLS is used to protect the SIP, the shared SA in TLS may be used as the basis for derivation of media protection keys. Finally, the third option is to base the media protection keys on the "password" used in SIP digest authentication. Doing this would give a media protection which has similar strength to the user authentication which might be reasonable, assuming strong and long passswords. 


This requirement can also be fulfilled by having the client or the network generate a master key which can be used to derive the needed media protection keys and distribute this master key in SDP by eg. SDES. This would require that the SIP signaling is confidentiality protected.
Requirement 3 
is fulfilled by employing SRTP and PSK-TLS. For SRTP the session keys may be e.g. generated with MIKEY. PSK-TLS has its own inbuilt session key generation mechanism. Other SA information is exchanged within SIP/SDP re-using the existing IETF SDESC mechanism.

Requirement 4
and 5 are fulfilled by defining UE security capabilities which the UE includes when registering. The UE may then propose the use of access security or the proposal may come from the network. The network will always be able to decline an invitation / not issue one. 

The conclusions are that we have two main options for how to design the key management for access media protection. The first one covers SIP authentication and protection schemes 1,4,5 and 6, detailed in clause 2, and the second one using key distribution over a secure channel covers schemes 1 and 6 with the additional condition that SIP confidentiality protection is applied. Note that schemes 1 and 6 are covered by both methods. Once again we note that if it is agreed that it is sufficient to cover only schemes 1 and 6, the choice between them is one of implementation complexity.

5 Issues
The following issues have to be resolved in order to get an agreement on the solution principles.

1.
Does IMS media protection require integrity protection of the SIP signaling, including SDP, from UE to P-CSCF?

Ericsson position: The solution should from a technical point of view be independent of SIP integrity protection. However, use of integrity protection should be strongly recommended.

2.
Does IMS media protection require confidentiality protection of the SIP signaling, including SDP, from UE to P-CSCF?

Ericsson position: The solution should from a technical point of view be independent of SIP confidentiality protection. However, use of confidentiality protection should be strongly recommended.
3.  Should the solution be based on key generation and distribution in SDP by SDES or should keys be derived from an already existing SA.

Ericsson position: The solution should cover as many use cases as possible and should thus be based on derivation of media protection keys from already existing SA's. 
6 Proposal
We propose that the Ericsson position on the issues in clause 5 is agreed and that requirements 5 and 6 in TR 33.828 are updated to reflect this position. We furthermore propose that clause 4 and the architecture in the Annex below are accepted and included in the TR as one solution for access security.
ANNEX A
A1 Architecture
The architecture for IMS media access security is depicted in figure 1. The media security master key may emanate from the Ck, Ik generated by IMS AKA, the master key used by TLS or from the password used in SIP digest. This media security master key is held by the P-CSCF independently of its origin..
Editor's Note: 
This first version of the architecture indicates that the media security master key is delivered from the P-CSCF to the MSF. This is not the only way to handle the distribution; it could probably also be done via e.g. a MRFC in case the functionality would be part of an MRFP. Exactly how this key handling should be organized is for further study.
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Figure 1. High level architecture for access security

A1 Access security set-up
Figure 2 below shows an example signaling diagram for setting up access security. The first phase, steps 1 to 3 indicates the registration of the UE access security capabilities. The following steps indicate how access security is set up in both access networks. The actual establishment of the media security is not included in the diagram.
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Figure 2. Simplified signalling diagram for access protection

1a/b 
The UE registers with the IMS system by sending a REGISTER including its capabilities regarding access protection (e2æ). 

2a/b
The UE is authenticated to make the registration valid

3a/b
The UE gets a 200 OK confirming the registration, and it may acknowledge support of the registered e2æ capability. 

4
The UE sends an INVITE containing an offer to use e2æ protection, including parameters for key establishment. 


The originating side P-CSCF inspects the INVITE and notices that e2æ protection is proposed. As the network is capable of e2æ protection it tacitly accepts the offer and stores the decision. 

5
The originating side S-CSCF performs onwards routing to the terminating side S-CSCF. The originating network may optionally remove the e2æ indicator. If kept, the terminating network will use it as indicator that terminals capable of e2æ should be selected prior other terminals. 


The terminating S-CSCF inspects the INVITE and checks if the called party supports e2æ protection. 

6
The terminating S-CSCF performs service invocation and onwards routing to the UE. If not present, the terminating network, configured to apply e2æ protection, inserts an e2æ protection offer before the INVITE is forwarded to the UE. The offer includes parameters necessary to establish a shared SA. The SDP must also be changed to route the media via the MSF.


The terminating UE accepts the INVITE including the e2æ offer. It derives the SA to be used and sends it together with a signal to the UE media plane handler instructing it to enable media protection based on the that SA.

7
The terminating UE answers with a 200 OK accepting the e2æ offer. The terminating P-CSCF receives the 200 OK and sees that the access security offer was accepted. It then generates a master key for e2æ protection and pushes it and other information needed to the MSF and requests that it enables media protection. 

8.
The P-CSCF forwards the 200 OK to the terminating S-CSCF.

9.
The terminating S-CSCF forwards the 200 OK to the originating S-CSCF.

10.
The originating S-CSCF forwards the 200 OK to the P-CSCF. 

The P-CSCF inspects the 200 OK and recalls the decision to use e2æ protection. It generates the master key for e2æ protection. The P-CSCF then push the master key and other information needed by the MSF and a request that the MSF enables media protection. 

11. 
The P-CSCF forwards the 200 OK to the UE. The UE notices that the e2æ protection offer has been accepted and derives the master key to be used. It sends the master key together with a signal to the UE media plane handler, instructing the media plane handler to enable media protection based on the provided SA.
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