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1 Introduction
This contribution updates the IMS media security use cases by introducing 

1.    Peer-to-peer MMTel, and

2.    Media protection for the access link

It also removes two Editor’s Notes and makes some editorial enhancements to the text

2 Proposal

It is proposed that the pCR at the end of this contribution is agreed for inclusion in TR 33.828.

***  First change ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
IETF Internet-Draft: "Media Security Requirements" draft-wing-media-security-requirements-00 (October 2006).

[3]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2"

[4]



3GPP TS 26.234: "Transparent end-to-end Packet-switched Streaming Service (PSS)"
***  Next change ***

4.1
Multimedia telephony

NOTE: The use of the term "multimedia telephony" in this section is not limited to the definition in TS 22.172.

4.1.1
Peer-to-Peer 
The most common use case for multimedia telephony is a call from one peer to another. Usually the call is made directly between the initiating terminal and a terminal used by the designated receiver. However, sometimes the receiver has set up call forwarding to some other user’s terminal. In other cases the call may be directed to more than one terminal (forking). A typical scenario which combines both call forwarding and forking is when the phones of a manager and his assistant ring simultaneously and the call is forwarded to a voice mailbox if neither of them answers the call. At call initiation or latest when the connection has been established the originating and the terminating user’s identities should be displayed at the other end. 

The security setting for the call indicates if and how media security should be used. The user indicates if end-to-end security is requested, or if end-to-middle-to-end security is acceptable. The latter allowing trusted network nodes to access the clear text content to be able to perform e.g. transcoding. If the call is started in unprotected mode it is possible to initiate security during the ongoing call.  The user determines if use of security is independent of the identity of the answering endpoint or if it is only for the designated user (and terminal) that it shall be automatically switched on. 
4.1.2
Deferred delivery
One use case of particular interest is when a call ends up in a voice mailbox in the network. In this case it would be beneficial if the voice payload could be stored by the voice mailbox in the same encrypted format as it is sent in, i.e. without any decryption of the ciphering protecting it. When the end user later listens to the voice mail it should be sent without any re-encryption. This type of deferred delivery of the payload requires a key management system which doesn’t depend on the identity of transmission end-points but should depend on the identities of the sender and intended receivers. Deferred delivery also requires so called application layer protection which is independent of the transport layer and excludes straightforward transport layer tunnelling solutions. 

4.1.3
Group and conference calls
Another use case is in group communication, e.g. conference calls with true end-to-end security. In this type of service it is necessary that all users have access to the same key, the group key. If support of large groups is out of scope, as it would be for normal size conference calls, group key management could be based on naïve schemes. If true end-to-end security isn’t required, the conference bridge may re-encrypt the media and other solutions will be available. Still group key management could yield simple and efficient solutions also for this case.
4.1.4
Media protection for access link
In certain deployment scenarios IM CN is considered trusted and secure while the users’ access link into the IM CN offers no media protection. Access links offering no logical media protection are found e.g. in some fixed broadband access networks. To harmonise security in the access and the CN a security solution protecting the access is needed. The use  bof such a security solution should be under operator control and could be based on a security tunnel on transport layer utilizing a simple and automatic key management scheme based on already existing SAs and/or security solutions. 
NOTE: 
A prerequisite for a media protection for access links to offer any real security benefit is that the SIP signalling is at least integrity protected and preferably also confidentiality protected.
4.1.5
Conclusions
The conclusions from the use-cases described above are that for true end-to-end security the key management system should support group keys and deferred media delivery. The key management system should be general enough to support application layer media protection as well as transport layer tunnelling solutions. Media can be RTP-media and/or different types of text, video, and picture streams/files/formats. Application layer security is security applied on payload data and it is independent of the transport mechanism used; Examples of application layer security are S/MIME and PSS [4] while SRTP, TLS and IPSEC are transport layer tunnelling security solutions
 
The requirements for protection of media over the access link are more straightforward and a solution could be based on transport layer security tunnelling. Key management may be based on reuse of existing SAs and/or security solutions.
4.2
Push-to-talk (PoC)

Push-to-talk systems are in principle store and forward systems with message replication for all intended receivers taking place in the PoC server. PoC systems also often support instant messaging. Furthermore, it should be noted that PoC systems may offer automatic functions for recording of all messages a user cannot receive “on-line”. Thus, for true end-to-end security PoC systems exhibit the same requirements on key management and media protection as the multimedia telephony described above, i.e. a group key management system capable of handling deferred delivery of media. A PoC system doesn’t only handle voice but also handles other media types like e.g. video and text.

4.3
Instant Messaging

Instant messaging systems have many similarities with PoC systems; The main difference is that they focus on non-speech media even though they may also carry voice and video messages. 

For peer-to-peer instant messaging, there might be a direct link between the peers but in most cases, due to charging and delivery of different types of system services, the messages are forwarded via one or more intermediary nodes. For multiuser instant messaging, messages are routed to an instant messaging server where they are replicated and sent to all intended receivers. The messages might be carried in the SIP signalling path in e.g. SIP MESSAGEs or they can be transferred e.g. on MSRP links. To protect messages carried in SIP MESSAGE application layer security has to be used. MSRP links can be protected hop-by hop with TLS.
. 


4.4
Chat

Chat is to a certain extent different compared to the use cases described above. Chat messages usually end up in a chat server where they are handled in plaintext. It is difficult to imagine how an efficient chat service based on true end-to-end security could be developed. Thus here the security requirements are mainly to protect the communication between the user and the chat server.

***  End of changes ***
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