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1. Introduction
In this document few threats and requirements are presented for Home (e)NodeB for discussion and decision for inclusion in the TR. A separate document presents the same content as Pseudo CR.
Threats are discussed in the same format as in current TR.

2. Threats

1. Mis-configuration of H(e)NB
Prerequisites: The attacker has access to the H(e)NB configuration. Access can be both wired or wireless.

Description: Having access to the H(e)NB configuration the attacker can either get hold of the complete H(e)NB or can make some configuration changes that will impact the service being provided by the H(e)NB. Possible attacks and their impact are dependent on the amount of configuration possible at the H(e)NB thus many things are possible, e.g., traffic forwarding.

Probability: High

Impact: Irritating to harmful

Threats to assets:

1) H(e)NB: Modification of the configuration leading to different issues including malfunctioning and denial of service.

2) Users: From privacy and confidentiality issues to DoS attacks

3) Operator network: If the attacker succeeds in traffic forwarding then it could potentially also cause some form of DoS attack on the network.

Mitigation: Secure access to configuration of H(e)NB is needed.

Requirement: Secure access should be provided for configuration and to configuration interface of H(e)NB.

2. Mis-configuration of access control list (ACL) or compromise of the access control list

Prerequisites: The attacker has access the ACL. This can be either by knowing the administrators password or by physical access to the H(e)NB.

Description: The attacker modifies the ACL thus allowing devices that should not have access to the network. Attacker could also remove devices that should have access and possibly change the level of access for different devices.

Probability: High

Impact: Irritating to harmful

Threats to assets:

1) H(e)NB: Modification of the ACL..

2) Users: Potential DoS attack or change in access rights

3) Operator network: Free service could be provided to some users if the billing is H(e)NB based.
Mitigation: Secure means of creation, maintenance and storage of ACL is required.

Requirement: ACL should be created and modified by authorized party.

3. Radio resource management tampering

Prerequisites: The attacker has access to the H(e)NB and can modify the resource management aspects of the H(e)NB, at least the attacker should be able to tamper with the power control part of the H(e)NB. Changes could be made by configuration of the H(e)NB or by external means, e.g., increasing the interference or noise.
Description: The H(e)NB gives radio resource information that is incorrect thus leading to issues like increased handover, handover of all mobiles in the vicinity to the H(e)NB or forced handover of all devices from H(e)NB to other (e)NBs. The radio resource information could be simply in the form of the transmit power level.

Probability: Possible

Impact: Harmful

Threats to assets:

1) H(e)NB: Modification in H(e)NB radio behaviour

2) User: Potential denial of service

3) Operator network: None

Mitigation: There should be no means to control the radio resource related parameters by a user. The configuration interface of the H(e)NB must have adequate security.

Requirements: 

· None or very limited, in that case secure, access to H(e)NB radio parameters should be provided.
· Secure access should be provided for configuration and to configuration interface of H(e)NB.

4. Masquerade as a valid H(e)NB

Prerequisites: The attacker should have a H(e)NB and be able to configure the H(e)NB such that users of a given CSG will join it.

Description: The attacker buys a H(e)NB and configures it similar to that of a H(e)NB of a CSG. Having done that the attacker (1) changes the setting in the H(e)NB to no encryption and integrity level or (2) has access to the user keys in the H(e)NB. The attacker can do this by connecting the H(e)NB to the wired backbone of the H(e)NB provisioning company or use multi-hop solution to connect the H(e)NB to the valid one connected to the wired network.

Probability: High

Impact: Very harmful

Threats to assets:

1) H(e)NB:

2) User: Privacy issues, confidentiality issues, monetary issues and DoS

3) Operator network: Having the user keys the attacker can perform different attacks one of them could lead to mis-charging of the user.

Mitigation: CSG setting and other configuration should be hidden. There should be binding between H(e)NBs and the users it can serve that should also be known by the network. The H(e)NB must be authenticated by the network. The case of key leakage requires that the keys in a H(e)NB is stored in a secure location.

Requirements:

· The operator should have means to control the CSG configuration.

· It should not be possible to override the operator’s policy at a H(e)NB.

5. Provide radio access service over a CSG

Prerequisites: The attacker has a H(e)NB and valid connectivity to a CSG.

Description: There can be different ways in which the attacker can work (1) connect the H(e)NB to one of the H(e)NB in the CSG using Ethernet cable (2) the attacker has a UE (mobile or data card) connected to its H(e)NB belonging to the CSG that by some means is connected to the attackers H(e)NB (or other radio like 802.11 access point). This can be easily achieved by the attacker connecting a UE and a access point to a laptop. The attacker can then do several attacks some of them similar to that described in attack “Masquerade as a valid H(e)NB” and other ebing the provisioning of free service over the H(e)NB belonging to a CSG.

Probability: High

Impact: Harmful

Threats to assets: Same as “Masquerade as a valid H(e)NB”.

Mitigation: This is difficult to mitigate.

6. H(e)NB announcing incorrect location to the network

Prerequisites: The intruder is in position to modify the H(e)NB or to mis-inform the H(e)NB regarding its location. Further the H(e)NB is expected to work only at a given location.

Description: The attacker either changes the location information of a H(e)NB or is in position to mis-inform H(e)NB regarding its location. Thus a stolen H(e)NB could be used in unwanted place.

Probability: Possible

Impact: Very harmful

Threats to assets’

1) H(e)NB: Manipulation in the form of mis-informing the location

2) User: Users will have no service in primarily expected location.

3) Operator network: Provisioning of services meant for different location wih potential impact on revenue.

Mitigation: Secure location solution is needed.

Requirement: It should not possible to manipulate location information of a H(e)NB.

3GPP

SA WG3 TD


