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1 Introduction

Clause 12 of TS 33.abc, which describes how to protect S1-U and X2-U using IPsec, the following editor's note is included:
Editors NOTE: It is still for further study if other solutions can be found which do not have the IPsec overhead..

This contribution proposes to decide that IPsec shall be used for these reference points if they are not physically secured.

2 Analysis
There are several reasons to use IPsec for protection of S1-U and X2-U and basically only one argument not to use it (the overhead).  

· The eNB and core NW have to support IPsec anyhow for S1-MME and X2-C, so both security protocols and key management protocols will be implemented in the relevant nodes.
· IPsec is well-tested, implemented and understood.

· There is no proposal for a more lightweight solution in SA3. Further, it is not clear what that solution would be. In particular, such a solution would have to provide encryption, integrity protection and it would still have to be tunnelled in IP, since it must be possible to use SEGs on the core NW side. Therefore, such a solution (assuming it protects all traffic equally) would add overhead comparable to IPsec ESP. A possibility would be to separate e.g. voice traffic (which has small packet sizes) and protect that separately (e.g., using SRTP) from other data traffic. In this case, IPsec would still be the best choice for the general data traffic, and the eNB and core NW nodes would have to distinguish between different types of application layer protocols. This would in principle be possible, but since IPsec most likely would have to be implemented and used for the general data traffic, the complexity added for the separate handling of some applications may not be justified.
3 Proposal

It is proposed that SA3 decides that IPsec according to clause 12 of TS 33.abc is the protection mechanism of choice when physical security cannot be guaranteed, and that the pCR at the end of this contribution is agreed for inclusion in TS 33.abc.

*** FIRST CHANGE ***

12
Backhaul link user plane protection

The protection of user plane data between the eNB and the UE by user specific security associations is covered by clause 5.1.3 and 5.1.4. 

In order to provide confidentiality and integrity and replay-protection for the S1 and X2 user plane according to clause 5.1.3 when the operator does not trust the interfaces, it is mandatory to implement IPsec ESP according to RFC 4303 [7] as profiled by TS 33.210 [5]. For both S1 and X2 user plane, IKEv2 certificates based authentication according to TS 33.310 [6] shall be implemented. 
NOTE: In case S1 and X2 user plane interfaces are trusted according to the operator's policy (e.g., because the interfaces are physically protected), the above IPsec based protection is not required to be applied.  

Editors NOTE: The above requirement need further changes to point to the specific NDS /IP relevant chapters i.e. the IPsec, IKEv2 profiles as not the whole TS 33.210 is valid in the user plane protection case.


*** END OF CHANGES ***
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