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1 Introduction
SA3 has for some time discussed the issue of a bidding down attack, where a malicious source eNB tricks a well behaved target eNB into using a less trusted algorithm for protection of the air interface than should be used.
At SA3#50 some requirements on such a solution was agreed, and the following describes a very light-weight solution for detection of a security breach.
2 Proposed solution
The Prioritized List of allowed Algorithms (PLA) is a list of algorithms ordered according to how desirable the algorithms are for use. This list is configured via O&M in each eNB (note that each eNB may have its own unique list if so desired). The same PLA is used with every UE connecting to the eNB.

This is in contradiction with requirement 1 agreed at SA3#50 (MME has a prioritized list of allowed algorithms configurable by the operator). The reason for this is that the MME makes no use of the knowledge of the priority order of the AS algorithms. It is believed that not following requirement 1 also allows for a simpler solution as will be described further down. It is also noted that requirement 1 is not a security requirement, but rather just a restriction of which solutions are possible and is actually without any justification.
The UE provides the MME with its security capabilities when it connects to the MME, or the security capabilities are transferred to the MME from another MME or an SGSN during a handover.
When the UE transits to CONNECTED mode, the MME provides the eNB with the UE security capabilities, and the eNB selects the best algorithm according to the PLA that both the UE and the eNB support.
In case of a handover, the source eNB provides the target eNB with the UE security capabilities, and the target eNB selects the best algorithm according to the PLA in the target eNB. Note that the PLA in the target eNB and the PLA in the source eNB may be different. The selected algorithm is sent to the UE from the source eNB via the target eNB. The UE uses the selected algorithm when communicating with the target eNB. In case the source eNB changes the selected algorithm, the communication between the target eNB and the UE will break down, so this does not constitute a bidding down attack. The source eNB may remove algorithms from the UE capabilities sent to the target eNB. This would constitute a bidding down attack.
When the target eNB sends the path-switch message to the MME, it piggy-backs the UE security capabilities received from the source eNB on this message. The MME can at this point verify that the UE security capabilities received from the target eNB matches the UE security capabilities that are stored in the MME. If there is a mismatch, the MME can take appropriate action (e.g., log the event and raise an alarm). The identity of the source eNB is also piggy-backed on the path-switch message, so that the MME would know which eNB is misbehaving (or is malfunctioning).

This fulfils requirement 2 and 3 agreed at SA3#50 (eNB or MME shall be able to detect a bidding down attack (MME in this case) and the MME shall be able to log which eNB is misbehaving).
The procedure during handover is depicted in the figure below.
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Figure 1. Algorithm selection at intra-MME handover

In case of inter-MME handover, the source eNB can send the UE security capabilities to the source MME in the Handover Required message, and the source MME can verify that the UE security capabilities are correct. Another option would be to send the UE security capabilities from the source eNB to the target eNB via source and target MME, and then echo them back from the source eNB to the target MME. This is less efficient, but could be simpler from protocol point of view (e.g., it could avoid that the MME needs to parse a "transparent container" from the source eNB to the target eNB). It is proposed to go with the simplest option to send the UE security capabilities from the source eNB to the source MME and have the source MME verify them. If the radio groups have concerns with this, the other option can be used as a fall back.
In addition to fulfilling requirements 2 and 3 agreed at SA3#50, this approach further has the benefit that the UE is not involved in the actual attack detection procedure, there is no need to have a separate PLA for each eNB, i.e., the PLA could be the same for all eNBs and this would probably be the typical case. These were concerns raised against the proposal in S3-080054, and are now taken into account.
3 Conclusion and proposal
The above described solution enables the MME to detect if a bidding down attack has taken place, with minimal impact on current signalling flows and working assumptions on algorithm selection. It is proposed that it is endorsed by SA3 and that the pCR below is incorporated in TS 33.401.
*** BEGIN CHANGES ***

7.4.2.1
Requirements for algorithm selection


a) An active UE and a serving network shall agree upon algorithms for

· RRC encryption and RRC integrity protection (to be used between UE and eNB)

· UP encryption (to be used between UE and eNB)

· NAS encryption and NAS integrity protection (to be used between UE and MME)

b) The serving network shall select the algorithms to use dependent on

· the security capabilities of the ME,

· the security capabilities of the currently serving network entity

· restrictions set by the home network of the subscriber (ffs, cf TR 23.008)

· SN-wide policies on allowed security algorithms

NOTE: It is ffs whether the above bullet about “SN-wide policies” is needed.

ME Security capabilities shall include the supported encryption and integrity algorithms.

c) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated ("bidding down protection of networks choice") that the UE capabilities were not bidden down.

d) The AS and NAS level security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level message to the ME such that "bidding down attacks" against the ME’s security capabilities can be detected by the ME. The ME security capabilities apply to both AS and NAS level security.
e) Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure configures AS security (RRC and UP) and NAS level security mode command procedure configures NAS security.

a. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

b. User plane ciphering is activated at the same time as RRC ciphering.

f) eNB selects the AS level algorithms based on 

a. Its locally allowed and supported ciphering and integrity protection algorithm configuration. This configuration is done by network management and can be used for example to disable broken algorithms. eNB shall not select algorithms outside of this list, which is ordered according to priority.

b. 

.

c. The UE capabilities including supported ciphering and integrity algorithms. UE capabilities are included in the UE context provided from the MME to the serving eNB (S1 interface) and transferred from source eNB to the target eNB during eNB handovers (both x2 and S1 interface handover cases). If the UE capabilities do not contain at least one common ciphering and integrity algorithm entry with the eNB local configuration (see a) and MME provided allowed AS level algorithm lists (see b) then the SMC procedure fails.

g) 
a. 

b. 
h) Selected AS and NAS algorithms can be different at a given point of time.

At handover from a source eNB to a target eNB, the source eNB includes the UE security capabilities in the handover request command. The target eNB selects the best algorithm from the UE security capabilities according to the prioritized local list of algorithms. In the path-switch message, the target eNB sends the eNB ID of the source eNB and the UE security capabilities received from the source eNB to the MME. The MME shall verify that the UE security capabilities received from the eNB are the same as the UE security capabilities that the MME has stored. If there is a mismatch, the MME shall log the event (including the identity of the source eNB) and may take additional measures, such as raising an alarm.
*** END CHANGES ***
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