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BT, Interdigital Communications and Motorola propose some new text for sections 4.1.3 and 4.2, dealing with considerations of security.
**** start of changes ****

4.1.3
Assumptions

Editor’s note: This section needs to be revisited when the issues in section 4.1.2 have been resolved.

From the analysis above the following assumptions can be derived: 

· It should be possible to prevent theft of the subscription. The following options could be considered:

· The physical UICC is integrated with the M2M equipment (i.e. the UICC is not physically removable from the M2M equipment); and

· The USIM/ISIM application is embedded within the M2M equipment (without a UICC),  which:

· provides a secure execution environment, 

· provides a secure storage environment that protects secrets
· prevents the loading of unauthorised software on the M2M equipment (“secure boot”)

· has some measure of physical protection against attack

· may provide a means of detection and reporting (to a TBD network entity) of evidence of tampering on the USIM/ISIM functionality  or the secure environment (SE) within the M2M equipment that provides such functionality

· meets relevant requirements from [OMTP TR0], [GSMA/EICTA Principles concerning handset theft] and other relevant industry standards on prevention against attack.

· Physically removable UICC

· It should be possible for the mobile operator or a third-party entity supporting it, where either is functioning as a Validation Authority, to verify the authenticity and integrity of the M2M equipment prior to provisioning of the downloadable USIM/ISIM application.  This verification of the authenticity and integrity of the M2M equipment will guarantee, if positive, the authenticity and integrity of the M2M equipment's secure environment. 

· It should be possible to securely initially provision a new USIM/ISIM application to the M2M equipment, for the purpose of obtaining a subscription to an operator’s networks or to a service provider’s IMS.
Editor’s note: What part of the USIM/ISIM application that is downloaded is FFS.

· It should be possible to securely change the subscription in the M2M equipment remotely.

4.2 
Other assumptions

The following additional assumptions about the operation of the M2M equipment are made:
· The USIM/ISIM (whether on a separate UICC or integrated into the M2M equipment) may support a number of lifecycle states (e.g. installed but not activated, activated, suspended)

· It may be possible to securely update the software and firmware of the M2M equipment OTA

· For M2M equipment with an integrated USIM/ISIM application, its expected that:

· There will be mechanisms to prevent the unauthorised replacement of one operator’s USIM/ISIM application with another operator’s USIM/ISIM application

· There will be mechanisms to prevent the download of software that would interfere with the operation of the integrated USIM/ISIM application
· Appropriate software isolation will be enforced, e.g. between the secure environment and the main processing environment of the M2M equipment, and possibly within the secure environment itself

· There may be the opportunity for an operator who has downloaded a USIM/ISIM application to the M2M equipment to configure some aspects of the security policy of the M2M equipment

· It may be possible for the integrated USIM/ISIM application to be updated OTA 
**** end of changes ****

