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1. Introduction

This contribution discusses several open issues which have an effect on the complexity of the GBA Push design. The proposals made have the aim to simplify the design on the UE and the network. 

2. Identified open issues

2.1. Requirements for MEs to support GBA Push

It should be clarified which MEs in Rel-8 are required to support GBA Push. We see three possible tracks for this:

(1)
All Rel-8 MEs are required to support GBA Push. 

(2)
All Rel-8 MEs supporting GBA (TS 33.220) are required to support GBA Push (TS 33.223). 

(3)
Only MEs containing applications utilizing GBA Push are required to support GBA Push.

In principle, option (1) means that all Rel-8 MEs also support "normal GBA" as specified in TS 33.220. This is a clear difference to Rel-6 and Rel-7 practice where all MEs are not required to support GBA. As this approach would be beneficial for wide GBA "acceptance" in 3GPP, it would cause unnecessary support for GBA in Rel-8 MEs that do not utilize it in any way.  We note that an ME supporting GBA shall support GBA_ME and GBA_U, thus supporting the ME-UICC interfaces.

Option (2) would mean that the same level of "acceptance" for GBA Push as for generic GBA is ensured. Unfortunately, this option also causes the ME to support GBA Push regardless whether there is an application on the UICC utilizing it. In the context of 3GPP, thusfar only MBMS is an UICC application requiring GBA_U. 

Option (3) would seem to be the most natural way to offer support for GBA Push meaning that the support would be part of the ME only if there is an application utilizing it in the ME. This would follow the same principle as for "normal GBA", where GBA support would be added by the manufacturer only if there is an application utilizing GBA. ME's that do not have to support, or are incapable to support GBA applications, these ME are not GBA enabled in practise.

It should be pointed out that for open platform terminals like e.g. Symbian Series60 support for GBA as well as for GBA Push could be installed post production, and as a part of the application utilizing GBA or GBA Push.

In any case, it should be decided which level of GBA Push support is required for Rel-8 MEs.

It is proposed to adopt option (3).

2.2. A need for GBA Push capable UICC's ?

The analysis of the procedures utilizing the GBA Push capable UICCs as described by Gemalto contribution (S3-080061), for example, and commented by Nokia and NSN (S3-080198) shows that the ME requires significant changes and complexity to support GBA Push aware UICCs. Thus, that the amount of impacts caused to the ME does not warrant such additions and modifications in the ME. 

Thus, there are three cases to consider:

(1)
GBA Push enabled application on the ME, 

(2)
GBA Push enabled application on the UICC, and

(3)
GBA Push enabled application on both the ME and on the UICC with shared application logic (like MBMS, for example).

With case (1), the question really is whether there a need for UICC based enhancements.

With case (2) and (3), the question is whether these applications can use the push message with a prior GBA_U run or not. In both cases, there would be an ME-UICC interface but with two design options (there could be more, but we list here the main ones we see):

(a)
with a prior GBA_U run: the ME should send the GBA Push message to the application on the UICC after it has executed the GBA_U run, or

(b)
without a prior GBA_U run: the ME would send the GPI message to the UICC (before the Push message itself), and the UICC would handle both the GPI and Push message specific functionality without logically involvement of the ME.

In TS 33.gpl (GBA push layer), a use case was mentioned that could potentially benefit from GBA Push based enhancements. The BM-SC, in the event of an expired Ks_xx_NAF, would not need to initiate a solicited_pull_procedure. In that respect GBA Push is to be seen as an optional enhancement, which is not required for the correct functioning of the deployed system. 

We also note that ME based solutions using GBA Push might come much quicker than UICC based ones. Therefore it is more important to optimize for the most common case (without making the other less frequent cases impossible).

If SA3 decides that GBA Push capable UICCs are needed then it should be clarified which MEs are required to support GBA Push in general (cf. section 2.1). Our preference is that only MEs that are utilizing a service that use GBA Push are required to support GBA Push, i.e., option (3) in section 2.1, not for example all GBA enabled Rel-8 MEs. This way only the MEs really utilizing GBA Push are required to implement the GBA Push specific UICC-ME interface messages. If the GBA Push functionality is added to the UICC over e.g. OTA for example, the ME could be similarly be updated to contain the GBA Push support if needed.

If GBA Push capable UICCs are needed only to enable the support of disposable-Ks model onboard UICC, the support for GBA push ME applications is not necessary as the disposable-Ks model on the ME can be supported with GBA_U as well with minor side effects, and NO security implications. For further details on this approach see companion contribution S3-080305.

2.3. Optionality of confidentiality protection of parameters ?

The confidentiality protection is needed in cases where the GPI is sent over networks that don't have confidentiality protection built-in (like broadcast networks). This prevents the possibility to link a subscriber to an application or to a content. Currently, the confidentiality protection of certain parameters in GPI like NAF_ID is optional as in some cellular networks may not provide confidentiality protection. However, if this protection is optional, it causes an additional complexity as the Push NAF (pNAF) needs to indicate to the BSF whether the confidentiality is needed or not, and the BSF needs to act accordingly. If the confidentiality protection of certain parameters would be mandated, then it will be simpler for the BSF, as well as the ME, to handle the GPI.  Also, the ME is required to support the confidentiality protection regardless whether it is optional or not. 

Therefore, we propose that it is assumed that access network just does not support confidentiality protection, and the selected parameters are always confidentiality protected in the GPI. 

2.4. Public ID to IMSI/IMPI mapping

There needs to be public ID to perform the IMSI/IMPI mapping to enable the BSF to fetch correct subscriber information from the HSS over Zh reference point. The question is: should either the BSF or the NAF be responsible for managing this mapping, thus the options are: 

(a)
BSF manages the mapping, 

(b)
NAF manages the mapping, or

(c)  other entity manages the mapping.

Currently, the BSF is not required to store any persistent data about the subscriber, and all the subscriber specific data is stored in the HSS. With option (a), the BSF is required to manage this mapping, and thus it must be able to store the mapping locally or it must be possible to fetch the subscriber specific data from the HSS using public ID instead of IMSI or IMPI. The latter case is not applicable as the HSS should enable the fetching of the subscriber data with all the public ID that the subscriber has. Also, there needs to be a way for the NAFs and the BSF to manage this mapping together, i.e., the push NAF is able to introduce a new mapping for a subscriber to the BSF. Thus there is an additional management operation for the BSF operator to handle. This is especially true in the case where the NAF is operated by a third party. In the case where the operator is managing one or more NAFs, it may be beneficial to manage these public IDs in a single place like BSF (in case of home network NAFs), or in another centralized entity of the network. 

If the NAF is required to manage the mapping, it can have its local database for it. In order to enable this, it must be able to discover subscriber's IMPI or IMSI. This approach would simplify the BSF functionality considerably as it would work with the IMSI or IMPI as earlier, and use the public ID provided by the NAF over Zpn reference point.

Before the decision, on which entity should handle this mapping, is done by SA3 there are also other related issues which need to be considered:

-
Is the public ID assignment restricted to the home network, and/or is the NAF application allowed to introduce Public IDs? If the latter is possible, then should this be possible via the home network or kept local to the NAF (in the serving network or as third party NAF)?

-
Is a third party allowed to learn user's true identity in all cases?

If any restrictions on both of these issues are required, then it could suggest that the BSF (a) or some other entity (c) should handle the mapping. 

In summary, if the home network and the BSF or some other unidentified entity in particular is responsible for the public ID mappings, then there should be a mechanism to assign (NAF specific) public IDs mapping to a subscriber, and issue the public ID information to the push NAFs. This management operation should be done at the time when the subscriber enrolls and registers with the service that the push NAF is offering.

If the NAF is responsible for the public ID mappings, then the NAF needs to know the private identity which it would use to request GPI and other relevant information from the BSF. It would also include a public ID to the request which the BSF would handle transparently.

2.5. Race conditions

It may be that the timely execution of GBA Push and the normal GBA results into race conditions where one or more NAFs have caused the UE to bootstrap many times in sequence. This may result into a case where a NAF is requesting an application specific key from the BSF using a B-TID where the corresponding B-TID and the Ks has already been overwritten by the next bootstrapping procedure caused by another NAF. This may happen in GBA Push case as well as with the normal GBA where the two or more NAFs request a "fresh" application specific key to be used using the "Bootstrapping renegotiation indication" over Ua reference point (see for example TS 24.109, clause 5.2.5). Thus, the race problem is a generic problem in GBA but the addition of GBA_Push creates additional possibilities for this to happen (cf. S3-070758/759).

There are at least two solutions for this:

(1)
When a new B-TID and Ks are established using normal GBA, the BSF does not overwrite the existing <B-TID, Ks> association but keeps it alive for a short awhile, e.g., five minutes.

(2)
The GBA module in the ME disallows new bootstrapping procedures over Ub reference point if the old <B-TID, Ks> association is considered "fresh" enough, e.g., less than five minutes old.

Solution (1) would eliminate the race condition effectively as the NAF would have the five minutes to request the application specific key from the BSF. Solution (2) has the above benefit as well but additionally it can also address the case where malfunctioning or badly behaving NAF can continuously trigger the ME to bootstrap with the BSF. In practice, these are implementation issues but as they both potentially can protect against race conditions as well as malfunctioning/badly behaving NAFs, these should be addressed/mandated in the corresponding vendor products.

3.
Questions and proposals

1.
Which MEs should support GBA Push in Rel-8?


Only MEs utilizing GBA Push should be required to support GBA Push.

2.
Are GBA Push aware UICCs needed?


For the ME based applications utilizing GBA Push: No: as the disposable-Ks model can run on the ME also with GBA_U cards (see companion contribution S3-080305 describing the sequence flow).


For the UICC based applications utilizing GBA Push (if needed): Yes: but the ME-UICC interface should be simple, and the UICC itself should also handle the GPI.

3.
Should confidentiality protection be mandatory or not?


Yes:  making confidentiality protection mandatory simplifies the procedures.  The BSF does not need to be aware of whether the access network applies confidentiality protection or not. 

4.
How handles the public ID to IMSI/IMPI mapping?


Without functional restrictions on public-ID assignment, the NAF should as it simplifies the functionality between the NAF and the BSF. But before taking a decision, the questions posed in section 2.4 needs to be answered.

5.
Can race conditions be handled?


Yes: These race conditions can be counteracted by suitable implementations in the BSF, and in the UE.
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