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1. Introduction

This contribution provides description of changes needed in GBA Push to take into account the existence of GBA_P aware UICCs.
2. GBA PUSH procedure for GBA_P aware UICC
The Disposable-Ks model was created to counteract synchronization issues (also called race conditions). The use of Rel-6/7 GBA_U aware UICCs corresponds to Single-Ks mode and does not prevent those synchronization problems. That’s why the definition of Rel-8 GBA_P aware UICC was agreed before SA3#50 meeting to implement Disposable Ks model and avoid race conditions. 

The definition of Rel-8 GBA_P aware UICC requires the use of specific GBA Push UICC-ME interface. This new interface would rely on the creation of a new security context in the AUTHENTICATE command. 

In previous releases, the AUTHENTICATE command has already been upgraded to add security contexts in order to enable the UICC to have GBA_U capabilities in the USIM/ISIM applications and MBMS capabilities in the USIM application.  Consequently, there is no technical issue to add a security context in the AUTHENTICATE command in order to address UICC-based GBA Push solution with Disposable-Ks model. 

· AUTHENTICATE command with GBA PUSH security context
The AUTHENTICATE command with a GBA Push security context should use two modes:

· One mode, called "GBA_P Bootstrap mode", to compute and store the bootstrapped key Ks dedicated to GBA Push. 
The bootstrapped key Ks dedicated to the GBA Push shall be used only once to derive Ks_ext/int_NAF keys dedicated to GBA Push. The key Ks is stored on the UICC (USIM/ISIM) as key different than GBA Bootstrapped key Ks.

· Second mode, called "GBA_P NAF Derivation mode", to derive Ks_ext/int_NAF keys for GBA Push purposes from the GBA Push bootstrapped key Ks. 
The integrity check of GPI data and the optional deciphering of protected part of GPI are performed in the GBA_P aware UICC by means of this procedure before the derivation of Ks_ext/int_NAF keys. It is under discussion whether the protection in confidentiality of some GPI data is mandatory. 
The input parameters of GBA_P NAF derivation procedure correspond to the GPI data sent by the NAF to the UE.  All GPI data are needed in order to enable the GBA_P aware UICC to check the MAC value.
The creation of two new modes associated to the AUTHENTICATE command is not a technical issue for the specification of GBA Push UICC-ME interface. During the management of the key policy storage in the UICC for MBMS-specific keys, new modes were created for the AUTHENTICATE command – MBMS security context. The creation of those modes had no technical issue and was agreed during one meeting.

3. 
Pseudo-CR to TS 33.223
A companion pseudo-CR, provided as attached document of this contribution, proposes changes to GBA Push with creation of an "AUTHENTICATE command - GBA PUSH security context" dedicated to GBA_P aware UICCs. This pseudo-CR relies on TS 33.223 v1.2.0 sent before the early deadline (20th March). 
Please find some remarks regarding changes proposed in the pseudo-CR:
· Ks_int/ext_NAF keys required by the NAF
Currently, the TS 33.223 considers that the NAF shall be able to indicate whether the NAF-key in NAF SA shall be Ks_int_NAF or a Ks_ext_NAF. We consider that the NAF should also be able to require the derivation of the two keys Ks_int_NAF and Ks_ext_NAF. For example, in case of MBMS, the two NAF-specific keys are used: Ks_int_NAF corresponds to the MBMS MUK key and Ks_ext_NAF corresponds to the MBMS MRK key. 

· Protection of GPI in integrity and confidentiality
In case of the presence of GBA_P aware UICC in the UE, the integrity check of GPI data and optional deciphering of protected part of GPI, are performed in the "AUTHENTICATE – GBA PUSH security context" with "GBA_P NAF derivation" mode before the computation of Ks_int/ext_NAF keys for GBA PUSH. 
It is still under discussion whether the protection in confidentiality of part of GPI data is mandatory. 

4. 
Proposals

We kindly ask SA3 to review and agree the changes proposed in the companion pseudo-CR to TS 33.223. 
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