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1
Opening of the meeting

The SA WG3 Chairman, Valtteri Niemi opened the 50th meeting of SA3 hosted by China Mobile in Sanya, China and welcomed the delegates.
Liu Fei on behalf of the host, China Mobile, welcomed the delegates to Sanya.

2
Agreement of the agenda and meeting objectives

The draft agenda S3-080001 was introduced by the SA WG3 Chairman.

Meeting objectives:

-
A major effort will be made to stick to the agreed time schedule for SAE/LTE security. This work area has the highest priority;

-
The group should also move towards completion of the Release 8 Common IMS security work. Thus, IMS security is another high priority area.

-
A secondary objective is to progress all the rest of Release 8 work.

There were no comments and the draft agenda and objectives were approved.

2.1
IPR Call Reminder

The chairman made the following call for IPRs, and asked ETSI members to check the latest version of ETSI's policy available on the web server:

	The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:.

- to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

- to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/Ipr/).


3
Assignment of input documents

The allocation of documents to their respective agenda items was reviewed and the document list was updated accordingly.

Document orders on the single subjects in the agenda were provided.

4
Meeting Reports

4.1
Approval of the report of SA3#49

S3-080211 report of SWA3#49 was presented.
Concerning the actions:

· AP-49-01: Valtteri Niemi to check with Frank Quick on status of specifications under joint control of SA3 and TR-45 AHAG.

The AP is still pending

· AP-49-02: All to review S3-070844 and prepare for drafting an answer to ITU-T SG13 Q15 (jointly SA3 and TISPAN WG7)
The AP is still pending, to be reviewed during the meeting. The action was completed during the meeting (see AP-50-05).
· AP-49-03: Liu Fei to initiate email discussion on User Plane security encryption complexity and cost

The AP is completed as the email discussion took place. S3-080152 is a summary of the discussion.   

· AP-49-04
Lydia Xu to chair an email discussion on the subject of Key establishment for remote device for application

The AP is completed as the email discussion took place. A summary of the discussion will be presented during the meeting.

· AP-47-05
Chairman to ask clarification to SA Plenary whether TR 33.920 has to be kept alive for pure Release 8 changes

AP is completed. The decision is that it is not needed to keep the TR alive.

· AP-47-06
Marc Blommaert to report on the status of Multiple Interfaces for GBA in CT4

Usage of Zh in combination with Zh' interface. This is completed as S3-080073 and S3-080074.

· AP-49-07
Dionisio Zumerle to define syntax for documents in draft folder

Completed.

· AP-49-08
Rajavelsamy Rajadurai to check references to 43.020 and report back to SA3

The AP is completed as the email discussion took place. A relevant contribution will be presented during the meeting S3-080138.

· AP-49-09
Marc Blommaert to include 33.xyz and 33.abc into the SA2 work item

Marc has completed the AP. S3a071056 addresses this issue. This document has to be submitted to the SA Plenary to receive the document numbers.

There were no comments and the report was approved.

4.2
Approval of the report from the December SA3 ad hoc on EPS/IMS

S3-080002 report from the ad hoc meeting held in December was presented.
There were no comments and the report was approved.
4.3
Report from SA#38

The Chairman Valtteri Niemi presented S3-080003 on the report from SA Plenary #38.
No major drawbacks were encountered with SA3 submissions at the SA#38 plenary meeting in Cancun, Mexico, 3-6 December 2007.

All except one of the proposed CR’s were approved. Some of them were modified because of formal shortcomings. Our CR against 22.022 “Control key length increase in OTA de-personalisation message” (S3-070718) was sent back because the proposed change did not seem to be backward compatible. This was revised for the current meeting as S3-080190.
MCC created A5/3 specs for releases 99, 4 and 5 (see SP-070776). Therefore, SA3 CR’s against 03.20 and 43.020 on support of A5 algorithms were also approved in this meeting. 

TS 33.223 about GBA push that was submitted for information did not cause much discussion but SA plenary wanted us to produce a separate WID for this work. We cannot use the old GAA extensions WID anymore in Release 8.

The two study items were approved without modifications: “UTRAN key management enhancements” (S3-070886) and “Study of H(e)NB Security” (S3-070903).
The list of “non-essential” SAE/LTE features was prioritized, mainly for the purpose of helping SA2 to specify as many of these features as possible before the June deadline. SA3 has to take this guidance also into account in the work for SAE/LTE. See SP-070945 and SP-070943 for the conclusions. 

There has been again been quite a lot of progress in the area of Common IMS. 
A company contribution was presented about “Introduction of SoftSIM into 3GPP” (SP-070768), essentially proposing creation of a new study item. Many operators expressed that they do not support such an activity, while only one operator expressed support.  

TR 22.937 “Requirements for service continuity between mobile and WLAN networks” was submitted for approved with lots of references to security (SP-070869). TR 22.812 on “Study into Network Selection Requirements for non-3GPP Access” was also approved with some security-related text included (SP-070868);

It was decided to have a separate WID for “Single Radio Voice Call Continuity (SR-VCC)” as a building block under SAES WI (SP-070949). The SAES WID itself was updated in SP-070933, including agreements on WiMAX interworking;
RAN 2 wants input from us on what parameters need to be exchanged between UE and network at IDLE->CONNECTED and handover. RAN3 wants input on key update, security info provision during HO (intra and inter-RAT) and connection setup. 

The target completeness date for the SAE/LTE (including all of stage 3) is December 2008. The target completeness date of Release 8 is identical to the SAE/LTE date. Stage 1 was already frozen but several exceptions were granted until March. The target date for stage 2 is June 2008.

4.4
Report from SA3-LI

Alex Leadbeater gave a verbal report on the proceedings in SA3-LI.
SA3-LI has studied LI aspects of LTE/SAE and has decided that the elements impacted are the MME, PDG and SGW.

Elections of SA£-LI Officials (Chairman and Vice-Chairman) are due in April.

	S3-080029
	LS on Common IMS LI
	SA WG3-LI
	LS_in
	Noted


	S3-080234
	CR on P-CSCF IMS LI Optional
	MCC
	Contribution
	Agreed


5
Reports and Liaisons from other groups

3GPP
ETWS

	S3-080025
	LS on Earthquake and Tsunami Warning System
	SA WG2
	LS_in
	Noted


Alf Zugenmaier presented the LS.

	S3-080161
	Reply LS on Earthquake and Tsunami Warning System
	GERAN WG2
	LS_in
	Noted


Alf Zugenmaier presented the reply LS.

	S3-080210
	LS on ETWS
	GERAN
	LS_in
	Noted


Alf Zugenmaier presented the reply LS.

	S3-080086
	Draft Reply LS to SA2 regarding ETWS Security
	NTT DoCoMo
	Contribution
	Revised in 219


Alf Zugenmaier presented the contribution.

TS 22.168 attached to the contribution was presented. Clause 6 contains the security requirements for ETWS. 
The group went through the discussion document.

The group went also through the draft reply.

It was suggested that IEEE is conducting some similar work; how the two works could be aligned was questioned. It was agreed to add some information on this in the LS.
In the discussion document point 4 mentions that securing the interface between the PLMN and the warning notification provider is out of scope; this should be further clarified. Also, some clarifications on how the signing would be done (DSA or other) would be beneficial for the text of the LS.

It was questioned whether a common method to protect the primary and secondary notification could be devised. It was replied that this depends on the nature of the secondary notification, which is not yet clear. It was agreed to add some text in the LS to address this.
Concerning the requirements in clause 6 of TS 22.168, it was pointed out that there seems to be an overlap between the three requirements.

It was clarified that a replay attack can only occur if a real event occurs in the first place.

It was pointed out that the solution proposing the use of a shared secret, will include the potential attacker between the parties sharing the secret. Some text to point out this will be added in the LS. Tamper-resistant instead of tamper-proof will be used as a term.
The reply LS will be revised along these lines as S3-080219.
	S3-080219
	Reply LS on ETWS
	SA WG3
	LS_out
	Approved


Alf Zugenmaier presented the draft reply LS. Approved.
	S3-080027
	LS on proposal for a new TR on ''Emergency requirements in the PS domain for VoIP and emergency services''
	SA WG1
	LS_in
	Noted


Valtteri Niemi presented the LS.

It must be checked whether a new WI was created on this issue in the last SA: subsequently it was found out that SA1 has received responsibility to create a TR on the issue by SA; there is an email discussion ongoing on the matter and possibly a proposal for the May meeting; it is therefore unlikely that there will be a TR proposal in the June SA Plenary.
	S3-080032
	Reply LS on Passing the private user identity to the PNM AS
	SA WG2
	LS_in
	Noted


It was pointed out that SA3 had already replied to CT1 on the same issue. This is the reply of SA2.

IETF
Valtteri Niemi gave a verbal report.
3GPP and IETF have a regular conference call calendar where dependencies are discussed. Media security was recently discussed within this context as there seems to be some mismatch on the concepts (middlebox and LI). Some contributions in this meeting will address this issues (see 6.1.5).
ETSI SAGE

Per Christofferson suggested there is no update from the group.
GSMA

Charles Brookson sent his apologies as he could not attend the SA3#50 meeting.

Per Christoffersson gave a verbal report on the GSMA security group. A demonstrated attack on A5/1 is awaited perhaps in March at some hacker conference. GSMA has produced guiding papers for operators if need should be.

Work goes on to find a solution for a Regional theft guard (for stopping handsets to be used when they are stolen and used in/exported to countries without EIR/CEIR connection).
SS7 protection is going to be discussed in the fore coming meeting of the GSMA group on roaming and interworking (IREG). TCAPsec and TCAP Handshake are the two candidate solutions, if they choose to do something.

Next GSMA SG meeting is 27-28 May, place to be decided.

3GPP2

The contributions on Common IMS will be discussed in 6.1.

It was questioned whether there is some work ongoing on Home NB security aspects. It was replied that there should be some work ongoing. SA3 should investigate on this issue.
OMA

No input.
TR-45 AHAG

Some offline checking needs to be done.
TCG

No input.
Other groups

No other input.
6
Work areas

6.1
IP multimedia subsystem (IMS)

	S3-080209
	Liaison Regarding IMS UE Registration Procedures for GMI2008 
	MSF Protocol and Control & Working Group 
	LS_in
	Noted


Valtteri Niemi presented the LS.
There was some discussion on the LS. The content seems to be aligned with SA3's vision; SIP-Digest-AV is more or less in line with the SA3 terminology in 33.203. It was proposed that NAT traversal issues could be part of the list. Re-authentication in SA3 is called re-registration authentication.

It was decided that the version coming out of the June Plenary will give the stable version.

A reply will be drafted along these lines as S3-080235.
	S3-080235
	LS reply to MSF
	SA WG3
	LS_out
	Approved


Colin Blanchard presented the reply LS.

S3-070844 LS from ITU-T on media security was presented and discussed. This had not been treated during SA3#49. It was discussed whether to draft a reply saying that the work will have progressed and information might be outdated, but put a pointer to the SA3 work.
The group decided as the deadline for replies has passed to contact informally and offer some information as requested.

AP-50-05: Alec Brusilovsky to convey the decision of SA3 on media security to ITU-T.

	S3-080160
	LS on Message Unprotected between UE and P-CSCF
	CT WG4
	LS_in
	Noted


Dony He presented the LS.

	S3-080200
	Comments on S3-080160 on 'LS on Message Unprotected between UE and P-CSCF'
	Nokia, Nokia Siemens Networks
	Contribution
	Noted


Guenther Horn presented the contribution.

	S3-080231
	Reply to S3-080200
	Huawei
	Contribution
	Noted


Dony He presented the contribution and it was discussed jointly to 160 and 200.
It was questioned how only the second P-CSCF will be able to access the UE. Also, it was pointed out that the encryption of SIP messages is introduced in Rel-6, Rel-5 mandates only integrity. So in principle any message could be unprotected.
It was also pointed out that the DoS attack in 200 does not need a failure scenario, which seems that 231 is not taking into account. It was decided to draft a reply mentioning the restrictions of protection of the Call-ID.
Concerning the NAT, it was decided to include the concerns about potential issues. CT is still the prime TSG on these issues. A reply LS will be drafted as S3-080236.

	S3-080236
	Reply LS on Message Unprotected between UE and P-CSCF
	CT WG4
	LS_out
	Approved


Dony He presented the reply LS. Approved.
	S3-080247
	New version of TR 33.828
	Rapporteur
	New TR version
	Agreed


Peter Howard presented the new version. Agreed.

6.1.1
CR's from ad hoc December meeting
CR's agreed during the ad hoc meeting, presented with correct baseline during this meeting:
	S3-080004
	Correction of integrity protection indicator (Rel-7)
	Nokia, Nokia Siemens Networks
	CR
	Agreed

	S3-080005
	Correction of integrity protection indicator (Rel-8)
	Nokia, Nokia Siemens Networks
	CR
	Agreed

	S3-080009
	Inclusion of NASS-IMS-bundled authentication scheme in Common IMS
	Ericsson, Nokia, Nokia Siemens Networks
	CR
	Agreed

	S3-080006
	Stage 2 text on place for nonce generation
	CableLabs, Nokia, Nokia Siemens Networks
	CR
	Agreed


Concerning S3-080006, Benght Salin mentioned that there is a change and the nonce should be stored not only against the IMPI but also the contact address. It was discussed that this change should affect more than this part, and should be addressed when dealing with multiple registrations. This has to be confirmed by SA2.
6.1.2
Co-existence of authentication schemes
	S3-080007
	Co-existence of authentication schemes
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia
	CR
	Agreed



	S3-080088
	IMS SIP Digest authentication: How can IMS network entities enforce that SIP Digest is not used over 3GPP access?
	BT, Ericsson, Nokia, Nokia Siemens Networks, Orange, TeliaSonera
	Contribution
	Noted


Guenther Horn presented the contribution.

	S3-080237
	IMS SIP Digest authentication: How can IMS network entities enforce that SIP Digest is not used over 3GPP access?
	BT, Ericsson, Nokia, Nokia Siemens Networks, Orange, TeliaSonera
	CR
	Agreed


Guenther Horn presented the CR.

There was some discussion and the proposed modification in 237 was agreed.
	S3-080121
	SIP DIGEST not allowed over 3GPP access
	HUAWEI
	Contribution
	Noted

	S3-080122
	CR  SIP DIGEST not allowed over 3GPP access
	HUAWEI
	Contribution
	Noted


It was decided that the issue has been covered by 237 so 121 and 122 are not needed.

	S3-080091
	IMS Co-existence of authentication schemes. Rationale for resolution of editor’s notes in S3-080007 (TS 33.203 Annex P)
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia, TeliaSonera
	Contribution
	Noted


Benght Salin presented the contribution.

	S3-080092
	IMS Co-existence of authentication schemes. “Shadow” CR against S3-080007 for resolution of editor’s notes in S3-080007 (TS 33.203 Annex P)
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia, TeliaSonera
	Contribution
	Agreed with modifications


Mauro Castagno presented the contribution.

	S3-080093
	Co-existence of authentication schemes – Resolution of editor’s notes
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia, TeliaSonera
	Contribution
	Revised as 238


Mauro Castagno presented the CR.

	S3-080194
	Comments to S3-080091
	Huawei
	Contribution
	Noted


Dony He presented the commenting contribution. It was clarified that the purpose of the contribution is to prevent vendors from having to implement two different P-CSCF versions, one with the PANI-aware and one not. In 92 there is a phrase added saying it is optional, which in theory is normative text.
It was proposed to replace the sentence with a sentence saying P-CSCF shall be PANI-aware when the P-CSCF supports NBA.
It was proposed to draft an LS CT1 on this issue, with the proposed sentence above, asking if this is correct to be said.

It was finally decided to remove the phrase. With this removal, 92 was agreed. 93 aligned with this change, is revised as 238.
	S3-080238
	Co-existence of authentication schemes – Resolution of editor’s notes
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia, TeliaSonera
	CR
	Revised as 268


S3-080238 and S3-080097 as on the same clauses were merged into S3-080268, which was agreed.
	S3-080268
	Co-existence of authentication schemes – Resolution of editor’s notes
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia, TeliaSonera
	CR
	Agreed


	S3-080126
	Address Cable access and 3GPP access explicitly when P-CSCF handles the PANI header
	HUAWEI
	Contribution
	Noted

	S3-080127
	CR - Address Cable access and 3GPP access explicitly when P-CSCF handles the PANI header
	HUAWEI
	CR
	Noted


Dony He presented the contributions. It was pointed out that cable access is not defined in 3GPP specifications as the added bullet suggests. 

After some discussion it was decided that for the moment there is not enough information on the subject and there is not a need for this.

	S3-080094
	Co-existence of authentication schemes: failure of query to TISPAN NASS
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange
	CR
	Agreed


Come Berbain presented the CR. No objections. Agreed but incorporated in 238.
	S3-080095
	IMS Co-existence of authentication schemes: Check of PANI-related properties of P-CSCF also in step 3 of Annex P.4.2
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia
	Contribution
	 


Guenther Horn presented the contribution.

	S3-080096
	IMS Co-existence of authentication schemes. “Shadow” CR against S3-080007 Check of PANI-related properties of P-CSCF also in step 3 of Annex P.4.2
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia
	Contribution
	Noted


Guenther Horn presented the contribution. It was agreed that this should be eventually merged with 238.
	S3-080124
	Determine Early IMS authentication scheme in step 2
	HUAWEI
	Contribution
	Noted

	S3-080125
	CR - Determine Early IMS authentication scheme in step 2
	HUAWEI
	CR
	Noted


The comments in 194 on this were discussed.
There was an extended discussion: the proposal was to keep the solution from 125 for step 2 and modify step 3 removing on TISPAN-enabled. Concerns about integrity were raised with these ad hoc changes proposed.

	S3-080097
	Co-existence of authentication schemes: Check of PANI-related properties of P-CSCF also in step 3 of Annex P.4.2
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia
	CR
	Revised as 268


There was support for the proposal in 97, which was merged with 238 in 268.

It was pointed out that if need for a finer grained solution was identified in the future, it could be proposed for the next release (backwards compatible). 

6.1.3
SIP Digest in IMS
	S3-080008
	Support for dynamic SIP Digest password change
	BT, Nokia, Nokia Siemens Networks, Vodafone
	CR
	Agreed



	S3-080098
	Support for dynamic SIP Digest password change
	Nokia, Nokia Siemens Networks, Vodafone
	Contribution
	Noted


Peter Howard presented the contribution.

	S3-080099
	Support for dynamic SIP Digest password change
	Nokia, Nokia Siemens Networks, Vodafone
	CR
	Noted


Peter Howard presented the CR.
	S3-080114
	SIP Digest Password Change
	Ericsson
	Contribution
	Noted

	S3-080115
	Support for SIP Digest password change
	Ericsson
	CR
	Noted


Benght Salin presented the contributions. There was some discussion on the two different alternatives, the security risks that having two passwords might bring. It was pointed out that the solution with two passwords resolves a lot of issues with synchronization.

It was proposed to merge the two proposals, making it possible in 99 to set the timer to zero. It was suggested that still in 99 it is suggested to keep the timer to a few minutes. 
The two proposals had equal amount of support. It was decided to allow more time to study the two proposals and study possible combinations or new proposals.
	S3-080090
	Authentication of non-registration messages in IMS: relation of SIP Digest proxy authentication and IP address check
	Nokia, Nokia Siemens Networks
	CR
	Postponed


Guenther Horn presented the CR.

There was some discussion and it was suggested that it might be better to use IP address binding or SIP Digest. It was pointed out that SIP Digest would be transparent after the P-CSCF so this would not be applicable.
It was agreed to postpone the decision to the next meeting to allow some study to be conducted on this.

6.1.4
Inclusion of 3GPP2 MMD in Common IMS
	S3-080214
	Meeting minutes of workshop on Common IMS between 3GPP and 3GPP2
	MCC
	Contribution
	Noted


	S3-080215
	Results of SA breakout
	MCC
	Contribution
	Noted


Valtteri Niemi presented the document.

	S3-080218
	Common IMS Workshop Output (3GPP-3GPP2)
	MCC
	Contribution
	Noted


Valtteri Niemi presented the document.

	S3-080222
	LS on Common terminology for IMS Credentials
	SA WG2
	LS_in
	Noted


Adrian Escott presented the LS. In that context the terminology used in SA3 was discussed. Clause 8 of 33.203 was discussed.

It was proposed to state in that clause that other implementation options are permitted and extend the ISIM in this way.
	S3-080243
	Proposal on Common Terminology for IMS Credentials
	Qualcomm
	Contribution
	Noted


Adrian Escott provided the contribution. Feedback from the group is expected.

	S3-080244
	Reply LS on Common terminology for IMS Credentials
	SA WG3
	LS_out
	Approved


Adrian Escott provided the reply LS. Approved.

	S3-080221
	LS on Renaming SAE Interfaces
	SA WG2
	LS_in
	Noted


Adrian Escott presented the LS.

	S3-080034
	(CR on 33.141 Rel-8) Changes to support common IMS between 3GPP and 3GPP2
	Qualcomm Europe, Alcatel-Lucent, KDDI, Motorola, Nortel, Starent Networks, SPRINT
	CR
	Postponed


Adrian Escott presented the CR.

Some typos were noticed. It was pointed out that in GBA for 3GPP certificates are not used for authentication of the subscriber; this has to be amended.

It was suggested that some discussion with 3GPP2 people would be necessary to shape the CRs in a way that can be agreed SA3. Possible joint meetings would be beneficial.
It was decided to draft a document (S3-080245) on this subject and minute that the way forward from the SA3 side is this document.
	S3-080245
	Next steps in SA3 for inclusion of MMD security to Common IMS Security
	Nokia Siemens Networks
	Contribution
	Endorsed


Guenther Horn presented the contribution. The group endorsed the document, keeping in mind that this document has a limited scope to MMD security; requirements from TISPAN or other group still remain another priority for SA3. 
	S3-080035
	(CR on 33.210 Rel-8) Introduction of Network Domain Security support for 3GPP2 IMS
	Qualcomm Europe, Alcatel-Lucent, KDDI, Motorola, Nortel, Starent Networks, SPRINT
	CR
	Postponed


Adrian Escott presented the CR.

	S3-080202
	Comments to S3-080035: CR0032 to TS 33.210 (Introduction Network Domain Security support for 3GPP2 IMS)
	Nokia, Nokia Siemens Networks, Ericsson
	Contribution
	Noted


Marc Blommaert presented the contribution.

As for 034, it was decided to add some text in the paper on the way forward, coming out of the conclusions on this CR.

It was proposed that the Annex Y in the CR should be moved to 33.203 instead. It was decided that comments on details should be provided to the authors within two weeks after the completion of the meeting.
AP-50-01: Colin Blanchard to provide information about usage of TLS for NDS purposes in TISPAN.
	S3-080036
	(CR on 33.203 Rel-8) Introduction of support for 3GPP2 IMS Access Security
	Qualcomm Europe, Alcatel-Lucent, KDDI, Motorola, Nortel, Starent Networks, SPRINT
	CR
	Revised in 246


Adrian Escott presented the CR.

	S3-080199
	Comments on S3-080036 support for 3GPP2 IMS Access Security
	Nokia, Nokia Siemens Networks
	Contribution
	Noted


Guenther Horn presented the CR. It was suggested to remove clause X.4 in 036.

With this and the changes in 199, 036 was agreed to be used as a baseline for further work as S3-080246. 
	S3-080246
	(CR on 33.203 Rel-8) Introduction of support for 3GPP2 IMS Access Security
	Qualcomm Europe, Alcatel-Lucent, KDDI, Motorola, Nortel, Starent Networks, SPRINT
	CR
	Agreed as baseline


Adrian Escott presented the CR to be used as a baseline for discussion. There was some discussion on the term of Secure Memory to be used within the specification. It was pointed out that removing completely the term from all the relevant documents could be unfeasible.

The general content was agreed but it was decided to put the entire content under an Editor's Note stating the CR seems to be in conflict with the conclusions of the 3GPP/3GPP2 workshop.
	S3-080039
	3GPP2 Input to Common IMS
	Alcatel Lucent (on behalf of 3GPP2)
	Contribution
	Noted


Valtteri Niemi presented the document. It was observed that the timeline is extremely aggressive; SA3 is a bit late.

BT is considering whether to support this work in the SA Plenary. It was proposed to tick the box "Don't know" for the UICC impact.
6.1.5
IMS media plane security
	S3-080100
	Media Plane Security: Requirements, Solutions, Alignment with IETF
	Nokia, Nokia Siemens Networks
	Contribution
	Endorsed


Guenther Horn presented the contribution.

It was pointed out that in 33.106 (LEA requirements for LI) there is a requirement to be able to remove all network provided encryption or provide all keys required to decrypt the media stream, otherwise national regulators will most likely not allow the service. It was suggested that this topic could be flagged in the IETF and SA3-LI groups. This does not apply for third party services

It was proposed and agreed to endorse this document.
	S3-080109
	Way forward for IMS media security
	Ericsson
	Contribution
	Noted


Rolf Blom presented the contribuiton. It was decided to involve OMA on the issue.

	S3-080110
	IMS access security
	Ericsson
	Contribution
	Noted


Rolf Blom presented the contribution.

There was some discussion on the way to handle IMS media security; it was expressed a concern on using IMS AKA for media plane security. It was proposed that there should be a Common IMS SIP security solution and not a fragmented one.

	S3-080111
	Key management for IMS end-to-end security
	Ericsson
	Contribution
	Approved with modifications


It was agreed to insert an Editor's Note stating that the solution proposed in the paper even though it has the advantage that covers the real time case and the delivery of store-and-forward delivery, but has the potential disadvantage that it might be more complex than the solution that covers only the real time case.

A second Editor's Note was agreed on that priority between the real time and store-and-forward traffic has to be defined by SA3.

	S3-080112
	Analysis of middle-boxes in IMS media security
	Ericsson
	Contribution
	Noted

	S3-080113
	Use cases for IMS Media Security and Key Management Considerations
	Ericsson
	Contribution
	Noted


Benght Salin presented the contributions.

It was agreed to insert an Editor's Note on the fact that the priority of the use cases has to be discussed. It is not clear if the intention is to cover all the use cases by a single or to cover all use cases at all.

There was an extended discussion on whether proposing requirements for the current ongoing specification of the protocols in IETF. It was agreed that at this point SA3 cannot propose something on the overall requirement, but it would be useful that MSRP would be required.
6.1.6
Early IMS

	S3-080143
	TS 33.178 Security aspects of early IP Multimedia Subsystem (IMS)
	MCC
	Contribution
	Agreed


Valtteri Niemi presented the TS. To be sent to Plenary for information.
	S3-080242
	Discussion paper on NAT traversal requirements in Early IMS
	China Mobile, Alcatel Lucent, HUAWEI
	Contribution
	Noted


Liu Lijun presented the contribution.

It was pointed out that NAT would break the Early IMS security as it has previously discussed. It was questioned why SIP Digest is not used instead. It was replied that SIP Digest will bring more using and maintenance complexities to subscribers and operators than Early IMS mechanism. And also it will impose restrictions on the type of charging schemes that can be adopted by an operator.
	S3-080239
	Solution for NAT traversal in Early IMS
	China Mobile, Alcatel-Lucent, HUAWEI
	Contribution
	Noted


China Mobile presented the contribution.

	S3-080204
	Comments to S3-080142: Discussion paper on NAT traversal requirements in Early IMS
	Ericsson
	Contribution
	Noted


Benght Salin presented the contribuiton

	S3-080240
	Comments to 204
	China Mobile, Alcatel-Lucent, HUAWEI
	Contribution
	Noted


Liu Lijun presented the contribution.

	S3-080196
	Operator controlled NAT usage with Early IMS
	Ericsson
	CR
	Noted


Benght Salin presented the contribution.

	S3-080197
	Comments on S3-080142 and S3-080146 on Early IMS with NAT
	Nokia, Nokia Siemens Networks
	Contribution
	Noted


Guenther Horn presented the contribution.

	S3-080241
	Comments to 197
	China Mobile, Alcatel-Lucent, HUAWEI
	Contribution
	Noted


Liu Lijun presented the contribution.

There was some discussion on the NAT issues proposed by China Mobile taking into account all the contributions above. It was pointed out that the main problem is more of an architecture problem rather than a security one. For this purpose probably SA2 should be consulted.
It was decided that an LS should be drafted to SA2 and CT1 to question whether there are some blocking points around these issues and request guidance on how to proceed. A selection of section of the discussed papers should be attached to the LS and in the main body of the LS the crucial comments should be included (not the security issues internal to SA3). The LS will be S3-080248.
	S3-080248
	LS on NAT usage  in Early IMS
	SA WG3
	LS_out
	Approved


Liu Lijun presented the outgoing LS.

6.1.7
Unsolicited communication

	S3-080108
	Protection Against Unsolicited Traffic in IMS
	Ericsson
	Contribution
	Noted


Benght Salin presented the contribution.

It was clarified that this work would go under the IMS work, so it is different than the SPAM on MMS and SMS, and  the TISPAN work.
It was proposed to refer to a single node, not to the IMS as a whole, to make it less invasive to the general architecture. It was decided to postpone the decision on creating a TR and proceed with discussion papers on threats.
6.2
Network domain security: IP layer (NDS/IP)

	S3-080071
	Introduce Manual TLS certificate handling
	Nokia, Nokia Siemens Networks
	CR
	Agreed

	S3-080072
	move manual certificate handling
	Nokia, Nokia Siemens Networks
	CR
	Agreed


Marc Blommaert presented the CRs. Agreed with no objections.

	S3-080134
	Security Threat to Network Domain
	HUAWEI
	Contribution
	 


Lydia Xu presented the contribution.

It was questioned what kinds of mechanisms are foreseen to be standardized for inter-domain protection. It was replied that this is still to be studied but the current solution might not be enough. It is not yet decided if firewalls/IDSs or similar mechanisms will be into the solution. FIGS was mentioned as a potentially linked area of work.

It was pointed out that there should be a more concrete idea on whether there will be some standardization work after that. It was decided to produce some more concrete documentation on the proposal and some detailed examples, and a SI proposal could be proposed for the next meeting.
6.3
Network domain security: Authentication Framework (NDS/AF)

No input in this meeting.

6.4
UTRAN network access security

No input in this meeting.

6.5
GERAN network access security

	S3-080138
	Correction of reference
	Samsung
	CR
	Noted


Rajadurai, Rajavelsamy presented the CR.
Some revisions to the cover sheet must be performed. It was pointed out that some of the references have not been properly updated.

AP-50-02: Rajadurai, Rajavelsamy to update CR on 43.020 updating references for SA3#51.
6.6
GAA and support for subscriber certificates

6.6.1
TS 33.220 GBA

	S3-080157
	LS on Key Choice Clarification for GBA
	CT WG4
	LS_in
	Noted


Marc Blommaert presented the LS.

	S3-080066
	Key Choice Clarification
	Nokia, Nokia Siemens Networks
	Contribution
	Revised in 2


Marc Blommaert presented the proposed reply to the LS. No objections, a reply will be drafted based on the document as S3-080252.
	S3-080252
	Reply LS on Key Choice Clarification for GBA
	SA WG3
	LS_out
	Approved


	S3-080065
	CR to TR 33.920: Addition of 2G GBA related CRs
	Nokia, Nokia Siemens Networks
	CR
	Agreed


Marc Blommaert presented the CR. No objections.
	S3-080153
	Directly using IMSI in GBA bootstrapping procedure without converting it into IMPI in networks that only HLR is deployed
	China Mobile
	Contribution
	Noted


China Mobile presented the contribution.
It was proposed that to avoid confusion some rewording on the terminology should be performed. It was replied that in scenarios were ISIM is used, it is the real IMPI, so it is on a case-by-case basis that the term is handled.

	S3-080073
	Simultaneous handling of Zh' and Zh in a BSF (Rel-7)
	Nokia, Nokia Siemens Networks
	CR
	Revised in 253

	S3-080074
	Simultaneous handling of Zh' and Zh in a BSF (Rel-8)
	Nokia, Nokia Siemens Networks
	CR
	Revised in 254


Marc Blommaert presented the contribution.

Some rewording was necessary and the CR was taken offline.

	S3-080253
	Simultaneous handling of Zh' and Zh in a BSF (Rel-7)
	Nokia, Nokia Siemens Networks
	CR
	Agreed

	S3-080254
	Simultaneous handling of Zh' and Zh in a BSF (Rel-8)
	Nokia, Nokia Siemens Networks
	CR
	Agreed


	S3-080069
	GBA DIAMETER based Zn reference point to support TLS
	China Mobile
	CR
	Postponed


China Mobile presented the contribution.
There was some discussion on the fact of using TLS; using IPSec and TLS for different interfaces at the same time was discussed; it was mentioned that for DIAMETER based interfaces it had been already agreed to support TLS.
There was some discussion and it was decided to postponed the decision for the next meeting.

	S3-080172
	GBA: BSF discovery in a large network.
	Nokia, Nokia Siemens Networks
	Contribution
	Noted


Dajiang Jiang presented the contribution.
It was pointed out that the Ub* is not necessary; this was agreed.
There was some further discussion and it was decided that further input is necessary to formulate a solution in the future.

	S3-080128
	UE split E-mail discussion in SA3
	HUAWEI
	Contribution
	Noted


Lydia Xu presented the contribution. Some clarification on the concept of re-using AVs was considered necessary.

It was decided not to create a new WI.
6.6.2
TS on GBA push

GBA push

	S3-080070
	Generic push layer specification work
	Nokia, Nokia Siemens Networks, Ericsson
	Contribution
	 


Marc Blommaert presented the contribution.

	S3-080189
	Draft WID: Generic Bootstrapping Architecture Push Function (GBAPush)
	Ericsson, Huawei, Nokia, Nokia Siemens Networks
	New WI proposal
	Revised in 255


Rolf Blom presented the proposal. The timing was revised to go to SA#40. Some further revisions will be applied and the WID will be reviewed again in 255.

	S3-080061
	GBA_U PUSH procedures
	Gemalto
	Contribution
	Noted


Mireille Paulliac presented the contribution.
	S3-080198
	Comments to S3-080061 on GBA_U PUSH procedures
	Nokia, Nokia Siemens Networks
	Contribution
	Noted


Marc Blommaert presented the commenting contribution.

There was some discussion on the complexity of the proposed solution. It was argued that the UICC based solution might bring more security even if a bit more complex.
There was some discussion on backwards compatibility possible concerns. It was also suggested that UICC and non-UICC based solutions should address the same use cases.
It was suggested that the management of a race condition might be a bigger benefit than the adaptation to operate GBA Push based on UICC.
It was agreed to take a decision on the way forward next time, presenting a comparison of the two solutions; race condition resolution should be part of this evaluation.
It was decided that there will be an early deadline for contributions to be used for a comparison (how the solution will look like): 20 March.

After having received the contributions there will be a production of the comparison study to be presented by the normal document deadline.
	S3-080052
	pCR to TS 33.223: GBA_U PUSH UICC-ME interface
	Gemalto
	Contribution
	Noted


	S3-080117
	Incorporation of the Ks model to draft TS 33.223
	Ericsson
	pCR
	Approved with modifications


Rolf Blom presented the pCR.

There was some discussion on the solution proposed. It was agreed to insert an Editor's Note to keep in mind that the requirements on the BSF have to be updated. There were some further comments and it was agreed to continue offline, while the pCR as such is agreed with these possible communications. 
The changes will be viewed directly on the pCR.
	S3-080133
	GBA-Push processing
	Ericsson
	Contribution
	Email discussion


Rolf Blom presented the contribution. It was decided to work offline on the contribution and propose a new version.
Timeline:

· 7 March - version out, comments are sent to SA3 list
· 12 March - comments are incorporated and document sent to SA list

· 14 March - new version out, SA3 checks that comments have been incorporated

· 17 March - final proposal submitted

	S3-080064
	pCR to TS 33.223: GPI modification
	Gemalto
	pCR
	Email discussion


Mireille Paulliac presented the pCR.

It was agreed to send this document to the email discussion with the same timeline as per 133.
	S3-080051
	pCR to TS 33.923: corrections
	Gemalto
	pCR
	Email discussion


Mireille Paulliac presented the pCR. The term mobile client to be replaced with UE was agreed.
The rest of the pCR will be part of the email discussion, with the same timeline as per 133.

All the email discussion documents (133, 064 and 051) will be included in S3-080258.

	S3-080256
	New Draft 33.223
	Rapporteur
	New version
	Agreed


Rolf Blom presented the new version.

	S3-080255
	Draft WID: Generic Bootstrapping Architecture Push Function (GBAPush)
	Ericsson, Huawei, Nokia, Nokia Siemens Networks
	New WI proposal
	Agreed


Rolf Blom presented the proposal.
Generic push layer
	S3-080156
	Structure of Generic Push Layer pCR
	Ericsson
	Contribution
	Approved


Karl Norrman presented the pCR. There were some clarifications and the pCR was approved.
	S3-080257
	New Draft 33.xxx Generic Push layer
	Rapporteur
	New version
	Agreed


6.7
WLAN interworking

	S3-080018
	LS on Authentication for I-WLAN Mobility
	SA WG2
	LS_in
	Noted


Guenther Horn presented the LS. It was decided to draft a reply in S3-080259.
	S3-080259
	LS reply to SA2 on I-WLAN 
	SA WG3
	LS_out
	Approved


	S3-080173
	CR 33.234: Rel-8: Note on using an unauthenticated Diffie_Hellman exchange for emergency calls
	Nokia, Nokia Siemens Networks, Vodafone
	CR
	Revised in 260

	S3-080260
	CR 33.234: Rel-8: Note on using an unauthenticated Diffie_Hellman exchange for emergency calls
	Nokia, Nokia Siemens Networks, Vodafone
	CR
	Agreed


Dajiang Jiang presented the CR. It was questioned whether the notes are in the appropriate steps, as Diffie-Helmann is mentioned before.
It was agreed to give some more consideration on the security provided from the unauthenticated Diffie-Hellman exchange, but this will be addressed in future meetings.

It was decided to agree on this CR, but moving the Notes at the end of the section as in S3-080260.

6.8
Multimedia broadcast/multicast service (MBMS)

	S3-080080
	CR 33.246 Rel-8: Protection of M1 interface when multicasting MBMS user data
	Nokia, Nokia Siemens Networks
	CR
	Noted

	S3-080081
	TS 33.246 Rel-8: Protection of Iub when multicasting MBMS user data
	Nokia, Nokia Siemens Networks
	CR
	Noted


Marc Blommaert presented the CRs. There will be some editing and the CRs will be presented again in the next meeting. There were no fundamental problems with the CRs, the wording must be slightly revised.

	S3-080119
	CR to 33.246: Clarification of usage of SRTCP in MBMS
	Ericsson
	CR
	Revised in 264

	S3-080264
	CR to 33.246: Clarification of usage of SRTCP in MBMS
	Ericsson
	CR
	Agreed


Karl Norrman presented the CR. It was agreed to change 6.6.2.1. With this change the CR was agreed as 264.

6.9
SAE/LTE security

6.9.1
Security architecture

	S3-080017
	LS on DHCP security in Rel-8
	SA WG2
	LS_in
	Noted


Valtteri Niemi presented the LS.

It was suggested that the DHCP request runs within the UP. It was proposed to look into 23.401 and 23.402 where the DHCP operation is mentioned, to decide on how to treat a reply.
It was agreed that the investigation will begin as requested from the LS, and outcome will provided subsequently. The LS reply will be S3-080267.

	S3-080267
	Reply LS on DHCP security in Rel-8
	SA WG3
	LS_out
	Approved


	S3-080019
	Reply LS on piggy-backed Service Request
	RAN WG2
	LS_in
	Noted


Karl Norrman presented the LS.

	S3-080154
	LS on SAE Interworking with Pre-REL8 system
	CT WG4
	LS_in
	Noted


Guenther Horn presented the LS.

	S3-080158
	LS on Reply to on LS on SAE Interworking with Pre-REL8 system
	SA WG1
	LS_in
	Noted


Karl Normann presented the LS.

	S3-080180
	Reply LS to R2-080663 = S3-071023 on algorithm input and output
	RAN WG2
	LS_in
	Noted


Alec Brusilovsky presented the LS.

	S3-080033
	Reply to S3-071048 on algorithms for EPS
	ETSI SAGE
	LS_in
	Noted


Per Christofferson presented the LS.
	S3-080083
	33.abc: Clarify which bit of AMF is the 'separation bit'.
	Nokia, Nokia Siemens Networks
	Contribution
	Approved


Marc Blommaert presented the pCR. The attached CR is not for approval but to be postponed to when an exact TS number will be available. It was pointed out that it had previously been agreed that 2 bits should be used for separation. To take into account future use, it was agreed to study if 4 bits available would be useful.
	S3-080135
	Updated on User Identity
	Samsung
	Contribution
	Approved


Rajadurai, Rajavelsamy presented the contribution.

	S3-080149
	IMSI protection scheme based on renewable group key in LTE/SAE
	China Mobile, Huawei, ZTE, SpreadTrum
	Contribution
	Noted


Peng Huaxi presented the contribution. It was clarified that this solution is not transparent to MME.
It was pointed out that there is a very similar mechanism as the one proposed for Rel-'99. It was agreed to look into these past documents to compare them.
It was pointed out that one of the reasons not to adopt this solution at the time is that the core network uses the IMSI for routing purposes.

	S3-080193
	Re-submission of S3-080141 taking into account S3-080136 (editorial)
	Nokia, Nokia Siemens Networks
	Contribution
	Approved with modifications


Dan Forsberg presented the pCR. There was some discussion and it was agreed to have a minor rewording in 7.4.2.2 (e.g. to i.e.).

	S3-080167
	IMEI protection
	Nokia, Nokia Siemens Networks
	Contribution
	Approved with modifications


Dan Forsberg presented the pCR. It was pointed out that the IMEI should still be available under query from the operator. 
It was agreed to modify the sentence on the SMC Error message, to specify that the message would not be integrity protected.

It was objected that messages on the NAS protocol should perhaps be addressed by CT1. For this reason it was agreed to send an LS to CT1 on this as S3-080225.
	S3-080225
	LS to CT1 on encryption of IMEI 
	SA WG3
	LS_out
	Approved


Dan Forsberg presented the reply LS. Approved.
	S3-080224
	33.abc
	Rapporteur
	New TS version
	Agreed


Marc Blommaert presented the new version.
It was reminded that it was decided during the meeting to reassess the possible threats and look into whether forward secrecy is needed and asssess the complexity of the solution.

6.9.2
Authentication and key agreement

	S3-080182
	LS on Authentication at RRC Connection Re-establishment
	RAN WG2
	LS_in
	Noted


Rajadurai, Rajavelsamy presented the LS. A reply will be drafted as S3-080226.
	S3-080226
	Reply LS on RRC Connection Re-establishment
	SA WG3
	LS_out
	Approved


Rajadurai, Rajavelsamy presented the reply LS. Approved.
	S3-080148
	Enhanced AKA in LTE/SAE
	China Mobile, Huawei, ZTE, SpreadTrum
	Contribution
	Noted


Peng Huaxi presented the contribution.

	S3-080203
	Comments on S3-080148 'Enhanced AKA in LTE/SAE'
	Nokia, Nokia Siemens Networks
	Contribution
	Noted


It was clarified that S3-080148 refers to a hypothetical attack to UMTS, transferred also in an LTE/SAE scenario. It was also pointed out that an attack that could be performed on GSM networks, would be a chosen-plaintext one, meaning one can choose the RAND. This is not possible in UMTS AKA as there is an AUTN.
It was also pointed out that MILENAGE is the basis for the UMTS encryption, which has no evident weaknesses.

There was not enough support for the proposal and it was noted.
6.9.3
Key derivation

	S3-080045
	UICC-based EPS key derivation
	Gemalto
	Contribution
	Noted


Mireille Paulliac presented the contribution.

It was suggested that such a proposal might require an LTE/SAE UICC, while it has been agreed to use a Rel-'99 UICC.
It was pointed out that with this proposal there would be less frequent AKA performed. On the other hand, this would require key derivation from the KASME. 

The proposal was noted.

	S3-080046
	pCR to TR 33.821: update of Kasme storage in the UE
	Gemalto
	Contribution
	Approved


Mireille Paulliac presented the pCR.
It was decided to add a conclusion that the security benefit is not big enough to justify the added complexity.
With this taken into account the pCR was approved.
	S3-080044
	pCR to TS 33.abc: Addition of note regarding 256-bit EPS keys
	Gemalto
	Contribution
	Noted


Mireille Paulliac presented the pCR.

There was some discussion and it was suggested that this contribution could be added into the TR instead of this TS.

It was agreed to put the note in the TS, modifying it to say that the 256 length is for future proofing purposes. The current note will go the TR.

	S3-080047
	pCRto TS 33.abc: Clarification that USIM  application is hosted in UICC
	Gemalto
	Contribution
	Approved


Mireille Paulliac presented the pCR. No objections.
	S3-080176
	Storing NAS security context at power down
	Qualcomm Europe
	Contribution
	Noted


Adrian Escott presented the contribution.

It was questioned what could happen moving the UICC in another terminal. It was replied that in that case a hash could be stored in the ME.
It was challenged the benefit of the proposal, also in the light of the fact that running AKA after a power down gives also the benefit of a KASME refresh. 

It was agreed that the proposal needs further analysis as it has a lot dependencies.

	S3-080188
	Update NAS keys
	ZTE
	Contribution
	Noted


Liang Jiang presented the contribution.
It was questioned whether the contribution specifies also how to calculate KSI_nas, as the UE uses this to sent the Attach Request. It was pointed out that in UMTS the network selects the KSI_nas.
	S3-080179
	Re-freshing NAS keys
	Qualcomm Europe
	Contribution
	Noted


Adrian Escott presented the contribution.

It was agreed that there is more convincing arguments on NAS refreshing as the threat seems to be too theoretical for the time being.
	S3-080177
	Key derivation for prepared eNode Bs
	Qualcomm Europe
	Contribution
	Noted (technically endorsed in 058)


Adrian Escott presented the contribution.

	S3-080058
	KeNB chaining with prepared handovers
	Ericsson
	Contribution
	Approved


Karl Norrman presented the contribution.

The second solution in 177 was agreed, with the enhancement in 058 that the cell ID is used to make the KeNB* unique.
An LS to RAN2 has to be sent to ensure that this solution has no implications. An Editor's Note will be added to the TS to remind about this cross check necessity. This will be piggy-bagged in the LS S3-080
	S3-080059
	KeNB chaining with prepared handovers pCR to TS 33.abc
	Ericsson
	Contribution
	Approved

	S3-080106
	Security analysis of the weakness in the current use of over-the-air parameter (i.e., C-RNTI) for the key refresh at handovers.
	Alcatel-Lucent
	Contribution
	Noted


Alec Brusilovsky presented the contribution.

	S3-080201
	Comments to S3-080106
	Nokia, Nokia Siemens Networks
	Contribution
	Noted


Dan Forsberg presented the contribution.
	S3-080217
	Comment to 201
	Alcatel-Lucent
	Contribution
	Noted


Discussed in conjunction with the previous contributions.

There was a prolonged discussion on whether the solution in S3-080201, using C-RNTI in the derivation of the subsequent KeNB provides the necessary security; it was pointed out that in a scenario with multiple handovers this solution might provide increased security.
	S3-080216
	Comments to S3-080107 - Key refresh at Intra-MME handovers
	Alcatel-Lucent
	Contribution
	Noted


Alec Brusilovsky presented the contribution.

	S3-080150
	pCR on TS 33.abc on Key refresh on handover in LTE/SAE
	China Mobile, Huawei, ZTE, SpreadTrum
	Contribution
	Noted


Peng Huaxi presented the contribution.
	S3-080107
	Key refresh at Intra-MME handovers
	Alcatel-Lucent
	Contribution
	Noted


	S3-080191
	Comments to S3-080107 - Key refresh at Intra-MME handovers
	Alcatel-Lucent
	Contribution
	Noted


As no solution had a clear support over the others, it was decided to agree as an assumption that the current solution to this issue is a lightweight one both from the complexity and from the security point of view.

For the next meeting the security of the proposed solutions will be evaluated to take a decision on whether adopting one of them.

	S3-080082
	EPS: Corrections to key handling in state transitions
	Nokia, Nokia Siemens Networks
	pCR
	Approved with modifications


Marc Blommaert presented the pCR. Based on the SA2 reply on this issue some of the parts of the pCR might be removed.
It was agreed that a clarification should be added that the SMC shall be sent to activate the new keys, as the pCR was removing this comment relaxing the requirement.
Key Change on the fly

	S3-080056
	AS key change on the fly (after AKA)
	Ericsson
	Contribution
	Noted


Karl Norrman presented the contribution.

	S3-080057
	AS key change on the fly (after AKA) pCR to TS 33.abc
	Ericsson
	Contribution
	Approved with modifications


Karl Norrman presented the contribution.

There was some discussion and it was decided to accept the pCR with the addition of an Editor's Note.
6.9.4
Integrity and ciphering mechanisms

	S3-080139
	Simplifying the algorithm identifiers
	Nokia, Nokia Siemens Networks
	Contribution
	Approved with modifications


Dan Forsberg presented the contribution.

It was pointed out that the algorithm is cryptographically the same independently of its use (RRC, NAS signalling or UP). However there is a difference in format.

The pCR was approved; it was agreed to put an Editor's Note to clarify that in case this has to be taken care by the Security Mode Command, by other means than identifiers.

6.9.5
Security mode establishment and mobility aspects

	S3-080016
	LS on inter-MME load balancing, Attach/TAU/Service Request procedures and corresponding RRC/S1 connection establishment procedures
	SA WG2
	LS_in
	Noted


Peter Howard presented the LS.

	S3-080181
	Reply LS to R2-080659 = S2-080991 on inter-MME load balancing, Attach/TAU/Service Request procedures and corresponding RRC/S1 connection establishment procedures
	RAN WG2
	LS_in
	Noted


Alec Brusilovsky presented the reply LS.

	S3-080021
	Reply LS on outstanding NAS messages
	RAN WG2
	LS_in
	Noted


Alec Brusilovsky presented the reply LS.

	S3-080159
	Reply LS (S3a071035/C1-080351) on outstanding NAS messages
	CT WG1
	LS_in
	Noted


Marc Blommaert presented the reply LS.

It was suggested that RAN should further evaluate the scenario proposed by CT1. An LS will be drafted to RAN2 (Cc CT1) in S3-080229.
	S3-080229
	Reply LS to RAN2 Cc CT1
	SA WG3
	LS_out
	Approved


Marc Blommaert presented the reply LS. Approved.

	S3-080022
	LS on Assumptions about UE security capability
	RAN WG2
	LS_in
	Noted


Karl Norrman presented the LS.

Concerning question 1, It was discussed whether should the eNB be the one to decide on AS always. It was pointed out that this is going to be discussed in further contributions during the meeting.
On question 2, it was agreed that the security capabilities from eNB can be trusted, although there could be some error cases (e.g. manipulation of security capabilities of the UE uplink). There was some further discussion and the matter was taken offline as further contributions will follow on this even though the basic idea is comprised in the comments above.
On question 3, it was mentioned the discussion on UP encryption optional that was held in the last ad hoc meeting. Some contributions will follow on this matter.
There are some issues to be resolved during the meeting to draft the reply; the reply LS will be S3-080230.

	S3-080230
	Reply LS to S3-080022 on Assumptions about UE security capability
	SA WG3
	LS_out
	Approved


Marc Blommaert presented the reply LS. Approved.

NAS Layer protection and AS, NAS capabilities negotiations

	S3-080178
	Integrity protection of Attach and TAU message
	Qualcomm Europe
	Contribution
	Postponed


Adrian Escott presented the contribution.

There was some discussion on the contribution; it was clarified it is countering a potential DoS attack. 
It was agreed to add this analysis in the TR, and study the countermeasure for the next meeting; should there be a more widely applicable countermeasure needed this contribution should be amended to fit them. If not, the contribution will be added as is.
	S3-080085
	E-UTRAN/EPS NAS Ciphering Activation
	Nortel
	Contribution
	Approved


Ahmad Muhanna presented the contribution.

There was some discussion on the proposal, proposal 2 was the preferred option; it was decided to list the NAS messages that can be sent without integrity protection. This will be addressed with an Editor's Note.
It was agreed to insert this contribution into the TS.
	S3-080054
	AS algorithm policy handling
	Ericsson
	Contribution
	Noted


Karl Norrman presented the contribution.

	S3-080169
	AS algorithms selection mismatch indication
	Nokia, Nokia Siemens Networks
	Contribution
	Noted


Dan Forsberg presented the contribution, discussed in conjunction with the previous contribution.

There was some discussion on the possible solutions. It was decided to take the matter offline in an evening session to choose between the two proposals or merge them.

	S3-080055
	AS algorithm policy handling pCR to TS 33.abc
	Ericsson
	Contribution
	Approved with modifications


Dan Forsberg presented the contribution.

There were no comments and the pCR was approved.

It was discussed whether network capabilities should be sent in separate messages in correspondence to the network.
It was decided to insert an Editor's Note on that this should be studied further.

	S3-080155
	ME capabilities within Attach and TAU request messages
	Nokia, Nokia Siemens Networks
	Contribution
	Approved with modifications


Approved with minor modifications.

	S3-080165
	AS and NAS security capabilities
	Nokia, Nokia Siemens Networks
	Contribution
	Approved with modifications


Dan Forsberg presented the contribution.

It was pointed out that it was already agreed to include the KDF negotiation. There was some discussion and it was decided to take the matter offline to investigate what was the decision on this.
The first change on the pCR was approved tentatively, but it was decided to discuss S3-080205 before deciding as there might be conflicts. Subsequently 205 was modified and there was no conflict. The first part is approved.
The second part has to be followed up after the offline session. Subsequently to the offline session it was agreed to insert the proposal in 33.abc, leaving out the Editor's Note. Concerning the merge of S3-080054 and S3-080169, it was decided to insert a series of Editor's Notes in 7.4.2.1 to address this. All the issues have been resolved in S3-080224 with the new version of 33.abc.
	S3-080205
	pCR to 33.abc on NAS Signalling protection
	TeliaSonera
	pCR
	Approved with modifications


Per Christofferson presented the pCR. It was agreed that there is some conflict with 165.

It was suggested that the "shall" present in the text for RRC ciphering may also refer to NULL ciphering, so may might not be necessary. See S3-080171 for modification.
	S3-080171
	Implementation of UP ciphering in eNB
	Nokia, Nokia Siemens Networks, China Mobile
	Contribution
	Rejected


Dajiang Jiang presented the contribution.

It was suggested that this contribution is useful to take into account export control restriction cases; the interdependencies should be checked and also for the MME case. This however could 
There was some discussion and it was decided not to approve the pCR, but make a change in S3-080205 and add that other than RRC, also NAS signalling and UP encryption may be optional; a Note will be added to say that it is recommended to cipher the signalling in any case.
	S3-080152
	Summary of the email discussion on UP encryption
	China Mobile, ZTE
	Contribution
	Noted


Mi Jing presented the contribution.

	S3-080232
	Solution for User-based UP Ciphering
	China Mobile, ZTE
	Contribution
	Noted


Lu Gan presented the contribution.

It was questioned whether SA1 has endorsed this. It had been decided to send an LS to SA1 on this issue. It was replied that the solution is promoted in both groups to take benefit from each other.

It was decided to send an LS to SA1 to ask whether this is something desired, attaching 152 to this.

Other open issues, such as roaming scenarios and other, should be inserted in this LS (S3-080233).
	S3-080233
	LS to SA1 on UP encryption
	SA WG3
	LS_out
	Approved


6.9.6
Mobility with GSM, UMTS networks

	S3-080053
	Mandating AKA at inter-RAT mobility
	Ericsson
	Contribution
	Approved with modifications


Karl Norrman presented the contribution.

It was agreed to specify EPS AKA for consistency.

There was some discussion and it was agreed to approve the pCR as is adding an Editor's Note that further study on an alternative mechanism with less signalling is necessary.

	S3-080206
	Counter initiation on idle mobility between UTRAN and E-UTRAN (Revised of S3-080140)
	ZTE
	Contribution
	Noted


ZTE presented the contribution. 

It was agreed that this issue should be studied further as there is no protection against replay attacks. 
	S3-080123
	Security handling on idle mode mobility
	HUAWEI
	Contribution
	Approved


Dony He presented the contribution. Approved.
	S3-080170
	Security context transfer in idle/active mobility
	Nokia, Nokia Siemens Networks
	Contribution
	Approved


Dan Forsberg presented the contribution. Approved
	S3-080144
	P-TMSI signature in E-UTRAN to UTRAN/GERAN idle mode mobility
	Nokia, Nokia Siemens Networks
	Contribution
	Approved with modifications


Dan Forsberg presented the contribution. It was agreed that the pCR is not in conflict with 170 even though on the same clause.

It was agreed that synchronization issues should be added. Also it should be added that there is an alternative where the P-TMSI signature transferred. 
	S3-080168
	Algorithm selection for TAU Request protection
	Nokia, Nokia Siemens Networks
	Contribution
	Approved with modifications


Dan Forsberg presented the contribution. It was pointed out that NAS sequence number is being increased before having a security context in place.
It was agreed to add an Editor's Note on the fact that the HO case can use the same mechanism as AS should be checked and if that the default algorithm should be used in this case. The same should be added in the GERAN case.
It was also agreed to put another editor's note to keep in mind that if SA2 does not confirm the fact that the E-UTRAN NAS security context is known then this mechanism should be reviewed.
6.9.7
Mobility with non-3GPP networks

TS 33.xyz

	S3-080101
	pseudo CR to TS 33.xyz v0.1.0: new text on clause 6 “Authentication and key agreement procedures”
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon
	Contribution
	Approved with modifications


Guenther Horn presented the pCR.

It was suggested to have a 2-bit value in place of the separation bit, to be able to describe the various cases that the EAP AKA is using CK, IK in a different manner. This was agreed to be inserted in clause 6.2.
It was agreed that in step 12 of 6.2 should be reworded to clarify that if a new pseudonym is chosen, it is always protected.

Concerning the sentence added in 6.1, Qualcomm and Telecom Italia pointed out that in their opinion the sentence is not necessary. It was decided to take the issue offline, pointing out that SA3 should be the group to take this decision. Subsequently, it was agreed to address this issue with an Editor's Note in 6.1, in S3-080223.
It was agreed that SA3 is the WG that should decide on whether the procedures in section 6.2 are mandatory or not for trusted non-3gpp access.

The group went through S2-081217. There was some discussion and it was agreed to insert an Editor's Note to specify that alternative solutions to the procedures in 6.2 are to be studied. The pCR was agreed with this editor’s note inserted.

	S3-080223
	33.xyz
	Rapporteur
	New TS version
	Agreed


Guenther Horn presented the new TS version.

Concerning clause 6.1 and the addition of the Editor's Note, an agreement was reached as present in the uploaded version. It was however decided to report in the cover sheet that the requirements in clause 6.1 are currently under discussion.

	S3-080062
	pCR to TS 33.xyz: Clarification to EAP-AKA
	Gemalto
	Contribution
	Noted


Mireille Paulliac presented the pCR.
It was suggested that the requirement may be too restrictive as it is referring to non-3GPP access networks.

It was suggested out that the contribution does not provide any rationale. Also, in the scenario of a 3GPP2 operator this requirement is not compatible. There was an extended discussion on the matter and it was decided not to add the note as it has no direct effect to other matters, inserting an Editor's Note to mention that a decision has to be taken on whether EAP-AKA shall be based on USIM or not.
	S3-080105
	Pseudo CR to TR 33.xyz v0.1.0: new text on Section 7 “Establishment of security contexts in the target access system”
	Alcatel-Lucent, Cisco, Nokia, Nokia-Siemens Networks, Nortel, Motorola, Verizon Wireless
	pCR
	Approved with modifications


Alec Brusilovsky presented the pCR.

It was agreed to remove the first sentence of 7.2.1.4 and instead include a reference to clause 6.2.

It was agreed to insert and Editor's Note (adding a clause 7.3) that content on untrusted access scenario should be added if appropriate.
Agreed with these changes.

	S3-080162
	pseudo CR to TS 33.xyz v0.1.0: new text on clause 8 “Establishment of security between UE and ePDG”
	Cisco, Nokia, Nokia Siemens Networks, Nortel
	Contribution
	Approved


Guenther Horn presented the contribution.
It suggested that the references should be checked to make sure that all of them are used in the text. This will be checked. Agreed.

	S3-080102
	pseudo CR to TS 33.xyz v0.1.0: new text on clause 9.3 “Security for IP based mobility signaling - Network based Mobility”
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon
	Contribution
	Approved


Guenther Horn presented the contribution.

It was agreed that as there might be some changes on the terminology, this should be taken into account. Approved.

	S3-080084
	pseudo CR to TS 33.xyz v0.1.0: new text on clause 10 “Security interworking between 3GPP access networks and non-3GPP access networks”
	Nortel
	Contribution
	Approved


Ahmad Muhanna presented the pCR.
It was pointed out that pre-authentication is the working assumption to deal with non-3GPP access. This had been agreed in the previous SA3 meeting. Approved
	S3-080103
	pseudo CR to TS 33.xyz v0.1.0: new text on clause 11 “Network Domain Security”
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon
	Contribution
	Approved with modifications


Ahmad Muhanna presented the pCR. It was agreed a minor rewarding to insert the last sentence into the second bullet. Approved with this change.
	S3-080137
	Bootstrapping MIPv4 Parameters
	Samsung
	Contribution
	Noted


Rajadurai, Rajavelsamy presented the contribution.

It was agreed to delete the last part of the sentence below Figure x.

In 9.2.1 it was questioned whether two options are needed (NDS/IP or RFC 3344). It was replied that the access technology makes a difference in this case.

A similar issue exists in step 1 of the MIPv4 bootstrapping procedure.
It was suggested that the way to interact between HAs should be specified before proceeding. It was proposed that the SA2 specifications should be checked to ensure that there is not anything conflicting in them with this proposal.

It was agreed that the understanding is that EPC interfaces should be standardized in 3GPP.

It was agreed to postpone the contribution for the next meeting as more discussion on the matter is necessary.

	S3-080175
	Adding more details to DSMIPv6 security
	Qualcomm Europe
	Contribution
	Approved with modifications


Adrian Escott presented the contribution.

It was agreed to refer to TS 33.234 for the profiles and replace the text on the IKEv2 profiles (9.2.3).

The text on transport mode will be added. 

	S3-080048
	pCR to TS 33.922: Clarification to USIM and SIM applications
	Gemalto
	Contribution
	Noted


Mireille Paulliac presented the pCR. The same argument as for S3-080062 applies. Noted.
	S3-080049
	pCR to TR 33.922: Usage of Ks_int_NAF for Mobile IP security
	Gemalto
	Contribution
	Approved


Mireille Paulliac presented the pCR. It was pointed out that the figures have to be updated. Approved.

	S3-080129
	P-CR- Clarify the interface of S5/S8b
	HUAWEI
	Contribution
	Approved


Huawei presented the pCR. Approved.

	S3-080020
	LS on security aspects on inter-system handover
	RAN WG2
	LS_in
	Noted


Alec Brusilovsky presented the LS.

There was some discussion on the questions to be answered and it was agreed to draft a reply LS to RAN2 (S3-080249) also asking for some guidance concerning the issue, to align the 33.abc specification accordingly.
	S3-080249
	Reply LS to RAN on inter-system HO
	SA WG3
	LS_out
	Approved


Dan Forsberg presented the reply LS. Approved.

	S3-080067
	Kenb Derivation for UTRAN-EUTRAN HO
	ZTE, Ericsson, CMCC
	Contribution
	Noted

	S3-080068
	Kenb Derivation for UTRAN to EUTRAN HO P-CR
	ZTE, Ericsson, CMCC
	Contribution
	Approved with modifications


Lu Gan presented the contributions. It was questioned within the proposed message flow where the cell-ID would be present. It was replied that the derivation of the KeNB would not require the cell-ID. It was further clarified that depending on the scenario the cell-ID is selected either from the UE (UTRAN) or the network (LTE). It was suggested that the cell-ID should be known in this procedure.

In the same context it was proposed that the KASME refresh should be handled. 
It was agreed to insert two Editor's Notes: one to keep in mind the possibility to handle the solution at a K'ASME level and another one to keep in mind the possibility for the solution to be based on the Cell-ID used instead of RANDOM.

It was agreed to insert another Editor's Note on the fact that it should be studied whether detailed signalling flows such as this are appropriate at a stage 2 specification.

With these additions the pCR was approved.

6.9.8
Network domain security

	S3-080075
	CR 33.210 Rel-8: Introducing the support of IKEv2 for EPS
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon
	CR
	Agreed


Marc Blommaert presented the CR. Agreed.

	S3-080076
	CR 33.210 Rel-8: Introducing the support of RFC-4303 for EPS
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon
	CR
	Revised in 250

	S3-080250
	CR 33.210 Rel-8: Introducing the support of RFC-4303 for EPS
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon
	CR
	Agreed


Marc Blommaert presented the CR. It was agreed with a minor addition of a Note as S3-080250.

	S3-080077
	TS 33.310 Rel-8: Introducing a certificates-based Zb-interface and adding IKEv2
	Nokia, Nokia Siemens Networks
	CR
	Revised as 251

	S3-080251
	TS 33.310 Rel-8: Introducing a certificates-based Zb-interface and adding IKEv2
	Nokia, Nokia Siemens Networks
	CR
	Agreed


Marc Blommaert presented the CR.
It was clarified that there is no intention to change the requirements outside EPS; the CR is more giving a framework showing how to use it.
The need for this CR was discussed. There was some support for the CR, however it was decided to postpone the decision on this CR after having discussed the 33.abc related documents. 
Subsequently it was decided to remove the restriction in the scope to inter-operator domain.
The CR was agreed with these changes and some further minor editorials as S3-080251.
	S3-080060
	Reliability issues with S1-U and X2-U protection
	Ericsson
	Contribution
	Approved


Karl Norrman presented the contribution.

It was pointed out that the original reason not to protect the integrity in UP was to avoid additional data to send, but the analysis in the paper shows that there can be several attacks carried out if this is not set. It was also pointed out that the latest version recommends against IPSec with only encryption. The pCR was approved.

	S3-080078
	Protection of User Plane data
	Nokia, Nokia Siemens Networks
	Contribution
	Agreed


Marc Blommaert presented the contribution. The proposal in the discussion paper was endorsed by the group.

	S3-080079
	Protection of User Plane data and control plane data in TS 33.abc
	Nokia, Nokia Siemens Networks
	Contribution
	Approved with modifications


Marc Blommaert presented the contribution. It was noticed that taking into account the agreement on 060, integrity protection should be switched to required on this pCR.
It was decided to add an Editor's Note to clarify that more study is necessary on what would be the most efficient solution for backhaul link protection, and that part of the NDS/IP specification applies for the UP.

6.9.9
eNodeB security

	S3-080023
	LS reply on availability of IMSI and IMEI(SV) in eNB
	SA WG5
	LS_in
	Noted

	S3-080031
	LS on availability of IMSI and IMEI(SV) in eNB
	RAN WG3
	LS_in
	Noted


Marc Blommaert presented the LSs.

6.10
Key establishment

	S3-080037
	Correction of typos in references in 33.259 8.0.0
	MCC
	CR
	Agreed

	S3-080261
	CR to 33.110: Removal of editor
	Gemalto
	CR
	Agreed


Valtteri Niemi presented the CR. No objections.
It was agreed that all the Editor Notes will be removed. Agreed as S3-080261.

6.11
Other areas

	S3-080028
	LS on Device Management Bootstrap
	SA WG1
	LS_in
	Noted


Mireille Paulliac presented the LS.

	S3-080043
	Draft Reply LS to SA1 on DM Bootstrap
	Gemalto
	Contribution
	Revised as 262


Mireille Paulliac presented the proposal for reply LS. There was some discussion on the formulation; it was suggested not to mention the DM server. Enterprise management of mobile devices and possible additional  restrictions on WAP Push of device management configuration of UA capabilities should be addressed in the LS.

A reply LS will be drafted along these lines as S3-080262.

AP-50-03: Colin Blanchard to provide more information on corporate device management

	S3-080262
	Reply LS on Device Management
	SA WG3
	LS_out
	Approved


	S3-080190
	CR to TS 22.022: Control key length increase in OTA de-personalisation message
	Nokia Corporation, Nokia Siemens Network
	CR
	Agreed


Dajiang Jiang presented the CR.

	S3-080227
	33.922
	Rapporteur
	New TR version
	Agreed

	S3-080228
	33.821
	Rapporteur
	New TR version
	Agreed


7
Studies

7.1
Remote management of USIM application for M2M equipment

	S3-080010
	pCR for general text of TR33.812 v0.1.0
	BT, Motorola, Interdigital
	Contribution
	Approved with modifications


Mike Meyerstein presented the pCR.

It was objected that ISIM had not been decided to be included; it was replied that this inclusion has been decided by the SA plenary.
It was approved to use ISIM, but not the M2M enabled.

AP-50-04: Mike Meyerstein to try and align the SA1 TR terminology where possible in M2M study
	S3-080011
	pCR for TR33.812, v0.1.0, 'scope' section
	BT, Motorola, Interdigital
	Contribution
	Rejected


Mike Meyerstein presented the pCR. It was suggested that the scope has been altered from the SID. The pCR was not approved as there was not enough support.
	S3-080040
	pCR for TR33.812 v0.1.0, use cases section
	BT, Motorola, Interdigital
	Contribution
	Approved


Mike Meyerstein presented the pCR. Approved.
	S3-080013
	pCR for TR33.812, v0.1.0, 'identified issues' section
	BT, Motorola, Interdigital
	Contribution
	Approved with modifications


Mike Meyerstein presented the pCR. M2M-enable should be reworded. Approved with change of title of section to Identified issues and initial considerations.

	S3-080014
	pCR to TR33.812, v0.1.0. New network architecture
	BT, Motorola, Interdigital
	Contribution
	Approved


Mike Meyerstein presented the pCR. Approved.

	S3-080015
	pCR for TR33.812 v0.1.0 'network architecture alternative 1'
	Motorola, BT, Interdigital
	Contribution
	Rejected


Mike Meyerstein presented the pCR. The substance is close to what needed but there was some rewording needed.
	S3-080104
	An M2M architecture alternative separating connectivity services and remote application
	Nokia, Nokia Siemens Networks
	Contribution
	Approved


Guenther Horn presented the pCR. Approved.

	S3-080174
	Addressing raised concerns to TR 33.812 , also reflecting against S3-080104
	Nokia, Nokia Siemens Networks
	Contribution
	Noted


Guenther Horn presented the contribution. The content is not added at this point.

	S3-080164
	Enhanced Roles Description
	Ericsson
	Contribution
	Approved


Ben Smeets presented the contribution. Approved.

	S3-080166
	Distributed Registration Service
	Ericsson
	Contribution
	Approved


Ben Smeets presented the contribution. Approved.

	S3-080163
	Architecture Modifications and Alternatives for Remote Management of USIM Application on M2M Equipment
	Ericsson
	Contribution
	Approved


Ben Smeets presented the contribution. Approved.
Timeline for the new version of Study:

· 7 March - version out, comments are sent to SA3 list

· 12 March - comments are incorporated and document sent to SA list

· 14 March - new version out, SA3 checks that comments have been incorporated

· 17 March - final proposal submitted.

7.2
H(e)NB Security

	S3-080030
	LS on Home NodeB/eNodeB regarding localisation/authorisation
	SA WG1
	LS_in
	Noted


Valtteri Niemi presented the LS. Noted.
	S3-080147
	LS on security aspects for Home eNB
	RAN WG3
	LS_in
	Noted


Come Berbain presented the LS. There was some discussion on the architecture proposed in the attachment to the liaison. It was agreed that some kind of security is needed, in the form of a tunnel (questions 1 and 2 in the LS).
Concerning question 3, this has to be taken into account in SA3 relevant study item, but should not be a very big issue and in any case should be not more severe as having IPSec tunnels in IMS.

	S3-080263
	Reply LS to RAN3 on eNB/(H)NB
	SA WG3
	LS_out
	Approved


Come Berbain presented the LS.

	S3-080145
	LS on CSG related mobility (stage2 text)
	RAN WG2
	Contribution
	Noted


	S3-080042
	H(e)NB Threat analysis : continuation of S3a071011
	Nokia, Nokia Siemens Networks
	Contribution
	Noted


Marc Blommaert presented the contribution.

	S3-080041
	H(e)NB Threat analysis : Overview of received comments on S3a071011/S3a070983 during email discussion
	Nokia, Nokia Siemens Networks
	Contribution
	Approved with modifications


Marc Blommaert presented the contribution. It was discussed whether to remove the references in the document. It was proposed to add an Editor's Note stating that this is not an exhaustive list of references and has to be completed. It was decided not to take any decision at this point of time.
The remaining of the proposal was accepted.

	S3-080130
	system architecture of H(e)NB
	HUAWEI
	Contribution
	Approved with modifications


Marcus Wong presented the contribution.
It was suggested that the two clauses of the proposal could be collapsed in one. It was replied that this duplication is for clarity's sake. It was suggested that several working groups are conducting related work that should be taken into account (RAN3 for example).
It was proposed to insert an Editor's Note also referring to the incoming RAN3 LS; these are common for all clause 4. The first note would state that there can be two different architectural cases (one where ciphering terminates in H(e)NB and another were ciphering terminates at the operator's premises), but that there could be even more cases. The possibility that the Serving GW could be at the residential side will be included.
It was also agreed to state in the note that there is no implementation-specific guidance for the moment and that it has to be checked whether there is any bias in implementation in the future from the examples. 
Another Editor's Note will refer to the possibility to have a Home NB GW at the operator's premises.

It was discussed where FWs could be placed in the architecture; at this point it was decided that they are present with no decision.

With these changes the proposal was accepted.

	S3-080131
	security threats, security requirements and security solutions of H(e)NB
	HUAWEI
	Contribution
	Noted


Marcus Wong presented the contribution.

	S3-080208
	H(e)NB Threat Analysis – update of 42 (Addition of additional Threat)
	Nokia, Nokia Siemens Networks
	Contribution
	Approved


Marc Blommaert presenting the commenting contribution.

	S3-080207
	Comments on 131 by comparing 131 with 42 on security threats, security requirements
	Nokia, Nokia Siemens Networks
	Contribution
	Noted


Marc Blommaert presenting the commenting contribution.

There was some discussion on the modalities of listing in 208 and 131. It was decided to accept the proposal in 208. It was also agreed to keep the first table in 207 as it maps the threats to the assets.
	S3-080132
	Choice of H(e)NB authentication credential
	HUAWEI
	Contribution
	Noted


Marcus Wong presented the contribution.

	S3-080192
	comments to 132: Choice of H(e)NB authentication credential
	Nokia, Nokia Siemens Networks
	Contribution
	Noted


Marc Blommaert presented the contribution.
There was some discussion on the security offered by a TPM and UICC solution. It was argued that for storage UICC could offer a higher level of security. It was pointed out that this approach might be jumping to the solution too early; there was support for this observation. The discussion was noted.
Timeline for the new version of Study:

· 7 March - version out, comments are sent to SA3 list

· 12 March - comments are incorporated and document sent to SA list

· 14 March - new version out, SA3 checks that comments have been incorporated

· 17 March - final proposal submitted.
7.3
Other study areas

	S3-080087
	New Review of Threats to UICC-ME/Terminal Interfaces and Possible Impact on Other Protocols
	InterDigital Communications, LLC
	Contribution
	Noted


Inhyok Cha presented the contribution. 
It was agreed hat the contributing party should analyze the existing TR 33.905 to see if the threats described in this contribution have been fully addressed by the existing TR, and also list the TS documents that would be impacted if the threats described in the contribution are found not to have been fully addressed by TR 33.905.
8
Review and update of work programme

Editors are advised to send their updates concerning the workplan as soon as possible.

9
Future meeting dates and venues

The planned meetings are as follows:
	Meeting
	Date
	Location
	Host

	SA3#51
	14-18 Apr 2008
	Vancouver, Canada
	NAF

	SA3#52
	23-27 Jun 2008
	Sophia-Antipolis, France
	EF3

	SA3#53
	13-18 Oct 2008
	Tbd
	Tbd


LI meetings planned

	Meeting
	Date
	Location
	Host

	SA3 LI#28
	05 - 07 Feb 2008
	Sophia-Antipolis, France
	ETSI

	SA3 LI#29
	22 - 24 Apr 2008
	Vancouver, Canada
	NAF


TSG SA Plenary meeting schedule

	Meeting
	Date
	Location
	Primary Host

	TSGs #39
	10 - 13 Mar 2008
	Puerto Vallarta, MX
	NAF

	TSGs #40 
	2 - 5 Jun 2008
	Prague, Czech Republic
	EF3

	TSGs #41
	15 - 18 Sep 2008
	Japan
	Tbd

	TSGs #42
	8 - 11 Dec 2008
	Europe
	EF3


A host is sought for hosting SA#53. There are some possibilities which have to be further studied.

10
Any other business

There was no other business.
12
Close

The Chairman thanked the delegates, the Rapporteurs, the Vice-Chairmen and the Secretary for their contributions and support and closed the meeting.
Also, a big thanks to China Mobile for the excellent organization and hospitality during this 50th meeting.
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	China Mobile, ZTE
	Contribution
	Revised in 232

	S3-080152
	Summary of the email discussion on UP encryption
	China Mobile, ZTE
	Contribution
	Noted

	S3-080153
	Directly using IMSI in GBA bootstrapping procedure without converting it into IMPI in networks that only HLR is deployed
	China Mobile
	Contribution
	Noted

	S3-080154
	LS on SAE Interworking with Pre-REL8 system
	CT WG4
	LS_in
	Noted

	S3-080155
	ME capabilities within Attach and TAU request messages
	Nokia, Nokia Siemens Networks
	Contribution
	Approved with modifications

	S3-080156
	Structure of Generic Push Layer pCR
	Ericsson
	Contribution
	Approved

	S3-080157
	LS on Key Choice Clarification for GBA
	CT WG4
	LS_in
	Noted

	S3-080158
	LS on Reply to on LS on SAE Interworking with Pre-REL8 system
	SA WG1
	LS_in
	Noted

	S3-080159
	Reply LS (S3a071035/C1-080351) on outstanding NAS messages
	CT WG1
	LS_in
	Noted

	S3-080160
	LS on Message Unprotected between UE and P-CSCF
	CT WG4
	LS_in
	Noted

	S3-080161
	Reply LS on Earthquake and Tsunami Warning System
	GERAN WG2
	LS_in
	Noted

	S3-080162
	pseudo CR to TS 33.xyz v0.1.0: new text on clause 8 “Establishment of security between UE and ePDG”
	Cisco, Nokia, Nokia Siemens Networks, Nortel
	Contribution
	Approved

	S3-080163
	Architecture Modifications and Alternatives for Remote Management of USIM Application on M2M Equipment
	Ericsson
	Contribution
	Approved

	S3-080164
	Enhanced Roles Description
	Ericsson
	Contribution
	Approved

	S3-080165
	AS and NAS security capabilities
	Nokia, Nokia Siemens Networks
	Contribution
	Approved with modifications

	S3-080166
	Distributed Registration Service
	Ericsson
	Contribution
	Approved

	S3-080167
	IMEI protection
	Nokia, Nokia Siemens Networks
	Contribution
	Approved with modifications

	S3-080168
	Algorithm selection for TAU Request protection
	Nokia, Nokia Siemens Networks
	Contribution
	Approved with modifications

	S3-080169
	AS algorithms selection mismatch indication
	Nokia, Nokia Siemens Networks
	Contribution
	Noted

	S3-080170
	Security context transfer in idle/active mobility
	Nokia, Nokia Siemens Networks
	Contribution
	Approved

	S3-080171
	Implementation of UP ciphering in eNB
	Nokia, Nokia Siemens Networks, China Mobile
	Contribution
	Rejected

	S3-080172
	GBA: BSF discovery in a large network.
	Nokia, Nokia Siemens Networks
	Contribution
	Noted

	S3-080173
	CR 33.234: Rel-8: Note on using an unauthenticated Diffie_Hellman exchange for emergency calls
	Nokia, Nokia Siemens Networks, Vodafone
	CR
	Revised in 260

	S3-080174
	Addressing raised concerns to TR 33.812 , also reflecting against S3-080104
	Nokia, Nokia Siemens Networks
	Contribution
	Noted

	S3-080175
	Adding more details to DSMIPv6 security
	Qualcomm Europe
	Contribution
	Approved with modifications

	S3-080176
	Storing NAS security context at power down
	Qualcomm Europe
	Contribution
	Noted

	S3-080177
	Key derivation for prepared eNode Bs
	Qualcomm Europe
	Contribution
	Noted (technically endorsed in 058)

	S3-080178
	Integrity protection of Attach and TAU message
	Qualcomm Europe
	Contribution
	Postponed

	S3-080179
	Re-freshing NAS keys
	Qualcomm Europe
	Contribution
	Noted

	S3-080180
	Reply LS to R2-080663 = S3-071023 on algorithm input and output
	RAN WG2
	LS_in
	Noted

	S3-080181
	Reply LS to R2-080659 = S2-080991 on inter-MME load balancing, Attach/TAU/Service Request procedures and corresponding RRC/S1 connection establishment procedures
	RAN WG2
	LS_in
	Noted

	S3-080182
	LS on Authentication at RRC Connection Re-establishment
	RAN WG2
	LS_in
	Noted

	S3-080187
	pCR to 33.abc on Signalling Confidentiality
	TeliaSonera
	pCR
	Withdrawn

	S3-080188
	Update NAS keys
	ZTE
	Contribution
	Noted

	S3-080189
	Draft WID: Generic Bootstrapping Architecture Push Function (GBAPush)
	Ericsson, Huawei, Nokia, Nokia Siemens Networks
	New WI proposal
	Revised in 255

	S3-080190
	CR to TS 22.022: Control key length increase in OTA de-personalisation message
	Nokia Corporation, Nokia Siemens Network
	CR
	Agreed

	S3-080191
	Comments to S3-080107 - Key refresh at Intra-MME handovers
	Alcatel-Lucent
	Contribution
	Noted

	S3-080192
	comments to 132: Choice of H(e)NB authentication credential
	Nokia, Nokia Siemens Networks
	Contribution
	Noted

	S3-080193
	Re-submission of S3-080141 taking into account S3-080136 (editorial)
	Nokia, Nokia Siemens Networks
	Contribution
	Approved with modifications

	S3-080194
	Comments to S3-080091
	Huawei
	Contribution
	Noted

	S3-080195
	 
	 
	 
	Withdrawn

	S3-080196
	Operator controlled NAT usage with Early IMS
	Ericsson
	CR
	Withdrawn

	S3-080197
	Comments on S3-080142 and S3-080146 on Early IMS with NAT
	Nokia, Nokia Siemens Networks
	Contribution
	Noted

	S3-080198
	Comments to S3-080061 on GBA_U PUSH procedures
	Nokia, Nokia Siemens Networks
	Contribution
	Noted

	S3-080199
	Comments on S3-080036 support for 3GPP2 IMS Access Security
	Nokia, Nokia Siemens Networks
	Contribution
	Noted

	S3-080200
	Comments on S3-080160 on 'LS on Message Unprotected between UE and P-CSCF'
	Nokia, Nokia Siemens Networks
	Contribution
	Noted

	S3-080201
	Comments to S3-080106
	Nokia, Nokia Siemens Networks
	Contribution
	Noted

	S3-080202
	Comments to S3-080035: CR0032 to TS 33.210 (Introduction Network Domain Security support for 3GPP2 IMS)
	Nokia, Nokia Siemens Networks, Ericsson
	Contribution
	Noted

	S3-080203
	Comments on S3-080148 'Enhanced AKA in LTE/SAE'
	Nokia, Nokia Siemens Networks
	Contribution
	Noted

	S3-080204
	Comments to S3-080142: Discussion paper on NAT traversal requirements in Early IMS
	Ericsson
	Contribution
	Noted

	S3-080205
	pCR to 33.abc on NAS Signalling protection
	TeliaSonera
	pCR
	Approved with modifications

	S3-080206
	Counter initiation on idle mobility between UTRAN and E-UTRAN (Revised of S3-080140)
	ZTE
	Contribution
	Noted

	S3-080207
	Comments on 131 by comparing 131 with 42 on security threats, security requirements
	Nokia, Nokia Siemens Networks
	Contribution
	Noted

	S3-080208
	H(e)NB Threat Analysis – update of 42 (Addition of additional Threat)
	Nokia, Nokia Siemens Networks
	Contribution
	Approved

	S3-080209
	Liaison Regarding IMS UE Registration Procedures for GMI2008 
	MSF  Protocol and Control & Working Group 
	LS_in
	Noted

	S3-080210
	LS on ETWS
	GERAN
	LS_in
	Noted

	S3-080211
	Report from SA3#49
	SA WG3 Secretary
	Input Report
	Approved

	S3-080212
	LS from SA2 on Common IMS and 3GPP2 terminology 
	SA WG2
	LS_in
	Withdrawn

	S3-080213
	Updated WID: 3GPP System Architecture Evolution Specification (SAES) to include Security Building blocks based on SP-070933 after accepting revision marks
	SA WG3
	WID
	Agreed

	S3-080214
	Meeting minutes of workshop on Common IMS between 3GPP and 3GPP2
	MCC
	Contribution
	Noted

	S3-080215
	Results of SA breakout
	MCC
	Contribution
	Noted

	S3-080216
	Comments to S3-080107 - Key refresh at Intra-MME handovers
	Alcatel-Lucent
	Contribution
	Noted

	S3-080217
	Comment to 201
	Alcatel-Lucent
	Contribution
	Noted

	S3-080218
	Common IMS Workshop Output (3GPP-3GPP2)
	MCC
	Contribution
	Noted

	S3-080219
	Reply LS on ETWS
	SA WG3
	LS_out
	Approved

	S3-080220
	pseudo CR to TS 33.xyz v0.1.0: new text on clause 6 “Authentication and key agreement procedures”
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon
	Contribution
	Not presented

	S3-080221
	LS on Renaming SAE Interfaces
	SA WG2
	LS_in
	Noted

	S3-080222
	LS on Common terminology for IMS Credentials
	SA WG2
	LS_in
	Noted

	S3-080223
	33.xyz
	Rapporteur
	New TS version
	Agreed

	S3-080224
	33.abc
	Rapporteur
	New TS version
	Agreed

	S3-080225
	LS to CT1 on encryption of IMEI 
	SA WG3
	LS_out
	Approved

	S3-080226
	Reply LS on RRC Connection Re-establishment
	SA WG3
	LS_out
	Approved

	S3-080227
	33.922
	Rapporteur
	New TR version
	Agreed

	S3-080228
	33.821
	Rapporteur
	New TR version
	Agreed

	S3-080229
	Reply LS to RAN2 Cc CT1
	SA WG3
	LS_out
	Approved

	S3-080230
	Reply LS to S3-080022 on Assumptions about UE security capability
	SA WG3
	LS_out
	Approved

	S3-080231
	Reply to S3-080200
	Huawei
	Contribution
	Noted

	S3-080232
	Solution for User-based UP Ciphering
	China Mobile, ZTE
	Contribution
	Noted

	S3-080233
	LS to SA1 on UP encryption
	SA WG3
	LS_out
	Approved

	S3-080234
	CR on P-CSCF IMS LI Optional
	MCC
	CR
	Agreed

	S3-080235
	LS reply to MSF
	SA WG3
	LS_out
	Approved

	S3-080236
	Reply LS on Message Unprotected between UE and P-CSCF
	CT WG4
	LS_out
	Approved

	S3-080237
	IMS SIP Digest authentication: How can IMS network entities enforce that SIP Digest is not used over 3GPP access?
	BT, Ericsson, Nokia, Nokia Siemens Networks, Orange, TeliaSonera
	CR
	Agreed

	S3-080238
	Co-existence of authentication schemes – Resolution of editor’s notes
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia, TeliaSonera
	CR
	Revised in 268

	S3-080239
	Solution for NAT traversal in Early IMS
	China Mobile, Alcatel-Lucent, HUAWEI
	Contribution
	Noted

	S3-080240
	Comments to 204
	China Mobile, Alcatel-Lucent, HUAWEI
	Contribution
	Noted

	S3-080241
	Comments to 197
	China Mobile, Alcatel-Lucent, HUAWEI
	Contribution
	Noted

	S3-080242
	Discussion paper on NAT traversal requirements in Early IMS
	China Mobile, Alcatel Lucent, HUAWEI
	Contribution
	Noted

	S3-080243
	Proposal on Common Terminology for IMS Credentials
	Qualcomm
	Contribution
	Noted

	S3-080244
	Reply LS on Common terminology for IMS Credentials
	SA WG3
	LS_out
	Approved

	S3-080245
	Next steps in SA3 for inclusion of MMD security to Common IMS Security
	Nokia Siemens Networks
	Contribution
	Endorsed

	S3-080246
	(CR on 33.203 Rel-8) Introduction of support for 3GPP2 IMS Access Security
	Qualcomm Europe, Alcatel-Lucent, KDDI, Motorola, Nortel, Starent Networks, SPRINT
	CR
	Agreed as baseline

	S3-080247
	New version of TR 33.828
	Rapporteur
	New TR version
	Agreed

	S3-080248
	LS on NAT usage  in Early IMS
	SA WG3
	LS_out
	Approved

	S3-080249
	Reply LS to RAN on inter-system HO
	SA WG3
	LS_out
	Approved

	S3-080250
	CR 33.210 Rel-8: Introducing the support of RFC-4303 for EPS
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon
	CR
	Agreed

	S3-080251
	TS 33.310 Rel-8: Introducing a certificates-based Zb-interface and adding IKEv2
	Nokia, Nokia Siemens Networks
	CR
	Agreed

	S3-080252
	Reply LS on Key Choice Clarification for GBA
	SA WG3
	LS_out
	Approved

	S3-080253
	Simultaneous handling of Zh' and Zh in a BSF (Rel-7)
	Nokia, Nokia Siemens Networks
	CR
	Agreed

	S3-080254
	Simultaneous handling of Zh' and Zh in a BSF (Rel-8)
	Nokia, Nokia Siemens Networks
	CR
	Agreed

	S3-080255
	Draft WID: Generic Bootstrapping Architecture Push Function (GBAPush)
	Ericsson, Huawei, Nokia, Nokia Siemens Networks
	New WI proposal
	Agreed

	S3-080256
	New Draft 33.223
	Rapporteur
	New version
	Agreed

	S3-080257
	New Draft 33.xxx Generic Push layer
	Rapporteur
	New version
	Agreed

	S3-080258
	Email discussion outcome new clause 5 33.223
	Rapporteur
	Contribution
	Email

	S3-080259
	LS reply to SA2 on I-WLAN 
	SA WG3
	LS_out
	Approved

	S3-080260
	CR 33.234: Rel-8: Note on using an unauthenticated Diffie_Hellman exchange for emergency calls
	Nokia, Nokia Siemens Networks, Vodafone
	CR
	Agreed

	S3-080261
	CR to 33.110: Removal of editor
	Gemalto
	CR
	Agreed

	S3-080262
	Reply LS on Device Management
	SA WG3
	LS_out
	Approved

	S3-080263
	Reply LS to RAN3 on eNB/(H)NB
	SA WG3
	LS_out
	Approved

	S3-080264
	CR to 33.246: Clarification of usage of SRTCP in MBMS
	Ericsson
	CR
	Agreed

	S3-080265
	H(e)NB Study
	Rapporteur
	New version
	Email

	S3-080266
	M2M Study
	Rapporteur
	New version
	Email

	S3-080267
	Reply LS on DHCP security in Rel-8
	SA WG3
	LS_out
	Approved

	S3-080268
	238 merged with 097
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia, TeliaSonera
	CR
	Agreed
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	Doc#
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	Source
	Status
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	CR
	Rev
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	Cat
	Version-Current
	Workitem

	S3-080004
	Correction of integrity protection indicator (Rel-7)
	Nokia, Nokia Siemens Networks
	Agreed
	33.203
	121
	1
	Rel-7
	F
	7.8.0
	TEI7

	S3-080005
	Correction of integrity protection indicator (Rel-8)
	Nokia, Nokia Siemens Networks
	Agreed
	33.203
	122
	1
	Rel-8
	A
	8.1.0
	TEI8

	S3-080006
	Stage 2 text on place for nonce generation
	CableLabs, Nokia, Nokia Siemens Networks
	Agreed
	33.203
	123
	1
	Rel-8
	C
	8.1.0
	PktCbl-Sec

	S3-080007
	Co-existence of authentication schemes
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia
	Agreed
	33.203
	120
	3
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3-080008
	Support for dynamic SIP Digest password change
	BT, Nokia, Nokia Siemens Networks, Vodafone
	Agreed
	33.203
	124
	2
	Rel-8
	B
	8.1.0
	PktCbl-Sec

	S3-080009
	Inclusion of NASS-IMS-bundled authentication scheme in Common IMS
	Ericsson, Nokia, Nokia Siemens Networks
	Agreed
	33.203
	125
	2
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3-080034
	(CR on 33.141 Rel-8) Changes to support common IMS between 3GPP and 3GPP2
	Qualcomm Europe, Alcatel-Lucent, KDDI, Motorola, Nortel, Starent Networks, SPRINT
	Postponed
	33.141
	7
	-
	Rel-8
	B
	7.1.0
	IMS-Sec

	S3-080035
	(CR on 33.210 Rel-8) Introduction of Network Domain Security support for 3GPP2 IMS
	Qualcomm Europe, Alcatel-Lucent, KDDI, Motorola, Nortel, Starent Networks, SPRINT
	Postponed
	33.210
	23
	-
	Rel-8
	B
	7.1.0
	IMS-Sec

	S3-080036
	(CR on 33.203 Rel-8) Introduction of support for 3GPP2 IMS Access Security
	Qualcomm Europe, Alcatel-Lucent, KDDI, Motorola, Nortel, Starent Networks, SPRINT
	Revised in 246
	33.203
	126
	-
	Rel-8
	B
	7.3.0
	IMS-Sec

	S3-080037
	Correction of typos in references in 33.259 8.0.0
	MCC
	Agreed
	33.259
	6
	-
	Rel-8
	D
	8.0.0
	TEI8

	S3-080038
	CR on P-CSCF IMS LI Optional
	MCC
	Revised as 234
	33.107
	68
	-
	Rel-8
	D
	8.1.0
	TEI8

	S3-080063
	CR to 33.110: Removal of editor
	Gemalto
	Revised as 261
	33.110
	16
	-
	Rel-7
	D
	7.4.0
	KeyEstUTerm

	S3-080065
	CR to TR 33.920: Addition of 2G GBA related CRs
	Nokia, Nokia Siemens Networks
	Agreed
	33.920
	5
	-
	Rel-7
	F
	7.4.0
	GAAExt

	S3-080069
	GBA DIAMETER based Zn reference point to support TLS
	China Mobile
	Postponed
	33.220
	135
	-
	Rel-8
	B
	8.2.0
	SEC7-GAA2

	S3-080071
	Introduce Manual TLS certificate handling
	Nokia, Nokia Siemens Networks
	Agreed
	33.310
	16
	-
	Rel-8
	F
	8.1.0
	TEI8

	S3-080072
	move manual certificate handling
	Nokia, Nokia Siemens Networks
	Agreed
	33.220
	136
	-
	Rel-8
	F
	8.2.0
	TEI8

	S3-080073
	Simultaneous handling of Zh' and Zh in a BSF (Rel-7)
	Nokia, Nokia Siemens Networks
	Revised in 253
	33.220
	137
	-
	Rel-7
	F
	7.a.0
	GAAext

	S3-080074
	Simultaneous handling of Zh' and Zh in a BSF (Rel-8)
	Nokia, Nokia Siemens Networks
	Revised in 254
	33.220
	138
	-
	Rel-8
	A
	8.2.0
	GAAext

	S3-080075
	CR 33.210 Rel-8: Introducing the support of IKEv2 for EPS
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon
	Agreed
	33.210
	24
	-
	Rel-8
	B
	7.3.0
	SAES

	S3-080076
	CR 33.210 Rel-8: Introducing the support of RFC-4303 for EPS
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon
	Revised in 250
	33.210
	25
	-
	Rel-8
	B
	7.3.0
	SAES

	S3-080077
	TS 33.310 Rel-8: Introducing a certificates-based Zb-interface and adding IKEv2
	Nokia, Nokia Siemens Networks
	Revised in 251
	33.310
	17
	-
	Rel-8
	B
	8.1.0
	SAES

	S3-080080
	CR 33.246 Rel-8: Protection of M1 interface when multicasting MBMS user data
	Nokia, Nokia Siemens Networks
	Noted
	33.246
	145
	-
	Rel-8
	B
	7.6.0
	SAES

	S3-080081
	TS 33.246 Rel-8: Protection of Iub when multicasting MBMS user data
	Nokia, Nokia Siemens Networks
	Noted
	33.246
	146
	-
	Rel-8
	B
	7.6.0
	SAES

	S3-080089
	IMS SIP Digest authentication: How can IMS network entities enforce that SIP Digest is not used over 3GPP access?
	BT, Ericsson, Nokia, Nokia Siemens Networks, Orange, TeliaSonera
	Revised in 237
	33.203
	127
	-
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3-080090
	Authentication of non-registration messages in IMS: relation of SIP Digest proxy authentication and IP address check
	Nokia, Nokia Siemens Networks
	Postponed
	33.203
	128
	-
	Rel-8
	C
	8.1.0
	PktCbl-Sec

	S3-080093
	Co-existence of authentication schemes – Resolution of editor’s notes
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia, TeliaSonera
	Revised as 238
	33.203
	129
	-
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3-080097
	Co-existence of authentication schemes: Check of PANI-related properties of P-CSCF also in step 3 of Annex P.4.2
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia
	Revised in 268
	33.203
	131
	-
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3-080099
	Support for dynamic SIP Digest password change
	Nokia, Nokia Siemens Networks, Vodafone
	Noted
	33.203
	132
	-
	Rel-8
	B
	8.1.0
	PktCbl-Sec

	S3-080115
	Support for SIP Digest password change
	Ericsson
	Noted
	33.203
	136
	-
	Rel-8
	B
	8.1.0
	PktCbl-Sec

	S3-080119
	CR to 33.246: Clarification of usage of SRTCP in MBMS
	Ericsson
	Revised in 264
	33.246
	147
	-
	Rel-8
	F
	7.6.0
	MBMS

	S3-080122
	CR  SIP DIGEST not allowed over 3GPP access
	HUAWEI
	Noted
	33.203
	133
	-
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3-080125
	CR - Determine Early IMS authentication scheme in step 2
	HUAWEI
	Noted
	33.203
	134
	-
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3-080127
	CR - Address Cable access and 3GPP access explicitly when P-CSCF handles the PANI header
	HUAWEI
	Noted
	33.203
	135
	-
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3-080138
	Correction of reference
	Samsung
	Noted
	43.020
	23
	-
	Rel-7
	F
	7.2.0
	SEC7

	S3-080173
	CR 33.234: Rel-8: Note on using an unauthenticated Diffie_Hellman exchange for emergency calls
	Nokia, Nokia Siemens Networks, Vodafone
	Revised in 260
	33.234
	100
	-
	Rel-8
	F
	8.0.0
	WLAN

	S3-080190
	CR to TS 22.022: Control key length increase in OTA de-personalisation message
	Nokia Corporation, Nokia Siemens Network
	Agreed
	22.022
	5
	2
	Rel-7
	F
	7.0.0
	TEI7

	S3-080196
	Operator controlled NAT usage with Early IMS
	Ericsson
	Withdrawn
	33.978
	21
	-
	Rel-8
	B
	7.0.0
	IMS-Sec

	S3-080234
	CR on P-CSCF IMS LI Optional
	MCC
	Agreed
	33.107
	68
	1
	Rel-8
	D
	8.1.0
	TEI8

	S3-080237
	IMS SIP Digest authentication: How can IMS network entities enforce that SIP Digest is not used over 3GPP access?
	BT, Ericsson, Nokia, Nokia Siemens Networks, Orange, TeliaSonera
	Agreed
	33.203
	127
	1
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3-080238
	Co-existence of authentication schemes – Resolution of editor’s notes
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia, TeliaSonera
	Revised in 268
	33.203
	129
	1
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3-080246
	(CR on 33.203 Rel-8) Introduction of support for 3GPP2 IMS Access Security
	Qualcomm Europe, Alcatel-Lucent, KDDI, Motorola, Nortel, Starent Networks, SPRINT
	Agreed as baseline
	33.203
	126
	1
	Rel-8
	B
	7.3.0
	IMS-Sec

	S3-080250
	CR 33.210 Rel-8: Introducing the support of RFC-4303 for EPS
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon
	Agreed
	33.210
	25
	1
	Rel-8
	B
	7.3.0
	SAES

	S3-080251
	TS 33.310 Rel-8: Introducing a certificates-based Zb-interface and adding IKEv2
	Nokia, Nokia Siemens Networks
	Agreed
	33.310
	17
	1
	Rel-8
	B
	8.1.0
	SAES

	S3-080253
	Simultaneous handling of Zh' and Zh in a BSF (Rel-7)
	Nokia, Nokia Siemens Networks
	Agreed
	33.220
	137
	1
	Rel-7
	F
	7.a.0
	GAAext

	S3-080254
	Simultaneous handling of Zh' and Zh in a BSF (Rel-8)
	Nokia, Nokia Siemens Networks
	Agreed
	33.220
	138
	1
	Rel-8
	A
	8.2.0
	GAAext

	S3-080260
	CR 33.234: Rel-8: Note on using an unauthenticated Diffie_Hellman exchange for emergency calls
	Nokia, Nokia Siemens Networks, Vodafone
	Agreed
	33.234
	100
	1
	Rel-8
	F
	8.0.0
	WLAN

	S3-080261
	CR to 33.110: Removal of editor
	Gemalto
	Agreed
	33.110
	16
	1
	Rel-7
	D
	7.4.0
	KeyEstUTerm

	S3-080264
	CR to 33.246: Clarification of usage of SRTCP in MBMS
	Ericsson
	Agreed
	33.246
	147
	1
	Rel-8
	F
	7.6.0
	MBMS

	S3-080268
	238 merged with 097
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia, TeliaSonera
	Agreed
	33.203
	129
	1
	Rel-8
	B
	8.1.0
	IMS-Sec


C.2
List of agreed CRs to be presented to TSG SA for approval

	Doc#
	Title
	Source
	Spec
	CR
	Rev
	Phase
	Cat
	Version-Current
	Workitem

	S3-080004
	Correction of integrity protection indicator (Rel-7)
	Nokia, Nokia Siemens Networks
	33.203
	121
	1
	Rel-7
	F
	7.8.0
	TEI7

	S3-080005
	Correction of integrity protection indicator (Rel-8)
	Nokia, Nokia Siemens Networks
	33.203
	122
	1
	Rel-8
	A
	8.1.0
	TEI8

	S3-080006
	Stage 2 text on place for nonce generation
	CableLabs, Nokia, Nokia Siemens Networks
	33.203
	123
	1
	Rel-8
	C
	8.1.0
	PktCbl-Sec

	S3-080008
	Support for dynamic SIP Digest password change
	BT, Nokia, Nokia Siemens Networks, Vodafone
	33.203
	124
	2
	Rel-8
	B
	8.1.0
	PktCbl-Sec

	S3-080009
	Inclusion of NASS-IMS-bundled authentication scheme in Common IMS
	Ericsson, Nokia, Nokia Siemens Networks
	33.203
	125
	2
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3-080037
	Correction of typos in references in 33.259 8.0.0
	MCC
	33.259
	6
	-
	Rel-8
	D
	8.0.0
	TEI8

	S3-080065
	CR to TR 33.920: Addition of 2G GBA related CRs
	Nokia, Nokia Siemens Networks
	33.920
	5
	-
	Rel-7
	F
	7.4.0
	GAAExt

	S3-080071
	Introduce Manual TLS certificate handling
	Nokia, Nokia Siemens Networks
	33.310
	16
	-
	Rel-8
	F
	8.1.0
	TEI8

	S3-080072
	move manual certificate handling
	Nokia, Nokia Siemens Networks
	33.220
	136
	-
	Rel-8
	F
	8.2.0
	TEI8

	S3-080075
	CR 33.210 Rel-8: Introducing the support of IKEv2 for EPS
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon
	33.210
	24
	-
	Rel-8
	B
	7.3.0
	SAES

	S3-080094
	Co-existence of authentication schemes: failure of query to TISPAN NASS
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange
	33.203
	130
	-
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3-080190
	CR to TS 22.022: Control key length increase in OTA de-personalisation message
	Nokia Corporation, Nokia Siemens Network
	22.022
	5
	2
	Rel-7
	F
	7.0.0
	TEI7

	S3-080234
	CR on P-CSCF IMS LI Optional
	MCC
	33.107
	68
	1
	Rel-8
	D
	8.1.0
	TEI8

	S3-080237
	IMS SIP Digest authentication: How can IMS network entities enforce that SIP Digest is not used over 3GPP access?
	BT, Ericsson, Nokia, Nokia Siemens Networks, Orange, TeliaSonera
	33.203
	127
	1
	Rel-8
	B
	8.1.0
	IMS-Sec

	S3-080250
	CR 33.210 Rel-8: Introducing the support of RFC-4303 for EPS
	Alcatel-Lucent, Cisco, Ericsson, Motorola, Nokia, Nokia Siemens Networks, Nortel, Verizon
	33.210
	25
	1
	Rel-8
	B
	7.3.0
	SAES

	S3-080251
	TS 33.310 Rel-8: Introducing a certificates-based Zb-interface and adding IKEv2
	Nokia, Nokia Siemens Networks
	33.310
	17
	1
	Rel-8
	B
	8.1.0
	SAES

	S3-080253
	Simultaneous handling of Zh' and Zh in a BSF (Rel-7)
	Nokia, Nokia Siemens Networks
	33.220
	137
	1
	Rel-7
	F
	7.a.0
	GAAext

	S3-080254
	Simultaneous handling of Zh' and Zh in a BSF (Rel-8)
	Nokia, Nokia Siemens Networks
	33.220
	138
	1
	Rel-8
	A
	8.2.0
	GAAext

	S3-080260
	CR 33.234: Rel-8: Note on using an unauthenticated Diffie_Hellman exchange for emergency calls
	Nokia, Nokia Siemens Networks, Vodafone
	33.234
	100
	1
	Rel-8
	F
	8.0.0
	WLAN

	S3-080261
	CR to 33.110: Removal of editor
	Gemalto
	33.110
	16
	1
	Rel-7
	D
	7.4.0
	KeyEstUTerm

	S3-080264
	CR to 33.246: Clarification of usage of SRTCP in MBMS
	Ericsson
	33.246
	147
	1
	Rel-8
	F
	7.6.0
	MBMS

	S3-080268
	238 merged with 097
	BT, CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Orange, Telecom Italia, TeliaSonera
	33.203
	129
	1
	Rel-8
	B
	8.1.0
	IMS-Sec


Annex D:
List of Liaisons

D.1
Incoming Liaison Statments
	Doc#
	Title
	Source
	Status

	S3-080016
	LS on inter-MME load balancing, Attach/TAU/Service Request procedures and corresponding RRC/S1 connection establishment procedures
	SA WG2
	Noted

	S3-080017
	LS on DHCP security in Rel-8
	SA WG2
	Noted

	S3-080018
	LS on Authentication for I-WLAN Mobility
	SA WG2
	Noted

	S3-080019
	Reply LS on piggy-backed Service Request
	RAN WG2
	Noted

	S3-080020
	LS on security aspects on inter-system handover
	RAN WG2
	Noted

	S3-080021
	Reply LS on outstanding NAS messages
	RAN WG2
	Noted

	S3-080022
	LS on Assumptions about UE security capability
	RAN WG2
	Noted

	S3-080023
	LS reply on availability of IMSI and IMEI(SV) in eNB
	SA WG5
	Noted

	S3-080025
	LS on Earthquake and Tsunami Warning System
	SA WG2
	Noted

	S3-080026
	LS on algorithm input and output
	RAN WG2
	Not Presented (already discussed)

	S3-080027
	LS on proposal for a new TR on ''Emergency requirements in the PS domain for VoIP and emergency services''
	SA WG1
	Noted

	S3-080028
	LS on Device Management Bootstrap
	SA WG1
	Noted

	S3-080029
	LS on Common IMS LI
	SA WG3-LI
	Noted

	S3-080030
	LS on Home NodeB/eNodeB regarding localisation/authorisation
	SA WG1
	Noted

	S3-080031
	LS on availability of IMSI and IMEI(SV) in eNB
	RAN WG3
	Noted

	S3-080032
	Reply LS on Passing the private user identity to the PNM AS
	SA WG2
	Noted

	S3-080033
	Reply to S3-071048 on algorithms for EPS
	ETSI SAGE
	Noted

	S3-080147
	LS on security aspects for Home eNB
	RAN WG3
	Noted

	S3-080154
	LS on SAE Interworking with Pre-REL8 system
	CT WG4
	Noted

	S3-080157
	LS on Key Choice Clarification for GBA
	CT WG4
	Noted

	S3-080158
	LS on Reply to on LS on SAE Interworking with Pre-REL8 system
	SA WG1
	Noted

	S3-080159
	Reply LS (S3a071035/C1-080351) on outstanding NAS messages
	CT WG1
	Noted

	S3-080160
	LS on Message Unprotected between UE and P-CSCF
	CT WG4
	Noted

	S3-080161
	Reply LS on Earthquake and Tsunami Warning System
	GERAN WG2
	Noted

	S3-080180
	Reply LS to R2-080663 = S3-071023 on algorithm input and output
	RAN WG2
	Noted

	S3-080181
	Reply LS to R2-080659 = S2-080991 on inter-MME load balancing, Attach/TAU/Service Request procedures and corresponding RRC/S1 connection establishment procedures
	RAN WG2
	Noted

	S3-080182
	LS on Authentication at RRC Connection Re-establishment
	RAN WG2
	Noted

	S3-080209
	Liaison Regarding IMS UE Registration Procedures for GMI2008 
	MSF  Protocol and Control & Working Group 
	Noted

	S3-080210
	LS on ETWS
	GERAN
	Noted

	S3-080221
	LS on Renaming SAE Interfaces
	SA WG2
	Noted

	S3-080222
	LS on Common terminology for IMS Credentials
	SA WG2
	Noted


D.2
Outgoing Liaison Statements
	Doc#
	Title
	LS_To
	LS_Cc

	S3-080219
	Reply LS on ETWS
	SA WG2
	RAN WG2, RAN WG3, GERAN WG2, CT WG1, SA WG2

	S3-080225
	LS to CT1 on encryption of IMEI 
	CT WG1
	 

	S3-080226
	Reply LS on RRC Connection Re-establishment
	RAN WG2
	 

	S3-080229
	Reply LS to RAN2 Cc CT1
	RAN WG2
	RAN WG3, CT WG1

	S3-080230
	Reply LS to S3-080022 on Assumptions about UE security capability
	RAN WG2
	CT WG1

	S3-080233
	LS to SA1 on UP encryption
	SA WG1
	 

	S3-080235
	LS reply to MSF
	MSF
	TISPA N WG7

	S3-080236
	Reply LS on Message Unprotected between UE and P-CSCF
	CT WG4
	CT WG1

	S3-080244
	Reply LS on Common terminology for IMS Credentials
	SA WG2
	CT WG1, SA WG1, CT WG6

	S3-080248
	LS on NAT usage  in Early IMS
	SA WG2, CT WG1
	 

	S3-080249
	Reply LS to RAN on inter-system HO
	RAN WG2
	 

	S3-080252
	Reply LS on Key Choice Clarification for GBA
	CT WG4
	 

	S3-080259
	LS reply to SA2 on I-WLAN 
	SA WG2
	 

	S3-080262
	Reply LS on Device Management
	SA WG1
	 

	S3-080263
	Reply LS to RAN3 on eNB/(H)NB
	RAN WG3
	 

	S3-080267
	Reply LS on DHCP security in Rel-8
	SA WG2
	 


Annex E:
List of TSs or TRs to go to SA

S3-080143 for information.
S3-080223 for information.

S3-080224 for information
Annex F:
List of WIDs to go to SA

S3-080213 WID on SAES adding 33.xyz and 33.abc.
S3-080255 WID on GBA Push

Annex H:
Actions from the meeting

AP-49-01: Valtteri Niemi to check with Frank Quick on status of specifications under joint control of SA3 and TR-45 AHAG.

AP-50-01: Colin Blanchard to provide information about usage of TLS for NDS purposes in TISPAN
AP-50-02: Rajadurai, Rajavelsamy to update CR on 43.020 updating references for SA3#51.
AP-50-03: Colin Blanchard to provide more information on corporate device management

AP-50-04: Mike Meyerstein to try and align the SA1 TR terminology where possible in M2M study

AP-50-05: Alec Brusilovsky to convey the decision of SA3 on media security to ITU-T.
3GPP

SA WG3

page 12

