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1
Scope

The scope for this technical specification is to specify the security features and mechanisms for secure access to the IM subsystem (IMS) for the 3G mobile telecommunication system.

Since the scope also encompasses the use of these security features and mechanisms for secure access to IMS in the context of fixed broadband networks, and cdma2000 networks, Annex L and Annex X specify how the material in the main body and other normative Annexes of this document apply to the fixed broadband networks, and cdma2000 networks, respectively.

The IMS supports IP Multimedia applications such as video, audio and multimedia conferences using SIP, Session Initiation Protocol, as the signalling protocol for creating and terminating Multimedia sessions, cf. RFC 3261 [6]. This specification only deals with how the SIP signalling is protected between the subscriber and the IMS, how the subscriber is authenticated and how the subscriber authenticates the IMS.
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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

Authenticated (re-) registration: A registration i.e. a SIP register is sent towards the Home Network which will trigger a authentication of the IMS subscriber i.e. a challenge is generated and sent to the UE.

Authentication vector: A quintet (as defined in TS 33.102 [1]) or an SD-AV.

Confidentiality: The property that information is not made available or disclosed to unauthorised individuals, entities or processes.

Data integrity: The property that data has not been altered in an unauthorised manner.
Data origin authentication: The corroboration that the source of data received is as claimed.

Entity authentication: The provision of assurance of the claimed identity of an entity.
Key freshness: A key is fresh if it can be guaranteed to be new, as opposed to an old key being reused through actions of either an adversary or authorised party.

ISIM – IM Subscriber Identity Module: For the purposes of this document the ISIM is a term that indicates the collection of IMS security data and functions on a UICC. The ISIM may be a distinct application on the UICC.
Security Domain: Networks that are managed by a single administrative authority.  Within a security domain the same level of security and usage of security services will be typical.
SIP Digest authentication vector (SD-AV) : Temporary authentication data that enables the IMS network to engage in SIP Digest with a particular user. An SD-AV consists of five elements: a) protection space user hint realm, b) protection space domain, c) the authentication algorithm, d) the quality of protection value qop and e) the hash of IMPI, realm and password H(A1).

Editor's Note: The inclusion of the domain parameter in the SD-AV is ffs.

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply, TS 21.905 [7] contains additional applicable abbreviations:

AAA
Authentication Authorisation Accounting

AKA
Authentication and key agreement
AS
Application Server
AV
Authentication Vector

CSCF
Call Session Control Function
HN
Home Network
HSS
Home Subscriber Server 
IBCF
Interconnection Border Control Function
IM
IP Multimedia

IMPI
IM Private Identity

IMPU
IM Public Identity

IMS
IP Multimedia Core Network Subsystem

ISIM
IM Services Identity Module

MAC
Message Authentication Code

ME
Mobile Equipment
NAPT
Network Address and Port Translation

NAT
Network Address Translation
R-UIM
Removable User Identity Module
SA
Security Association

SEG
Security Gateway

SD-AV
SIP Digest Authentication Vector

SDP
Session Description Protocol

SIP
Session Initiation Protocol

TLS
Transport Layer Security

UA
User Agent
UE
User Equipment
*******************Next Change******************
Annex X (Normative):
Application to cdma2000 networks
X.1
Introduction

This annex specifies how the material in the main body and other normative annexes of this document apply to the cdma2000 networks. In case there is a conflict with another annex of this document, then the requirements in this annex shall override. The IP Connectivity Access Network (IP-CAN) for cdma2000 networks, called Packet Data Subsystem (PDS), is defined in [aa].
X.2
Application of clause 4

In the cdma2000 networks, the IMS is essentially an overlay to the PDS and has a low dependency on the PDS. PDS can be deployed without the multimedia session capability. The IMS Security Framework is shown in Figure X.1.

IMS authentication keys and functions at the user side may be stored in some secure memory location on an UE according to the requirements in clause X.4. It shall be possible for the IMS authentication keys and functions to be logically independent to the keys and functions used for PDS authentication. However, this does not preclude common authentication keys and functions from being used for IMS and PDS authentication. 
The IMS Security Framework also addresses the security of interfaces between the IMS and external network domains, for example, Multimedia IP-Networks as shown in Figure X.1. This is important since the service capability subsystem of the IMS includes application servers that reside on untrusted third-party networks, and which can access network functionality.
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Figure X.1: The IMS security architecture
There are seven different security associations and different needs for security protection for IMS (including SIP AS nodes) and they are numbered 1 through 7 in Figure X.1. 

1.
Provides mutual authentication between the UE and the S-CSCF. The HSS delegates the performance of subscriber authentication to the S-CSCF. However the HSS is responsible for generating keys and challenges. The long-term key in the secure memory of the UE and the HSS is associated with the user private identity (IMPI). The UE will have one (network internal) user private identity (IMPI) and at least one external user public identity (IMPU).
The security associations 2 through 5 are as defined in clause 4 except that requirements in Annex Y of TS 33.210 [5] shall apply for security protection.   

6.   Provides security between a SIP-capable node residing in an external IP network, and the HSS. This security association is covered in Annex Y of TS 33.210 [5].  The SIP-capable node is a SIP Application Server and may also reside within the HN.  However, this security assoication is only applicable when the SIP AS resides in an external IP network.  If the SIP AS resides in the Home Network, then the security association 3 applies.

7.   Provides security between SIP-capable nodes located in different networks.  It differs from security association 4 in that the SIP-capable node here is the SIP Application Server.  Using SIP, this type of application server may communicate with network entities to offer service control and content, access functionality provided in the operator’s network, and manage bearers.  This security association is covered in Annex Yof TS 33.210 [5].  It is only applicable when the SIP AS resides in an external IP network.  If the SIP AS resides in the Home Network, then security association 5 applies.
There may exist other interfaces and reference points in IMS, which have not been addressed above. Those interfaces and reference points reside within the IMS, either within the same security domain or between different security domains. Annex Y of TS 33.210 [5] is intended to address security issues for all such interfaces. This document assumes that the IP-CAN supports secure communications via standard IETF protocols [14].  

Mutual authentication shall be required between the UE and the HN.

The confidentiality and integrity protection for SIP-signaling is provided in a hop-by-hop fashion. The first hop i.e. between the UE and the P-CSCF is specified in clause X.3. The other hops, inter-domain and intra-domain are specified in Annex Y of TS 33.210 [5].

X.3
Application of clauses 5 through 8
The user’s subscription is authenticated by the S-CSCF (home service provider). The security association between the UE and the first access point into the operator’s network (P-CSCF) is negotiated based on the protocol defined in RFC 3329 [21]. The options that may be negotiated using [21], which are defined in 3GPP specifications, are: tls and ipsec-3gpp. If the negotiated protocol is ipsec-3gpp and no NAT device is present between the UE and the P-CSCF then clauses 5 through 8 of the main body of this document shall apply. If the negotiated mechanism is “ipsec-3gpp” and a NAT device is present between the UE and the P-CSCF, then Annex M of this specification shall apply. If the negotiated mechanism is tls then Annex O of this specification shall apply. 
NOTE1: RFC 3329 [21] also allows to negotiate the mechanisms digest, ipsec-ike, and ipsec-man for use between UE and P-CSCF. They are defined in SIP RFC 3261 [6].

NOTE2: RFC 3329 only defines the security mechanisms between the SIP client and the next-hop SIP entity, i.e. the P-CSCF. In particular, if SIP Digest is negotiated by means of RFC 3329 then Digest has to be run between UE and P-CSCF, with the P-CSCF acting as the server. So, RFC 3329 cannot be used to negotiate SIP Digest authentication in IMS, which occurs between UE and S-CSCF.
When using security mechanisms or protocols specified in this document (including ipsec-3gpp), the following exceptions shall apply:
-
The clause 8 on ISIM/USIM is replaced with the secure memory requirements in clause X.4 and the references to ISIM/USIM is replaced with secure memory. 
-
The cdma2000 AKA algorithms are as specified in [ag] and [ah].
-
The references to TS 33.210 are replaced with requirements in Annex Y of TS 33.210 [5].
-
When no ISIM is present, the IMS identities (e.g., IMPI/IMPU) shall be derived from the Mobile Station Identity (MSID) used to access cdma2000 access networks as specified in Annex M of [8]. The MSID can be either IMSI or Mobile Indentification Number (MIN).
Editor’s note: Due to the following output from the C-IMS workshop (slide 7 of S3-080218)
· “The workshop concluded it was appropriate to document in 3GPP specifications the data and the derivation of the data used in the various security process, but not the physical storage of that data”
the following text was controversial and hence could not be agreed
X.4
Secure Memory within UE

For the purposes of this annex, the secure memory includes the collection of IMS security data and functions on a UE. 
X.4.1
Requirements on the Secure Memory of an IMS Capable UE

This clause identifies requirements on the secure memory to support IMS access security. It does not identify any data or functions that may be required on the secure memory for non-security purposes.

The secure memory shall include:

-
The IMPI;

-
At least one IMPU;

-
Home Network Domain Name;

-
Support for sequence number checking in the context of the IMS Domain;

-
The same enhanced AKA algorithms as specified in [ad] and [ae] for the secure memory;

-
An authentication key.

At UE power off, the existing SAs (session keys and related information) shall be deleted. 

The IMS security data and functions described in this clause may be provided by an UIM, R-UIM [ab] or an ISIM [ac].
*******************End Changes******************
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