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1. Overall Description:
SA3#50 discussed the topic of optional user-based user plane (UP) ciphering proposed by China Mobile. For the detail of the discussion please refer to the attached document S3-080152. The discussion result is that SA3 felt that SA1 need to be involved in determining whether or not this feature should be standardised. Specifically, the feature has service aspects which SA1 should consider (refer to the a) and c) part of the Requirement aspects in S3-080152 ). SA3 shall continue to handle the security aspects.
If SA1 is interested in this new feature, SA3 is willing to progress the work in studying the security aspects.
Technical aspects: 

In order to implement the user-based UP ciphering capability, a possible technical solution has been proposed to implement this function based on the User's Subscription Data. 
a) The UP ciphering is provided to certain groups of user. 
For a certain group users, the User’s Subscription Data is used to indicate the specific user’s need for ciphering. An indication in the User’s Subscription Data indicates whether the user needs UP ciphering or not. The configuration of the User’s Subscription Data could be done in the HSS of the operator’s network based on certain user groups.
b) The network which doesn’t want this function will not be affected. 
In the network which wants the user-based ciphering function, the MMEs are able to recognise the indication in the User’s Subscription Data, and handle it. But in the network which does NOT want this function, the MMEs just ignore the indication in the User’s Subscription Data. In particular there is no requirement that the visited MME must respect the ciphering settings configured in the home network.
c) How to select UP ciphering algorithm

The way MME handles the indication in the User’s Subscription Data is as follows: if the indication indicates no UP ciphering for this user, then the MME configures the allowed UP ciphering algorithm list to include only null algorithm. According to 33.abc, the selected UP ciphering algorithm is the common algorithm of algorithm supported by eNB, algorithm supported by UE, and the allowed algorithm list. Then if the allowed UP algorithm list include only null algorithm, only null algorithm for UP ciphering can be selected.
2. Actions
SA3 kindly asks SA1:

1) Evaluate the service related requirements for optional user-based UP ciphering and provide the requirements to SA3 if felt necessary.
2) Does SA1 think the optional user-based UP ciphering will impact end-to-end user experience if only one of the users in a call has UP ciphering enabled?
3. Date of Next SA2 Meetings:
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