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Introduction
This document proposes the technical solution for user-based ciphering. The user-based ciphering function is optional for the network. The solution is given follow the below principles:
1, the UP ciphering is provided to certain groups of user. 
Therefore, for a certain group users, the User’s Subscription Data is used to indicate the specific user’s requirement of user-based ciphering. An indication in the User’s Subscription Data indicates whether the user needs UP ciphering or not. The configuration of the User’s Subscription Data could be done in the HSS of the operator’s network based on certain user groups.
2, the network which doesn’t want this function will not be affected. 
In the network which wants the user-based ciphering function, the MMEs are able to recognise the indication in the User’s Subscription Data, and handle it. But in the network which does NOT want this function, the MMEs just ignore the indication in the User’s Subscription Data.
The way MME handle the indication in the User’s Subscription Data is, if the indication indicates no UP ciphering for this user, then the MME configure the allowed UP ciphering algorithm list to include only null algorithm.
3, enable the function with small changes to normal procedures.
In the following diagrams and texts it is illustrated that for attach, idle to active transition, and handover procedures, the changes to the SMC procedure are very small.
Proposal
User-based UP Ciphering solution for
Attach procedure 

When UE attaches to the network, HSS sends to MME the Subscription Data [see TS23.401, 5.3.2 attach procedure], and the Subscription Data includes the indication that indicates no UP ciphering is needed for this user. 
MME configure the allowed UP ciphering algorithm list to include only null algorithm.
When MME selects RRC and UP algorithms 
During algorithm negotiation, MME selects null algorithm for UP ciphering, and therefore the user plane will not be encrypted. The following diagram illustrates the algorithm negotiation during attachment when MME selecting UP algorithms. 
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Figure xx: Attach procedure when MME selects RRC and UP algorithms
Upon detached to active transitions:

1. UE sends a RRC connection request to eNB including initial NAS (L3) request to MME (see TR 23.882, Section 7.14). The initial L3 message includes all UEs security capabilities, UE identifier (IMSI or TMSI), and KSIASME. NAS-MAC is included if UE has valid NAS keys (i.e. KSI is also valid).

2. eNB forwards the NAS request to MME within eRANAP including eNB security algorithm capabilities
3. Optionally MME requests a new AKA authentication 

4. MME checks the indication in the Subscription Data and configure the allowed UP algorithm list to include only null algorithm. MME selects RRC and UP algorithms. For UP algorithm it selects the null algorithm. MME sends a list of allowed RRC algorithms, allowed UP algorithms, KeNB, selected RRC and UP algorithms to the eNB as part of the UE’s security context for the eNB via eRANAP. MME additionally selects the NAS algorithms, starts NAS integrity and prepares to receive encrypted NAS traffic. MME sends the NAS SMC message to eNB.

Editor notes: It is ffs whether allowed RRC algorithms, allowed UP algorithms shall be acknowledged to UE in NAS SMC, so that UE can verify that AS SMC includes RRC and UP algorithms from the allowed set (in idle-to-active state transitions and also during mobility).
5. eNB starts integrity protection, gets ready to receive encrypted RRC traffic and sends the AS SMC to UE, including the NAS SMC message received from MME. The AS SMC message includes the selected RRC algorithms and the selected UP algorithm and is protected with AS integrity protection. eNB notifies UE in AS SMC message that Null algorithm for UP ciphering is selected.
6. UE verifies MAC-NAS on the NAS SMC and starts NAS integrity and NAS encryption. UE verifies MAC-RRC on the AS SMC message and starts RRC integrity and RRC encryption. UE sends AS SMC Complete and NAS SMC Complete message.

7. Upon receipt of the RRC setup acknowledge message, eNB starts RRC ciphering and forwards NAS SMC complete message for the MME. Upon receipt of the NAS SMC complete message, MME starts NAS ciphering 
When eNB selects RRC and UP algorithms
During algorithm negotiation, MME sends allowed UP ciphering algorithm list to eNB, and eNB selects null algorithm for UP ciphering, and therefore the user plane will not be encrypted.
Idle to active transition procedure 

During idle-active transition, MME selects the UP ciphering algorithm (in S3071046-reply LS to RAN3).
When UE changes from idle to active, MME and eNB might be different from the last one when UE was active, but the new MME has Subscription Data already when TAU happened if any [see TS23.401, 5.3.3 Tracking Area Update procedures]. 
If the MME was the same, the allowed UP ciphering algorithm list was stored already. 
The following diagram illustrates the algorithm negotiation during Idle to active transition when the UP encryption indication in the Subscriber Data of the user indicates no UP encryption.
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Figure YY Idle to active transition procedure when MME selects RRC and UP algorithms
Upon idle to active transitions:
1. UE sends a RRC connection request to eNB including service request to MME. The service request message includes UE identifier (IMSI or TMSI), KSIASME and NAS-MAC.

Editor’s note: It is ffs whether KSIASME is needed on idle-to-active state transition if the NAS level service request message has to be length optimized. In case KSI is not included error handling must be designed properly to address KSI (i.e. KASME) mismatch.

2. eNB forwards the request to MME within eRANAP including eNB security algorithm capabilities
3. Optionally MME requests a new AKA authentication 

4. MME selects RRC, and UP algorithms. For UP algorithm it selects the null algorithm. MME sends a list of allowed RRC algorithms, allowed UP algorithms, KeNB, selected RRC and UP algorithms to the eNB as part of the UE’s security context for the eNB via eRANAP. 
Editor’s note: It is ffs whether NAS algorithms and keys can be changed during idle-to-active mode state transition using an additional NAS-SMC.
5. eNB starts integrity protection, gets ready to receive encrypted RRC traffic and sends the AS SMC to UE. The AS SMC message includes the selected RRC algorithms and the selected UP algorithm and is protected with AS integrity protection. 
6. UE verifies MAC-RRC on the AS SMC message and starts RRC integrity and RRC encryption. UE sends AS SMC Complete.

7. Upon receipt of the RRC setup acknowledge message, eNB starts RRC ciphering and sends an ack to MME.
If eNB selects UP ciphering algorithm
During algorithm negotiation, MME sends allowed UP ciphering algorithm list to eNB, and eNB selects null algorithm for UP ciphering, and therefore the user plane will not be encrypted.
Handover in LTE procedure

When the User’s Subscription Data indicates no UP ciphering, and the allowed UP ciphering algorithm list contains only NULL algorithm, before HO within one operator’s network, there is no UP ciphering for a UE, then:

According to 33.abc 7.4.2.1, ‘The list is received from the MME within a S1 level procedure or from the source eNB via x2 or S1 interface during ECM-CONNECTED mode handovers ’Then if the allowed UP algorithm list include only null algorithm, the target eNB can only selects null algorithm for UP ciphering.


Conclusion

It is propose to include the above proposal to TR33.821.
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