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1 Introduction 
S3-080148 “Enhanced AKA in LTE/SAE” proposes a modification of UMTS AKA as defined in 33.102 and also used in 33.abc. This contribution shows why no modification is needed.
2 Analysis
S3-080148 claims that there is a problem with UMTS AKA. Apparently the claim is motivated by the well-known attacks on the proprietary COMP128 algorithm used for A3/A8 functions in GSM. There, serious flaws in the structure of COMP128 allowed an attacker to derive the permanent key Ki from repeatedly sending suitable RAND to the SIM and observing the responses RES.

Please note first that an attacker cannot select RAND, as opposed to GSM, as RAND is authenticated by MAC in UMTS AKA. Furthermore, there is a realization of the functions f1 through f5 used in UMTS AKA recommended by 3GPP. This realization is based on MILENAGE. No concerns have been raised against MILENAGE. More generally, to our knowledge, there are no cryptographic papers raising concerns against the UMTS AKA algorithm design. 
So, there is no need to change UMTS AKA as there is no identified weakness. 

A few detailed observations:

The contribution proposes to compute XRES = g2(K, RAND, SQN) where g2 is defined by g2(K, RAND, SQN) = f2(fX(K, RAND,SQN), RAND) for a suitable function fX. (Similarly for CK, IK, AUTN.)

But why would XRES = g2(K, RAND, SQN) be more difficult to crack than XRES = f2(K, RAND) ? The only difference seems to be the inclusion of SQN. But the protection of SQN by means of AK is optional, and, in many cases, SQN may be easy to guess, depending on the sequence number management scheme. So, the added randomness is questionable. Furthermore, the range of SQN is much lower than that of RAND, so also for this reason the inclusion of SQN adds little cryptographic value. 

Furthermore, the contribution claims that K_ASME is directly derived from K. But this is not correct, it is derived from CK, IK.
3 Conclusion
We propose to reject S3-080148 for the following reasons: 
· There is no need to change UMTS AKA because no weaknesses have been demonstrated.

· The attack on COMP128 apparently motivating the paper is not applicable to UMTS AKA. 

· Any modification of UMTS AKA would require a modification of the USIM, and hence go against the agreed principle to allow access to EPS by means of Rel-99 USIMs. 






















































