Page 1



3GPP TSG-SA3 Meeting #50 
(
S3-0800202 (was 35)

Sanya, China, 25-29 February 2008

	CR-Form-v9.4

	COMMENTED CHANGE REQUEST

	

	(

	33.210
	CR
	0023
	(

rev
	-
	(

Current version:
	7.3.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	x


	

	Title:
(

	Comments to TS 33.210CR0032 

: Introduction Network Domain Security support for 3GPP2 IMS

	
	

	Source to WG:
(

	Commented by : Nokia, Nokia Siemens Networks, Ericsson

Original contributors : Qualcomm Europe, Alcatel-Lucent, KDDI, Motorola, Nortel, Starent Networks, SPRINT

	Source to TSG:
(

	SA WG3

	
	

	Work item code:
(

	TBD
	
	Date: (

	16/01/2008

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)

	
	

	Reason for change:
(

	At the joint 3GPP and 3PP2 workshop it was agreed that the Common IMS will include the cdma2000 access network technology.This CR introduces text related to IMS network domain security from S.S0086-B  to TS 33.210 for Common IMS.

	
	

	Summary of change:
(

	Annex Y is added per 3GPP2 S.S0086-B for NDS requirements for IMS in cdma2000 networks. Scope and references updated. Annex C applicability to 3GPP2 clarified.

	
	

	Consequences if 
(

not approved:
	The Common IMS will not include IMS network domain security related specification for using IMS over cdma2000 networks.

	
	

	Clauses affected:
(

	1, 2, Annex C, Annex Y (new)

	
	

	
	Y
	N
	
	

	Other specs
(

	Y
	N
	 Other core specifications
(

	TS 33.203

	affected:
	
	
	 Test specifications
	

	
	
	
	 O&M Specifications
	

	
	

	Other comments:
(

	This CR should be considered for approval along with the companion CR to TS 33.203


*******************Begin Changes******************
1
Scope

The present document defines the security architecture for network domain IP based control planes, which shall be applied to NDS/IP-networks (i.e. 3GPP and fixed broadband networks). The scope of network domain control plane security is to cover the control signalling on selected interfaces between network elements of NDS/IP networks. The Annex Y of this document defines how network domain security is applied for IMS control plane in cdma2000 networks. 
*******************Next Change******************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.133: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Threats and Requirements".

[2]
3GPP TR 21.905: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications".
[3]
3GPP TS 23.002: "3rd Generation Partnership Project; Technical Specification Group Services and Systems Aspects; Network architecture".

[4]
3GPP TS 23.060: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; General Packet Radio Service (GPRS); Service description; Stage 2".

[5]
3GPP TS 23.228: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia Subsystem (IMS); Stage 2".

[6]
3GPP TS 29.060: "3rd Generation Partnership Project; Technical Specification Group Core Network; General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp Interface".

[7]
3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Architecture".

[8]
3GPP TS 33.103: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security; Integration guidelines".

[9]
3GPP TS 33.120: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Principles and Objectives".

[10]
3GPP TS 33.203: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Access security for IP-based services".

[11]
RFC-2393: "IP Payload Compression Protocol (IPComp)".

[12]
RFC-2401: "Security Architecture for the Internet Protocol".

[13]
RFC-2402: "IP Authentication Header".

[14]
RFC-2403: "The Use of HMAC-MD5-96 within ESP and AH".

[15]
RFC-2404: "The Use of HMAC-SHA-1-96 within ESP and AH".

[16]
RFC-2405: "The ESP DES-CBC Cipher Algorithm With Explicit IV".

[17]
RFC-2406: "IP Encapsulating Security Payload".

[18]
RFC-2407: "The Internet IP Security Domain of Interpretation for ISAKMP".

[19]
RFC-2408: "Internet Security Association and Key Management Protocol (ISAKMP)".

[20]
RFC-2409: "The Internet Key Exchange (IKE)".

[21]
RFC-2410: "The NULL Encryption Algorithm and Its Use With IPsec".

[22]
RFC-2411: "IP Security Document Roadmap".

[23]
RFC-2412: "The OAKLEY Key Determination Protocol".

[24]
RFC-2451: "The ESP CBC-Mode Cipher Algorithms".

[25]
RFC-2521: "ICMP Security Failures Messages".

[26]
RFC‑3554: "On the Use of Stream Control Transmission Protocol (SCTP) with IPsec".

[27]
RFC-1750: "Randomness Recommendations for Security".

[28]
3GPP TS 25.412: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; UTRAN Iu interface signalling transport".

[29]
RFC-3602: "The AES-CBC Cipher Algorithm and Its Use with IPsec".

[30]
3GPP TS 33.310: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Network domain security; Authentication Framework".
[bb]
RFC 2246: "The TLS Protocol Version 1.0".
[cc]
RFC 3268: "Advanced Encryption Standard (AES) Ciphersuites for Transport Layer Security (TLS)".

*******************Next Change******************
Annex C (normative):
Security protection of IMS protocols

This section details how NDS/IP shall be used to protect IMS protocols and interfaces. NDS/IP is not mandatory for IMS in cdma2000 networks. The network domain security for IMS in cdma2000 networks is detailed in Annex Y.
C.1
The need for security protection

The security architecture of the IP multimedia Core Network Subsystem (IMS) is specified in 3GPP TS 33.203 [10]. 3GPP TS 33.203 [10] defines that the confidentiality and integrity protection for SIP-signalling are provided in a hop-by-hop fashion.

The first hop i.e. between the UE and the P‑CSCF through the IMS access network (i.e. Gm reference point) is protected by security mechanisms specified in 3GPP TS 33.203 [10].

The other hops, within the IMS core network including interfaces within the same security domain or between different security domains are protected by NDS/IP security mechanisms as specified by this Technical Specification.

3GPP TS 23.002 [3] specifies the different reference points defined for IMS.

C.2
Protection of IMS protocols and interfaces

IMS control plane traffic within the IMS core network shall be routed via a SEG when it takes place between different security domains (in particular over those interfaces that may exist between different IMS operator domains). In order to do so, IMS operators shall operate NDS/IP Za-interface between SEGs.

IPSec ESP shall be used with both encryption and integrity protection for all SIP signalling traversing inter-security domain boundaries.

It will be for the IMS operator to decide whether and where to deploy Zb-interfaces in order to protect the IMS control plane traffic over those IMS interfaces within the same security domain.
Annex Y (normative):
Network Domain Security for IMS in cdma2000 networks

This clause describes security mechanisms for all communication except interfaces 1 and 2 of Figure X.1 of TS 33.203 [10], including the Home Network, Serving Network, and any 3rd party network nodes (such as SIP Application Servers). This clause is applicable independent of negotiated IMS access security mechanism. 
Y.1
Inter-domain Domain Security
Referring to Figure X.1 of TS 33.203 [10], interfaces 4 and 7 provides transport security between different networks for SIP capable nodes. Interface 6 provides security for communications between a SIP Application Server, residing in an external network, and the HSS.  There may be other interfaces to nodes outside the Home Network, which are also intended to be covered by this clause. The involved nodes shall be capable of IPsec [12]. Privacy protection shall be applied with cryptographic strength greater than DES. Integrity protection shall be applied. IPsec may be used in either transport mode or tunnel mode; when used in tunnel mode, one or both of the network security domains may use Security Gateways
. Security associations between nodes in different networks shall be negotiated using IPsec/IKE [12].

It is necessary that nodes outside the home network should be secure and trustworthy, perhaps using mechanisms such as firewalls, packet filters, and so on. However such details are outside the scope of this clause.

Y.2
Intra-domain Domain Security
The interface labeled 5 in Figure X.1 of TS 33.203 [10] is between SIP-capable nodes in the same network security domain.  The interface labeled 3 in Figure X.1 of TS 33.203 [10] is between the I-CSCF/S-CSCF and the HSS. There may be other interfaces to nodes inside the Home Network, which are also intended to be covered by this clause.  As these interfaces exist entirely within one network security domain, the administrative authority may choose any mechanism to secure this interface, including physical security where appropriate. Cryptographic methods of security, if applied, shall include both privacy and integrity protection, and be at least as strong as IPsec [12] using triple-DES and HMAC-MD5.

Y.3
Profiles of Network Domain Security Methods
The profiles specified in this clause shall apply to clauses C.3.1 and C.3.2. 

Y.3.1
Support of IPSec ESP

For the interfaces security protection between IMS network elements, this clause specifies the protection using IPsec as specified in RFC 2401 [12] with 3DES and AES (key length shall be 128 bits) for encryption and HMAC-SHA-1 for integrity protection. The key management and distribution architecture is based on the IPsec IKE (RFC 2401 [12], RFC 2407 [18], RFC 2408 [19] and RFC 2409 [20]) protocols.

The security services provided by network domain security are:

-
data integrity;

-
data origin authentication;

-
anti-replay protection;

-
confidentiality (optional);

-
limited protection against traffic flow analysis when confidentiality is applied.

The IPsec security protocol shall always be ESP. Integrity protection/message authentication together with anti-replay protection shall always be used. IPSec ESP should be used with both encryption and integrity protection for all SIP signaling traversing inter-security domain boundaries. 

IPsec offers a set of security services, which is determined by the negotiated IPsec security associations. That is, the IPsec SA defines which security protocol to be used, the mode, and the endpoints of the SA.

Y.3.1.1
Support of ESP authentication and encryption

For IMS signaling traffic, ESP shall always be used to provide data integrity, data origin authentication, and anti-replay protection services, thus the ESP_NULL authentication algorithm shall not be allowed for use. It shall support ESP_HMAC_SHA-1 algorithm.

The ESP_DES algorithm shall not be used due to its weakness and instead it shall be mandatory to support the ESP_3DES algorithm as default. Support for the AES CBC cipher algorithm (RFC 3602 [29]) is mandatory. The AES CBC key length shall be 128 bits.


Y.3.2
Support of TLS

This section specifies the use of TLS, for transport protection between IMS network elements. Where TLS is used for transport protection, implementations shall support TLS 1.0, as specified in RFC 2246 [bb]. Implementations may support (and attempt to negotiate the use of) succeeding versions of TLS. Implementations shall support mutual, certificate-based authentication, and may support (and attempt to negotiate the use of) other authentication methods such as pre-shared secret keys (PSK). The security services provided by network domain security are:

-
data integrity;

-
data origin authentication;

-
anti-replay protection;

TLS provides transport-layer security over connection-oriented protocols (for the purposes of this document, TCP); "tls" (signifying TLS over TCP) can be specified as the desired transport protocol within a “Via” header field value or a SIP-URI.  TLS is most suited to architectures in which hop-by-hop security is required between hosts with no pre-existing trust association.

Implementations should support the AES cipher suites as specified in RFC 3268 [cc], and shall at minimum support TLS_RSA_WITH_AES_128_CBC_SHA. Implementations shall firstly prefer AES cipher suites, and secondly prefer ephemeral Diffie-Hellman cipher suites during TLS negotiation. Mutual authentication shall be required for all TLS connections; in other words anonymous cipher suites shall not be accepted during negotiation.


*******************End Changes******************
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One of the examples where TLS may be used  is in TS 33.203 section 6.5 (an other example is TS 33.220 Zn'-interface). 





Hence TS 33.210 shall not be changed to include TLS.


�What if the IMS node is be able to serve a cdma2000 network as well as a 3GPP access network.


Which Annex from TS 33.210 would then be applicable?


�The Common IMS goal has been the driver for this CR.





 It is clear that the highlighted text here does deviate from the NDS/IP model as specified in TS 33.210 by allowing Transport mode ESP between two operators.  What if a IMS–node serves 3GPP as well as cdma200 access?


�This text seems not in contradiction (only a difference in formulations) with other text of TS 33.210.  Why can Annex C not be re-used ? 


�This should not be added to TS 33.210 in any case.





