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1 Introduction 

SA3#49bis approved S3-080007 (was S3a071042), which was a CR against TS 33.203 v8.1.0. S3-080007 provided text for Annex P on Co-existence of authentication schemes. S3a071042 contains six editor’s notes labeled x1 to x6. These editor’s notes are resolved in a companion CR to 33.203, Annex P, cf. S3-080093 submitted to this meeting. The present contribution provides the rationale for the particular way in which these editor’s notes are resolved in S3-080093.
We propose to discuss this contribution together with the companion CR S3-080093, going through the editor’s notes one-by-one. The context of the editor’s notes can be seen from S3-080007 and CR S3-080093 and is not repeated here. We also provide a “shadow” version of the CR S3-080093, which is written against S3-080007 so that people can see the changes to what was agreed at SA3#49bis more easily. The “shadow” version of the CR in S3-080092 is only for discussion, not for approval.
Note on editing principle: the CR is written as a CR against TS 33.203 v8.1.0, so text deleted from S3-080007 is not shown as deleted text, but was simply removed. In particular, the editor’s notes x1 to x6 are not showing any more. Text in the CR, which was already contained in S3-080007, is shown as by author “günther”, other text added to or deleted from TS 33.203 v8.1.0 is shown as by author “günther2”. 
[This is a comments contribution .]
2 Resolution of editor’s note x1
This editor’s note is in Annex P.3 on P-CSCF procedure selection. It reads: 
“Editor’s note x1: An editor’s note in Annex N states that it is FFS how IMS network entities can enforce that SIP Digest over mobile access networks defined in 3GPP specifications is not allowed. It is ffs whether more detailed provisions for this shall be provided in Annex N or in Annex P.”

It is proposed to delete this editor’s note without any further changes to the text because a CR to TS 33.203, Annex N, proposes how to address the mentioned editor’s note there, cf. S3-080089. 
[HW: In S3-080089, it reads:

“SIP Digest authentication and the requirements in this Annex shall not apply to access networks defined in 3GPP specifications. The P-CSCF can enforce this condition by filtering out REGISTER requests received over an access network defined in 3GPP specifications and relating to SIP Digest according to the rules in Annex P.3 of this specification.”
However, in Annex P.3 of the corresponding CRs we cannot find which rules can be applied to enforce this condition. 
Huawei’s company contribution S3-080121/ S3-080122(CR) provide the solution for how the P-CSCF can enforce this condition. So we suggest SA3 agree the CR S3-080122. ]
3 Resolution of editor’s note x2
This editor’s note is in Annex P.3 on P-CSCF procedure selection. It reads: 

“Editor’s note x2: It is ffs whether Cable and 3GPP access networks need to be addressed explicitly in the above list, as in S3-a071009, or whether the above text is sufficient. ”
It is proposed to delete this editor’s note without any further changes to the text because the current text in S3-080007 describes a correctly functioning procedure, and the distinction between TISPAN NASS on the one hand and all other access networks on the other hand is sufficient here. Addressing cable and 3GPP access network explicitly would add complexity to the text unnecessarily and make checking the new text for correctness more difficult. 
[HW: We don’t agree this conclusion here because:
1) In last CT1 #51 meeting CT1 has agreed C1-080658 (P-CSCF awareness for 3GPP accesses) which addresses Cable and 3GPP access network explicitly. So explicitly Cable and 3GPP access in TS 33.203 Annex P will be aligned with TS 24.229.
2) Huawei’s discussion paper S3-080126/ S3-080127(CR) also provide more analysis on this issue.
So we suggest addressing Cable and 3GPP access network explicitly here, as suggested in CR S3-080127.]
4 Resolution of editor’s note x3
This editor’s note is in Annex P.3 on P-CSCF procedure selection. It reads: 

“Editor’s note x3: the term “TISPAN-enabled” P‑CSCF may have to be reconsidered. ”
It is proposed to replace the term “TISPAN-enabled” with the term “PANI-aware” throughout Annex P as proposed in S3a071009 by Huawei. The latter term seems to better capture the fact that this property is not mandatorily tied to a P-CSCF used in a TISPAN environment.
5 Resolution of editor’s note x4
This editor’s note is in Annex P.3 on P-CSCF procedure selection. It reads: 

“Editor’s note x4: it is ffs whether the property “TISPAN-enabled” is mandatory or optional for implementation. SA3 agrees that leaving it optional is sufficient for security purposes, but non-security considerations, e.g. charging, as discussed in SA2 and CT1 may necessitate making this property mandatory. ”
It is proposed to replace this editor’s note with the following text:

“The property “PANI-aware” is optional for implementation in a P-CSCF for the purpose of authentication co-existence.”
Rationale: meetings of both SA2 and CT1 have taken place between SA3#49bis and SA3#50, and SA3 has not received LSs from one of these working groups suggesting that the property PANI-aware should be mandatory for implementation.
In case such a requirement would arise from these groups at a later stage, it would still be possible to correct the text of Annex P accordingly, even if no editor’s note was there. So, the removal of the editor’s note does not do any final harm. It is not needed as a reminder for SA3 that SA3 has to do some more work here either, as the trigger for any further change of this text would have to come from SA2 or CT1.
[HW: There are also no LSs from these working groups suggesting this property shall be optional for their non-security requirements. Actually CT1/SA2 has not decided whether this property is optional or mandatory for SA2’s requirement in the TS 23.228 Rel-8 clause 4.6.1 which reads, “Ensure that the SIP messages received from the UE to the SIP server (e.g. S-CSCF) contain the correct or up‑to‑date information about the access network type currently used by the UE, when the information is available from the access network.”
We suggest SA3 send LS (based on the agreed version S3a071043) to CT1/SA2, and keep this editor’s notes unchanged until we receives the response from them.]
6 Resolution of editor’s note x5
This editor’s note is in Annex P.4 on determination of requested authentication scheme in S‑CSCF (mechanisms for performing step 2). It reads: 

“Editor’s note x5: the above text needs to be double checked as it was discussed at SA3#49bis whether handling for some cases was missing, e.g. the following case: was missing: the first condition is not met, but the second condition is met. ”
It is proposed to delete this editor’s note without any further changes to the text. Note, however, 
CR S3-080097, which proposes further changes to the text for steps 2 and 3.
Justification: The editor’s note does not point to a security gap overlooked in the present text, but it does indeed point to an error case, which neither relates to Early IMS nor to NBA, cf. further below. 
[HW: The editor’s note points to a potential security risk. Pls refer to Huawei’s contribution S3-080124/ S3-080125 (CR) for our analysis.]

The current text says that also for this error case Early IMS is used. This observation may have created confusion and led to the inclusion of this editor’s note. This error case, however, leads to an Early IMS authentication failure, hence there is no security gap. Handling this error case through a failed authentication adds one roundtrip between S-CSCF and HSS, however the error case is assumed to be rare. Explicit checks for this error case in the S-CSCF would save this roundtrip, but the check would be required for every REGISTER request. Denial of Service by adding load to the HSS is not possible either beyond the degree possible through authentication with wrong credentials. It is therefore proposed not to capture this error case in step 2 of Annex P.4.2 explicitly.
In more detail: The two conditions mentioned in Editor’s note x5 are: 
(1) there is no P-Access-Network-Info header containing the "network-provided" parameter, in which the access-type parameter indicates TISPAN NASS
(2) the REGISTER request is received from a P‑CSCF, which is not “PANI-aware”.
The text in P.4.2, step 2, states that, if there is no Authorization header in the REGISTER request and at least one of the conditions (1) or (2) is met then Early IMS is used.

Let us analyse this text a little further: when there is no Authorization header then only Early or NASS-IMS-bundled authentication (NBA) could be the case. The editor’s note x5 points to the fact that, if (2) is met and (1) is not met, then we have an error case, and not Early IMS, as a REGISTER request relating to Early IMS must not come with a PANI header with "network-provided" parameter indicating TISPAN NASS, and a REGISTER request relating to NBA must come from a PANI-aware P-CSCF. So, we have the following situation, according to the current text: 
· No Authorization header AND (1) AND (2): Early IMS
[HW: See the next comment.]
· No Authorization header AND (1) AND NOT(2): Early IMS
[HW: This condition may not be correct, because it implies that Early IMS may be allowed over other non-TISPAN access (e.g. Cable, Wimax…). Pls refer to Huawei’s contribution S3-080124/ S3-080125 (CR) for our analysis.]
· No Authorization header AND NOT(1) AND (2): error case, but S-CSCF does not know this yet and proceeds as for Early IMS, then Early IMS will fail.
[HW: It is not just an error case; it may also lead to a potential NBA fraud attack. Pls refer to Huawei’s contribution S3-080124/ S3-080125 (CR) for our analysis.]
· No Authorization header AND NOT(1) AND NOT (2): NBA, S-CSCF goes to step 3.

Note that this bullet list shows that it would suffice in step 2 to check for the presence of an Authorization header and condition (1) in order to capture the Early IMS case if the error case could be dealt with in step 3. A check for condition (2) would then not be needed in step 2, but rather in step 3. This is what is proposed in the companion CR S3-080097.
[HW: The solution for step 2 in S3-080097 are very close to that in S3-080125 with mainly two differences :

· In S3-080125 step 2 relies on the following two conditions, while in S3-080097 step 2 doesn’t rely on them: 
“1)
The S‑CSCF shall know, e.g. using the mechanism in clause P.5, which P‑CSCFs are TISPAN-enabled in the sense of clause P.3.

2)
It shall be ensured that P‑CSCFs, which are not TISPAN-enabled, do not connect to TISPAN NASS.

”
Justification: Since both solutions for step 2 requires the PANI header, so it is obviously that step 2 relies the above conditions.
· In S3-080125 step 2 explicitly address 3GPP access:” If there is no Authorization header in the REGISTER request, and If there is no P-Access-Network-Info header, or the access-type parameter in the P-Access-Network-Info header containing the "network-provided" parameter represents 3GPP access,” ,
While in S3-080097 step 2 doesn’t explicitly address 3GPP access: “
If there is no Authorization header in the REGISTER request, and there is no P-Access-Network-Info header containing the "network-provided" parameter, in which the access-type parameter indicates TISPAN NASS,”
Justification: Whether 3GPP access needs to be addressed explicitly or not is related to the discussion for the above section 3.
]
7 Resolution of editor’s note x6
This editor’s note is in Annex P.4 on determination of requested authentication scheme in S‑CSCF (mechanisms for performing step 3). It reads: 

“Editor’s note x6: it is ffs whether the distinction in step 3 should be finer grained. ”
A finer grained distinction would enable the S-CSCF in certain, but not all cases, to tell whether a REGISTER request related to SIP Digest or NBA. Such a distinction is not possible in the case when REGISTER request comes with an Authorization header and is received over a TISPAN NASS access network. 

It is proposed to delete this editor’s note without any further changes to the text because the current text in S3-080007 describes a correctly functioning procedure, and any finer grained distinction among subcases would not bring any benefit for S-CSCF or HSS. It would still be necessary in the above-mentioned case for the S-CSCF to query the HSS with the value for the authentication scheme set to “unknown”. So, why not do this in all cases, and avoid the complication of distinction of subcases? 
[HW: 
Considering the following scenario:

A user has a UE which can supports both NBA and SIP DIGEST, and he may :

· Prefer NBA (which has better user experience since he doesn’t necessarily input username/password) at home and prefer SIP DIGEST when travelling. Or,
· Prefer NBA. If this fails, then he would like to try SIP DIGEST.
In these cases, the HSS may store two kinds of authentication data (NBA and SIP DIGEST) for the same UE. If the S-CSCF always indicates to the HSS that the authentication scheme is unknown without finer differentiation, it will be difficult for the HSS to decide which one should be returned. So it will be better if the S-CSCF could have the ability to differentiate NBA and SIP DIGEST in some cases.
So it is suggested that the above step 3 should be finer grained. The solution is FFS.]
8 Conclusion
This discussion paper provides the basis for the approval of CR S3-080093.
[HW: It is suggested that SA3 incorporate the solutions provided in CR S3-080122/ S3-080125/ S3-080127 into the CR S3-080093.]






















































