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Abstract of the contribution: This contribution proposes solutions to the security issue of sending the same KeNB* to multiple prepared eNode Bs in the case of Radio Link Failure
Introduction
The current rekeying procedures for eNB to eNB handover were designed by SA3 on the assumption that the Source eNB passes KeNB* to only one other eNB. In the case of Radio Link Failure with multiple prepared eNBs, this assumption no longer holds as there can be several eNBs passed keys from the Source eNB. 
For this reason in the RLF case, it is proposed to allow the Source eNB to calculate a different KeNB* for each prepared eNB. It is also proposed to change the handover rekeying to align with this method. 

Radio Link Failure 

RAN2 have included a method of allowing an eNB to prepare several eNBs around itself in order to reduce the impact of a loss of the radio link to the current eNB. All of these prepared eNBs will need to be sent a key so that the UE can quickly start communicating securely with that eNB. For security reasons, these keys should be different as otherwise a user’s connection could be compromised by breaking into an eNB that the UE hasn’t even visited. 
Possible solutions

The following are two methods that would allow the Source eNB to derive a unique KeNB* for each Target eNB. Both methods provide the same level of security, so the choice between them could be made by RAN2. It is proposed that if SA3 find the methods suitable from a security then they should forward them to RAN2 to make a decision and which is the most suitable choice from their perspective. 
The first method is to use a small input to the KeNB* derivation. It is proposed that the keying is modified by getting the Source eNode B to generates an “input” and calculate a KeNB* from this and its KeNB. The Source eNode then passes KeNB* and the “input” onto the Target eNode B. The Target eNB passed the “input” to the UE so that it can also calculate the same KeNB. The necessary size of input should be checked with RAN2, as they will be aware of likely number of eNBs that are likely to be prepared. 
The second method is to include the identity of the Target eNB in the derivation of KeNB*. This clearly makes the KeNB* different at for all Target eNBs provided that the identity is unique of all Target eNBs. The identity of the Target eNB would need to be known to both Source eNB and the UE at the time that they derive the KeNB*. This method would be particularly efficient if this identity was known without having to be added to the handover messages. It is proposed that RAN2 should be left with the decision on a suitable Target eNB identity (subject to final approval by SA3). 
Conclusion 

This contribution has illustrated some security weaknesses of the current derivation of KeNB* and has proposed a couple of possible solutions. It is proposed that SA3 agree that there is a security weakness. If SA3 agree that there is a security weakness, then it is proposed that SA3 agree that either of the two methods described in this contribution solve the raised security issue. Finally it is proposed that SA3 send an LS to RAN2 to solicit their opinion on the proposed solutions so that a final method can be agreed. 
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