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1. Introduction

In this contribution we propose to let UE to send the selected AS algorithms for the MME in case the allowed AS algorithms list does not include the selected AS algorithms. In order for the EPS to locate the place where the mismatch occurred, UE should also record the cell identity and include it into the information provided for the MME. The first cell id where a mismatched algorithm was initially selected is reported instead of a list of possible multiple cases. 
The allowed AS algorithms list sent for the UE does not have to be in any specific order, thus it could be renamed as allowed AS algorithms set. However, the list sent for the eNB should have priority order as in UTRAN.
In this contribution we also propose to send one list of allowed, priority ordered algorithms from the MME to the UE’s serving eNB, similar to UTRAN (priority ordering). I.e. there is no need to send separately the UE capabilities for the eNB (see TS 33.102 section 6.4.2).
We propose also to remove the editor’s note about “It is ffs whether the AS algorithm list provided by O&M systems should overwrite S1 provided list” as that is the case. I.e. O&M configuration has higher priority than the list provided by the MME.
2. Proposal

The attached pCR implements the optional indication of selected AS algorithm out of the allowed AS algorithms set from UE to the MME. We propose to accept this pCR and implements the mentioned updates/changes in section 1 to the TS 33.abc.
3. pCR to TS 33.abc
--------------------- beginning of 1st change -----------------------------
7.2.4
Security mode command procedure and algorithm negotiation
Editor’s Note: cf. TR 33.821, sections 7.3, 7.4.5 and 7.4.13

7.4.2.1
Requirements for algorithm selection
a) An active UE and a serving network shall agree upon algorithms for

· RRC encryption and RRC integrity protection (to be used between UE and eNB)

· UP encryption (to be used between UE and eNB)

· NAS encryption and NAS integrity protection (to be used between UE and MME)

b) The serving network shall select the algorithms to use dependent on

· the security capabilities of the ME,

· the security capabilities of the currently serving network entity

· restrictions set by the home network of the subscriber (ffs, cf TR 23.008)

· SN-wide policies on allowed security algorithms
NOTE: It is ffs whether the above bullet about “SN-wide policies” is needed.

ME Security capabilities shall include the supported encryption and integrity algorithms.

c) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated ("bidding down protection of networks choice") that the UE capabilities were not bidden down.

d) The AS and NAS level security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level message to the ME such that "bidding down attacks" against the ME’s security capabilities can be detected by the ME.
e) Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure configures AS security (RRC and UP) and NAS level security mode command procedure configures NAS security.
a. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

b. User plane ciphering is activated at the same time as RRC ciphering.

f) eNB selects the AS level algorithms based on 

a. Its locally allowed and supported ciphering and integrity protection algorithm configuration. This configuration is done by network management and can be used for example to disable broken algorithms. eNB shall not select algorithms outside of this list.

b. A priority ordered list of allowed AS level ciphering and integrity protection algorithms per UE are sent from MME to the eNB. The list is received from the MME within a S1 level procedure or from the source eNB via x2 or S1 interface during ECM-CONNECTED mode handovers. The list may contain only one ciphering and one integrity algorithm, in which case the MME provides no algorithms selection flexibility for the eNB. This priority ordered list of allowed AS level algorithms shall have at least one common entry for both ciphering and integrity protection algorithms with the eNB local configuration (see a) and UE’s security capabilities.


c. 
g) MME includes a set of allowed AS algorithms for the UE in an integrity protected NAS level message for the UE during attach and service request procedures, or TAU procedure (e.g. in the NAS level SMC Command).

a. With the allowed AS algorithms set the UE verifies that the selected AS algorithms belong to the allowed set provided by MME. This does not preclude sending AS level SMC before NAS level SMC.

b. In case UE notices that the selected AS algorithms are different from what the allowed AS algorithms set contains, UE will include into the next TAU Request message information about the selected AS algorithms and the associated cell identity where the last algorithm (re-)configuration mismatch first time occurred. When UE has reported the mismatch it will clear the mismatch location from memory.

c. NULL ciphering algorithm for the user plane and RRC is identified separately in the allowed AS algorithms set.

Editor’s Note: It is ffs whether RRC and UP ciphering algorithm id is the same, i.e. RRC and UP ciphering algorithms are not identified separately. If not identified separately, then ciphering algorithm for the RRC and UP is not identified separately for the allowed AS algorithms set.

d. Selected AS and NAS algorithms can be different at a given point of time.

--------------------- end of 1st change -----------------------------
--------------------- beginning of 2nd change -----------------------------
7.4.2.2
NAS security mode command procedure

The NAS SMC procedure consists of a roundtrip of messages between MME and UE. The MME sends the NAS security mode command to the UE and the UE replies with the NAS security mode complete message. 
The NAS security mode command message contains: the security capabilities of UE (including the security capabilities with respect to RRC and UP ciphering as well as RRC integrity), the selected NAS algorithms, allowed AS algorithms set, and the KSIASME for KASME. This message is integrity protected with NAS integrity. The NAS security mode complete message is integrity protected with the selected NAS algorithm indicated in the NAS security command message.  NAS ciphering at the MME starts after receiving the NAS security mode complete message. NAS ciphering at the UE starts after sending the NAS security mode complete message (TS 33.102[4]).
Editor’s Note: Further parameter are also still TBD 

--------------------- end of 2nd change -----------------------------
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